@ Mo s
CEOAL MNATEOMNAL UMNINVERSITY

A¥ ek spol=atel

— Windows 2012 —

2017. 4. 14

AESES FHEEQME



A/ ol

WA AR DR & A/ A=}
Ver. 2.0 17. 04. 14, A NA A7




S A8 Bek 7ol =ehel

PR Windows 2012 Ver. 2.0 el 2017. 4. 14
2 3
3R] B2 = e R R Re 1
1.1. i?é, 74}@ /\].% /éxé ....................................................................................................................... 1
1.2, Z1A ZHTE B A ADA] cerreeeeseeins s 5
1.3, OFT. A AT ooreeressseeesssssesssssses s ssss s 7
1.4, ZOFBE Tl 2o Q]I 7] corerrerrertree e 9
1.5. A}82} Al AEE(User Account Control) AR e 10
2. TFYU A ZREI ettt 12
2.1. CMD.EXE T} A TF A& coerereniii 12
2.9. A]—%X]— % qg}ﬂﬂ @EX}]{S} .................................................................................................... 14
2.3, B U] A A e 15
2.4. SAM(Security Account Manager) T T3 AR v, 19
3. YJE QT A H] 2D seeereerrerrnentintintitintietitit sttt sttt 20
3.1. %%ﬁ@ }\13]5\_ xﬂﬂ .................................................................................................................. 20
3.2, EJH|Y AJH] 22 QFF B} G258 AT A oreereerresssssssssssss s 23
4, TR L8 AR o 25
4.1. Telnet }ﬂ]:]]i\_ E?} }gxé ............................................................................................................ 25
4.2. DNS(Domain Name Service) H.OF AT i 27
4.3. SNMP(Simple Network Management Protocol) AJH|Z> H.OF AZ woveviiin. 29
5. AJZB] HOE AR s 31
5.1. ¥4 ilﬁ]—‘?:l T T L ceeree et 31
5.2, BHH HLE 7] AT corrrvesssomessssssionsssssssssss s 39
5.3, OJHIE 0] AT ot 33
5.4, 2719l }\] AR uﬂ/\];(] J\D.;_/\] /gxé ............................................................................................ 34
5.5. BFAEF F 7L AFLIF AA Gr7] e 37
5.6. EZL% g}x1 ‘E‘%‘% /\]—%Z} /\]Z\_E‘ﬂ%g H(;—x] ............................................................................ 39
5.7. g?é 7ULA].;§;‘<J11 /g;g ...................................................................................................................... 41
5.8. 7F W2 ] o] A TF AFA] AR e 43
6. HFOJT] A RITE coorre 45
B.1. HHAT SEEL T B AL ] cerreeesseeesssaeeesseesss st et 45
6.2. Z AL QIZL QUH| O] E corrrrrrvrssssssssssrsssssssssisss s ssssssssss s 46
7. DA AZEZ] RHOF AR i 47

7.1. SAM(Security Account Manager) E‘C‘)_}: Z:}-/\]- /\éZé] ............................................................. 47



IRA & of o o

NE mer Fhol=etel

PR Windows 2012 Ver. 2.0 el 2017. 4. 14
7.2, NUIL SESSION AL wrerererrreretnt e 50
7.3. Remote Registry Service AT s 59
7.4. AutoLogon A BF AD T e 54

8. E.?_].' jiﬂj] ........................................................................................................... 55
8.1. Ja/‘\l }ﬂ]j]i :Lq ;(_4'% .................................................................................................................... 55
8.2, 34/1\1 HOT FIX ;_q% ..................................................................................................................... 56

0. O]F7 F] QFA] corereren 57
9.1. HeartBleed zﬂg}:@ ........................................................................................................................ 57



A 2 of Bt

NE met Fho]

=zl

~ SEQVE HATIGHAL UNIVERSIFY Windows 2012 Ver. 2.0 21l 2017, 4. 14,
1. AR HE
1.1. 23 AR A& AA
25 A7 &g Holgty 24 A4 AHE AF
A 0S Windows Server 2012 =9 A}

e 2 A8

m =

2 A AR Administrator, GUEST AR #g 2 ALgst= AR A

. GUEST AR H|&A 3}
L= B A

o) 1t o 98

ARl sl “dA o] F =

B A gslo @

“ ”
el

H
T

7}. Administrators2&-o &2 2 A <] Administrator A7 W7

e 714

A

B =AY
1

%% - AdministratorsZ gl #E A AAA
Guest A ¥|&A43H = 45
EL a3 AAol SAA && A5

F °F - AdministratorsZ&°] #E A A&l Administrator’} EA3t= 72
Guest AA EAsIHA U&= B¢
Ed a3 AA] EAT A%

Administrator®] °]&&

. Administrators 1&o 2] A} AA <l Administrator A% H7
Az > BEET > AFE Y > 24 A8 2 18> A8} > Administrator ©]& H}-E7)

e Ak A A
X

Hho] Abg3he 2

(o]
35

[ _;4

b Wy Windows Server
=9 CjA3 BE

FEES- RS- F b

27E ) [-[=T]
DR SIHA) BN ESTH)
=% 7F XE = BE
(& zEE 2= e M 0|2 a5 IE=
fl 2= e =
4 =2 E { i = ;
p (D B AHEY Fopest| | 2= 2O : AR} ] 2
b @ 18E 50 71y BEE R b JE RS b
B etne A Administrat., -
4 W EEMERQOZ S dministrat...
O MR OIZ HHR7IM) JErme )
=18 £4®)
b @ g5
o ZA B CEEH)
. A

- R R R




£ SEQUL NATIONAL UNIVERSITY

B 2 O 8 @ AW Hot Jtol=gel

Windows 2012 Ver. 2.0 23 2017, 4. 14.

=

S 25e 2l [=[=15T)
O S2HA) 27NV ESEH)
A 25—51 L2 0= TH S =28 ]
afff N2 ER &ErE 2y ZEE/EnaE BASER O || yox s
b (D Ao AHEY %, Guest AZE7 DRe/Em g B |
b @ OIS 5o Ai771212 ARRE >
b & 2920
4 B EE MNEAD IS
| AFEZE
=
—=
p @ 45
& TR HER
2 B8 HEs
b i Windows Server 253
& 023 e
b By AHA 2 28 TR
< _III | >

2. GUEST AA H] &4
Az > Y= > AT

FE By > 24 AR U O8> A8} > Guest Al i ALE A+

44
& HAFEH e CEAL e
o SEa) 27V S2ZH)
o XE = HE
& BEE Y ED o= RERIE EE zoy
A A=A =T i A% ZEC/ENRE BASES 0. (e 2
b BT SAEY #, Guest HAETH HSE/CHOIES WA
v B oBE 8 7 [ErZrg »
3 i ;Z A%EI} o = et ' Bt -~
PR + = — — = :
=T [ #Zgr3s gyr ==z | Hal g4 =300 [ErEe »
~ 1= 2 | 2238 | ==3 | =2 | a8 | 2zAoq
I rmJ d4=
& IR 2R % Guest
4 B2 HE
b Windows Server %3 =
2 Cj2= 2 RULATLIR
L HR OISR I
b AH2 2 2 T2
2D} HAET HEH/EHOIS BHASEE 7|2 BT
2 AR
Lt 202 A] AFSRT} SHEL| US S HEH0E M
MASAZH =2 |WET = 220
M g= A8 717 FS SIS
MAT AS o 7E)

e AdE AA

3. AHgSHE ARl ha) “AA I B MW B 4§ /1Y
[ 244 A8A D AA 22 3 ]

N4 > weEwT > AREWE > 2d AEA 2 F > AEAE Akl 8 o4 A8

=

@ ME )
SEOUL NATIONAL UNIVERSITY




A Bt Fhe]Eele]

Windows 2012 Ver. 2.0 24 d: 2017. 4. 14.

e = nm

xroq
Ne

|| aper =

e
AEFEY b

EEEEE
| #iGuest
Air719212

= TR DEIK
4 3 T
[ Lt‘ Windows Server 23

¥ Al AHAS Command Line oA & 39
1. net user HHS o] &3to] A AL-&A}
2. net user “Xﬂﬂ & A" /delete & Y3t 2HAl

roetizer

MET USER

W A

1. AdministratorsZ&] #2]& AR Administrator Al ¥4

ditd o=z FHEAE A A it AEAES A AAHS FEEste] AEde
bzl st vl A~ A aigd e AFE THAE Aol E£5. dhue BEYTE
Folil, T e WAl A& 7] % AHA. dE 5o dnkxgar AstozRE &3]

}]Eiioﬂ g #Ex Agks 713 Ao ZHE EAstE uloly gt AlaEe #EX @
JHE = F AL

Tk AR AFez AHAAEo] e "Administrator"  AFES TE oJFOoF npF

L 40, 5
i % o

Rl

o R e 4




NE mer Fhol=etel

A 2 o o d

SEQUL NATIONAL UMIVERSITY

Windows 2012 Ver. 2.0 23 2017, 4. 14.

"Administrator"gt= 7H AlAS wHEo] olFd AdLE FA &v WHS AMEE ¢ e,
olg]sl WHE "w33S =3 HH(Security through obscurity)"¢] 3+ oel. = Bogus AAES
rEs RS

Administrator A2 212 Al 2 WHolx Adse A H&E5S s &7 wio A|2EE

FAsEE ARES o AR H2Ps §F2EF AS AR & A med weA AR
olF& HhEOoEM FAAE =t ofydt AFolER FF stojof st oHwE &
o] o
AT -

o] e BoPgA AACM ma2 A Sl wE A FaS AAFe=M brute
force Aol AT A e + U5

m

Administrator A1AS B A A Aol ofd dut AAHOE A}L3}7 Y Administrator 7} obd THE
o] #AYA AAS M AR EE sfoF 311, Administrator PIFE A E FAE H A9
A2 Ak HofoF 3k 3l Passwordi FHA 8AHg] o] og ket o], EFEAE 3
A&

2. GUEST AA u|&A3}

o] AJAElS Guest AAY AMES Hox o gorm AL Guest AL AMES
Agaor sty BEEAH 4o Htol o d S Guest 7F obd Auk AlgA AAS A AFE
st dof &

3. AHESHE AR sl WA E Bk UYT FE Ng 7)Y
94, A4, FA 59 olf= © old AgEA ¥t AM, BB AW, dNzde Agel
e 7

USH

ot Al deliA= 7| EAom AFRHE AFoRA Aol BFEalE T

whoau AFE/ =S Aty 7|2 A AF
secuaudit Hxld AAAA
bemsadmin BizEMS #2] & AlA
bewsadmin NT &% WA AA
ctsa CONTROL—-SA AA
opsadmin operator AlA
Ecmadmin ECM &= A4
Exrunmanager Exchange AH]~ AA
Mcmservice AstAsS gk Anj= AR
Tbmsadmin tbms T A+ AA
H] 3L @] AL (A8 Al MEA L GA o)

R L




$M & o 8

A B Fhel=

2kl

SEOVL HATIGHAL UNIYERSIFY Windows 2012 Ver. 2.0 21l 2017, 4. 14,

1.2. AR 3 AY 2A
25 ATy Bolg& A4 = A 44
A 0S Windows Server 2012 29 =

He 2 A8

Al Bk A% AR e A3

m =

¥ AMS(H

7t AR ZEF 717 608 o)A
ARz dAE 53
ARz 713 Az 244 602 o4

|5}

ZAFZA =)o AFHO S F- (=o)L, Control—-SA 5)
Active Directory 2 Z1913t A% o9

¥3 - AR =
AR A=
FAek - AR FA=
A A=
B =AY

Aolgt > BAET > 22 Wk AA > A A > A A7
AR/ g AR

A A
A A=

qA e e w dA

717k 608, AR Z7 7|7
AA 7 5%
717t 2 FAF 71 gdE 2 73] 60 B ALY,
A 3 sHET F A

_‘0;: AA ;d—:'— FE

=]

Y= AA 607

O']EH‘:HE }H;{”

CEEE
SEOUL NATIONAL UNIVERSIT

E EE T E SEIES
* EotE
2 60 £
b LG 5He e 202
bl O A a0 E
43 =2 HY -
p g BAEE
B L MER AT BT
4 Hor =4
p [0 D2 29H0| ZTE Wing
| YEAZ 2= BT
b5 S0 7| B
o= | EH0 Hg EE
p [ S8 ZE 1T HO Y=
poE P 2O BEAL 2
b 5] g ZhAp A M
< m > m >
3 u




AMH Kt Jlel=2kel

A S O 8 ou

~ ARG MO UNERSIEY Windows 2012 Ver. 2.0 21l 2017, 4. 14,

# AMS 2RI oA (H =oke)
HFH el >AH A >secure_os_cmmd AH[Z [A] A ]

STA HIW HW EEw
[l e o e N R

=
b
|

ZEH DelEg)
W A2 £

secure_os_cmmd Og - |2 | SE |MEes LIS MERE EI2 4
&y Remnote Procedu,,, Rpc.., =5 Metwatk Service

MHI 2 E7] %Hemme Registry  &&.. MNEE IE Local Service

MHI2 TEN S @ Remavable Stor.,, 0I5, *== Local System
%% FResultant Setof ,, AR, == Local System
%Houting and Re,,, Z3.. Z Local Systern
i S4-Agent Local System
&% Sa-Interceptor Local System
%Secondary Logon LCIHE, . Local Systemn

nimd = Lo ! il
Security Accoun... AMHL. AZE AE Local Systemn
! & Server O, A= RS Local System
FE Q1A MH A 4 Shell Hardware .., AFS,, AZE IS Local System
w1y QES HE MHIANS) i Smart Card E2E =E Local Service
8 SNMP Service a.,. NI HE Local Systern
2 SNMP Trap Ser., 23, =5 Local Service
8 Special Adminis,.. 2., = Local System
@ System Event N, CO., ATE MNE Local Systemn
%y Task Scheduler  AFE.. ATE M Local System
S TCP/P NetBIOS,,, UWE., ATE A Local Service =

4

E
B3

B
[
(£

W AAE

NE wekge 9la) wekgd AN = AW A5 A we AL g4F s 9
AR R B9 LS 24T 2A brute force FAO A== A8 A e 4 Y
Aed A A4 @

0oz AA 0 v AEAr 295 A=
o7 | AAFL 60% For A7A =

7
T W) A48 A ARA 2L 297 Fe))

g .




A Hol 7lol=gloe
P ERUL HATIGHAL UNVERSITY Windows 2012 Ver. 2.0 219l 2017, 4. 14,
1.3. ¢35 A A
25 AT Bt = ots A AA
g4 0S Windows Server 2012 295 A}

H}

[e:

A7) 9@ AR A==

A4 44

| IS
b e e =
doE HEHAES wEHof i — ARgT
A o5 7)o — 127
A Iz AFE 7IZF — 60U (0]8}h)”
H g5 Zdol — “8E-AF(o]AH)”
A G AFE AIE o 1 (o))
= 7Hs s e AMSste] g A — “ARE

T

R PR

A5/ EREA 257 o4k 2Fo2 108 of

EmU
= T

Active Directory 2 21213t 3% A7

# AMS(HZAj RN =) AFHA JYS BF

=1.”
bt

= =2

A, 3T

o1gel 2FOE 874 ol

(d=o}&, Control-SA %)

= . =0 m= _
%35 -9 7ES BT S5 o
=] OF _— © =z = I - =] o) O,
Ak - A 1F F HE BEAA 2g o
W =2
ol = o =
1. ¢334 44 I
¥lal 2 A~ o5 > s A
AlZE > #eleTt > 27 Bl AASARAA>GS A dY 5 dA
5 27 2oty [=T= [
YR ERA) 2N E2TH)
e 2E 2 B
T e = Hot ¢
40 A% 3N jget 2uds U= g AE
b o o= HE | EH2 2571 12 74 9= joig
b g A3 BS BN |E 2s AFE 7|7t 60 2
4[4 =239 =e 25 20 8 =%t
bR TAEE ma TE AME 7|7 1z
: i;ixgsz%E’ %S 7H3 aSslE AEal 33 A MEorE

ki
L8

4|

s

ME )

SEOUL NATIONAL UNIVERSITY

&




SEQUL NATIONAL UMIVERSITY

Windows 2012 Ver. 2.0 23 2017, 4. 14.

# AMS 1 oA (H =)
AFE T >MH]2a>secure_os_cmmd AH| 2 [A]ZHE ]

S ZEH 22 =] 3
= mYE Sm@ BNV 3 ES2H) | =151 ]
o | BEERR(2E ) 80w
= == alEE)
Bl WIS
S secure_os_cmmd R (&2 (o | NmEw |08 MESRE 29 4
& oz EE o 7= S Remote Procedu... Rpc... S Netwark Service
=2 MemR I8 lagus=n dRemote Reglsty 23, AR TS Local Service
& ;E‘ Egl}(} il MHIA TR AIE & Removable Stor,, 0I5, ~E Local System
_;%' MK 88 Fesultant Setof ., AMS., == Local System
== 8 Fouting and Re,,. 23, g Local System

OIS4 "B
[0 Zo o 6 SA-Agent
LEE A3 3 %SA—Intercentor
%S ondary Logon CHE, .,
E ure_ns_cmmd

Local System
Local System

-8 HSHEH
MH| A ookl
W HES 8 Server o.. ANaEE = Local System
B g oIEA AH & Shell Hardware . TS, NEE RE Local System
-y QL B2 MHI231S) ¢ & Smant Card =R =2 Local Service
%SNMP Service ol.. MEE R Local Systern
68 BNMP Trap Ser.,. 2., =5 Local Service
8 Special Adminis,.. 2., ot Local System
%System EventM.., CO.. AZE XS Local Systern
88 Task Scheduler AR, NZE WS Local Systemn
S TCP/AP NetBIOS,,, UE., NEE XS Local Service =
frovee s in e

2. A=Y= A AE
) Az oldel b B BF F 23R o4
om pe zgetel M 84 ol ge] dolz 4

) G A (2670), G A (2670), <A (1070), Sk (327])

o

z3tato] HA 1028 o) & 3FF

2) === HRI7EARel o7 F50] oY vl AMRNS Wbt A
(1) Null sj=9= ARE F7

(2) B2 == mAto R 4 54

(3) AH&A DS} FdatAY fFrAbsAl &2 2= 54

(4) A& FA/5A (4. 1111, 1234, abed) AHE 54

(5) 717 A== AALE F4

(6) Az, Ado] 537 2 /MIFR A=Y =r AL T4

3) SAM o] ¢t5E qgel7] fI8) A8HE LANMan FnEE 874 B 2AE Uy
rEatsty] Wiel 89 Wt B dEAES WY (874e] FBAE W

4) otefel £ dsE AA AL
Null, AR QA §AF ~E8, Ady, 29, G2, x5
“root”, “rootroot”, “root123”, “123root”, “admin”, “admin123”, “123admin”, “osadmin”, “adminos”

g 2534 A7) Askel ALAE Ha20)E 47 -
Gz AET A AAE DA AHT S Qe BAL WA A8
2|

RS o,

e Ix A dhe Hs

O ®ots A3tstr] f18ke], 7 AlgAte] 22 Al 2 232 bs Jasdold Ao, AA
AFE7)7F A9, RAS(Remote Access Service) 716 AF&Al Call-back 7] & thets] theksh
HeMe S AR 4 glom AR @t A o] Wsh= AFEATL ohge] 2 3 o 484,

EE A7) AG(AE A B L SGA Aol

g .




NE mer Fhol=etel

R A 2 O 8 1

AERUL HATIGHAL UNIVERSITY Windows 2012 Ver. 2.0 219l 2017, 4. 14,
1.4. F ksl A= AA
= A7 2] nebgs Hoket e A4
g4 0S Windows Server 2012 295 A}

Hs R A8

HAAST QAY, AHEA DSt BY EE #F7 g8 A A2ASE Agsn YA
44
m s

b AR fAbA e 83 ool R, 54}, BEEA 2FOR 45

it

dAsor &

G5 - AR FASHA &
)}

] /3R GRS 2o G5} 4RE S
HoF - AQB FASA G 87 o4 2

[ZAEFEAS) 2FOR 45 HRHA LS S

of of
Me Mo

B =Xt

<#z9= 43 7E>

1. g2 == ofgle] 47HA] 4 TF T 237 oIS 25t Ha 104 ol B
3TF oS =§ete HA 8AkE] o]kl Holz A

1) 98 &2k (2670), & 272 (2670), =2k (1071), S5 (3271)

2. Y= vRI7ERe &3k 50 ofYEF thF o AME WY ste] A7
1) Null == A8 =4

2) #A Be AR R A FX4

3) AH&A D9} s frAbeA g2 A= FA4

4) Q&2 Fa/5=A (. 1111, 1234, abed) AHE &4

5) T/ A= E AL FA

6) A3t E, YAdgdo] FZFH7] A8 MJAAR H=ug ALE T4

3. SAM wtdel 55 AFss] g& AgEE LANMan 2agEe 84 @92 A5 U
pastats] Wl 8o) W} e JEAES BF (874 dEAE 0P

4. off e} 22 e HAA AY
Null, A3} FdstAY AR 2ER, A9y, FMY, @347, HEA}FE,

“root”, “rootroot”, “root123”, “123root”, “admin”, “adminl23”, “123admin”, “osadmin”, “adminos”

H] 32 A7 AL (A8 A e 2Rk g

g .




X SEQUL NATIONAL UNIVERSITY

Windows 2012 Ver. 2.0 23 2017, 4. 14.

=

1.5. A}&2F A AEZ(User Account Control) A3

5 A7 2] BAFE | Abed AY AES HY

A 0S Windows Server 2012 95 3}
W8 = ALy

UAC AHg02 4% 91t AHeRte) 209 42 4% 93¢ A

=

pok

m =

7 AHER AR AEE(UAC) AL
- ZRadelA] AER BEA AFHE WAsE 9w 4y oy

FE - AHER AR AES(UAC) A8 TaFlH AR m2A AFEE ARt
Agolut 4 ol 44
Aok - A8 AR DEE(UAC) AHE ot

ESE
Aol > AL8A AR > A8A AR > AEA AR AER A4 WA > mzaddA Aex
weA AREE WA A9ow a4y o4

5, A2 A= = n-
© - 4 [8 s mom b MR AR 2 ASE AR v & [moEas 2|
FOIE E e -
ArEAFAE B E
Xz 2y 2l
s AR [A3 QHET)
o =Dt T A B2 Z
=4
W TS AeR T == A
. = AME g 3 Adrministrator
57 B w
() __I__n
ez
e  AREXT DE windows 22 E BHESH:s TS 2E
—Ea- x| e
@ =TS ASSILEa H A0SE 22
_ | = s zZ= EmTUn
ELTE T
[EEs | [ =& |

- R R R



NE mer Fhol=etel

MBA 2 o o i
W SEAVL HATIOHAL URIVERSITY Windows 2012 Ver. 2.0 21l 2017, 4. 14,

W JAAEE

ALg-2L Al AEEZ(UAC, User Account Control) 7)< Windows VISTAWARE F7le HQ
715, AlgkeE dA AR dg, Mgt AW @13, GuestdAgtoZ /.

durz o=z AREAZE GAA AA T ZHA He AR AdE dubiA dde=
dl2~3 % (explorer.exe)S A}, ulgbad 7jEH oz #AYAE XS EE AFEXA= Windows
Alzdlof] Aubf- A (HAA A, TFAFEAAG)Z 218 A "k © Guest Al "MES] Guest
As A F S

AREAE AR FEZ(UVAC)CAM = AHFEHY Zed 9FE =
AREAF A FEFS T AARS WA & W, dFE WAsH
AT E o etE WA oR AT EYS (malware) 2

e AsAY 2
dell AR Agtolut #eAt
Zatol o) 7k AREARE §ho] Aol AA

sz 0



:_:-' % EH -_34. m }\‘]H:I E-?_]_' 7]'O]EE]'?_.

SEQUL HATIDNAL UNIVERSIFY Windows 2012 Ver. 2.0 214 el: 2017, 4. 14.

SRRER

2.1. CMD.EXE % #3 474

=5 gt Aj 2~ BHoIgE: CMD.EXE =t¢d dA% 44
A 0S Windows Server 2012 =9 =

e 2 a4y
IIS A}-8-A] CMD.EXE ®¢F F oA Hbz] A4

m =

7}, 1IS AMu)|2~7F A3 Fo] o}y Ay, administrators, system, Trustedinstaller W+ A& A3+
A4

%3 - IIS Au|27t A8 Fo] ol AL, administrator ¢} system, TrustedInstaller T 23 A3k
HARHA d& B
FF - IIS7} A3 Fo]HA, administrator ¢} system, TrustedInstaller ©] ¢ldl= A3 HAZlo]
AR Hol & A

W =X
1. CMD Z+A} Trustedlnstaller® 2] AH(Administrator 5)°. = H74

— CMD.EXE A5#F W7 : CAWINDOWS\system32\cmd.exe g A& > &4 > HeF > 1
> AR A7 > AV ER B a5 A" > AR Ao R WA

(]
cmd 12 2ot £H =
0E: CWindows#System32Wemd.exe
227 [Administrators (WIN-2QAOV7UMFA#Administrators) B == (C) |
[ mEEm | ASREEL IS HE 2
xap ez of I RBE HRAUASE) HAOME 753 29,
ME s TE |A|—EI 1S B 12 A 2O R | M SH0)...

S QNS HIHUMLH.

| WIN-2QACNTLIMFA | AW

=& JiH OIS 8 LHIUA(NA)E).

WIN-2QACVTLIMFA#Administrators 0| 220

o

S oF ob of Ho
o o o o ofp g

@ ][ w |

2. B8 83 Administrators,System, TrustedInstaller AlA% A Jstz A 34
— CMD.EXE A&##F CAWINDOWS\system32\cmd.exe ¥ XMe> &4 > HOF > aministrators,

e
s




SRR DIATIONAL MRIERSIFY Windows 2012 Ver. 2.0 21l 2017, 4. 14,

system, TrustedInstaller 9ol #H3akA] A

& cmde] Abg Het ==
Lo
xR 012 CWindowsWsystem32wWemd.exe

I8 = MEXL OlEG:

H2, SYSTEM
#2, Administrators OWIN-2QACW7UMFawAdministrators)
82, TrustedInstaller

o
Z= 3w ~
= 5
eI
27|
A4 =

98 A OIS

[ =o | [ 71z |[ =sa |

3. CMD %A &8 AH(Administrator 5 )% Trustedlnstaller& = W7
— CMD.EXE Z£## CAWINDOWS\system32\cmd.exe g A&l > £ > HO > g >
2fA A > AR = T AE > NT SERVICE\TrustedInstaller & %7

o cmd 1 Hot 2 =12l =
@ LelE=H CHWindowswSystem32#tcmd.exe
- L85k C)
ol [wEEe AER EC dE 4 ]
e Ao lesd M RES HHSUARE) BHUA| D (ALE TS HR)
Al | yzane= || (BRI EEEREERFA | [#msz0)
= e 22 XS TS 3
B i 2 |WIN-2QAOV7UMFA. | | 4R
7] 5 se Eystem32w
= 2 3= HES IEE 0ES YHESHAL(HEAH)E. Pystem32#
D 7 o3 T SERVICEWTrustedInstalle o= 2ol Eystem3zw
& 32 Bystemn32a
L
) ]
LRt
=70 | [ ®#Hm | [ BEe |
g2 AE ot E)
2,687 g2 | [ sz | [ =E@ ]

B YAE
[ISE= batch¥} ¥ S Interpretdt’] YA AEA o2 cmdE: APst=d o7
s o] &d A= '&' 9 #2 Characterg A AT o=X ot BHS A8 7Hsd

S W] HE (g A AR L £ Fel)

b Rk




~ SEQVE HATIGHAL UNIVERSIFY Windows 2012 Ver. 2.0 21l 2017, 4. 14,

2.2. 4R & JAHY A2AD

5 5hel A=) HORIE [ 84 & Hagd g

g4 0S Windows Server 2012 =8 =

ST

Qo)) ALEA e ASA A 8 FUYE AT 4%

m =

7}, e Ee HU3F Users:F BE Everyone:'F A4 &4

43 - & ggea A F Users:F =+ Everyone'F 7} 91& AS
F ok - & gHE gy @E F UsersiF =& Everyone:'F 71 4& 3%
B =Xy

- HeR E tEEe A8 43

I EEICE

CAAFE AN A8 A4 AR ]

2) a9 A8l U AF o Auk AR A

L » SHEH » 2T OAI (C) » AFERA ~
Teste] AlE A3t =]
ErT
i 0|2 ClUserstTest

IE = AFER 91E(G):
B2, SYSTEM
42, Administrators (WIN-2QAOW7UMFA¥Administrators)

ArE AT EE g
== #s &
=3 -
27l B aE
=0 ue =7
=l | g
s FICOr S Fwo CETr B
ga || #= || =m=w

m AT
AR AH 8 F OeEge Adtel AgHel 94 @g A% U A} %Y
dee el Aol stns g Agane] g Aee APl @,

SE W] g8 A AR L e Fel)

Brugaxa »




P AL HATIRNAL UNIVERSIFY Windows 2012 Ver. 2.0 el 2017, 4. 14.
2.3. T 9 24
BT el A2 B E F% 2o 44
& 0S Windows Server 2012 =% 3}

HaAta e A% Al2F FFEY AA 2 o EH AT A3

7F. C$, DS, Admin$ 59 7|2 FFEH AA
Y. g dl A ~E7 9 AutoShareServer #t 0 & A4
o - Y AR A B EY H @3 Everyone AlA % A3 E HIH I A

o,

FZ - 71&Ew 9987 flAY S HEE 2 A2 Al Everyone®ls 3%
AT A 2E7 2 AutoShareServer #= 0, 3% BIH FH HAXo] & B¢
F ok - 7123 dEdE e F2 A% Everyoneo] JAY, 45 BS FH7t dAE B¢

SR
<A29 % 3§ Y AA>
# FHAA P 1, EE 23 Fe FH AA Tl dAzENS 84

57 O
[ &FAA ¥R 1]
3T =7 57 O 5L icvAle) = 51 O 3L [e) o = 3L O =%
AFE #E > FHFEY > FF > AT I Y 2§ 29 > I FA
A AFH #El = -‘:'-
R SRR 2NV =SEH)
= |6l = H|E
aze a9
I M== =7 271(0) 25| =) e
p (D BE =AY a3 C$ o _E,O‘xx, 7|z E
b [ 1= =01 & IPCS s J|EtEE b
zg =0 2= moy
<@l =7= = A=K 2 ADMINS -
i m =
i A ME B JEr Ty
= BT oY %8R
b JE 2T 4eA L O3S coor
P @ &5 ==Y
) B B2
4 @3 HEs
I W Windows Server %59
sy Cp~= 2|
= ES-E-5-1 it
< {1} >
HA 4 P20 S2UE BATULH

[ 747 W 2 ]
CMDZell A net share W& o]E o]&3le] 2 tdHYE &R
net share &% /delete B#H S Ea & AA

Brugaxa s




y

B Bt Zhol =2l

o) -

=

Windows 2012 Ver. 2.0 2017. 4. 14.

b

ZHE| X CWWindowsWSystem22%cmd.exe

icrosoft Windows [Version 6.2.72881
(c) 2887 Microsoft Corporation. All rights reserved.

:MlindowsWsysten32net share

G:y

Gt 'ndo_us

EEECEI LR
LoAZY ARY F OEE 3Y AF T A

(1) regedit.exeE 23

(2) AA=EYE 4
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\LanmanServer\Parameters
(3) A4 3 o=

Value name : AutoShareServer
Data Type : DWORD(32bit)
Value : 0(zero)

obg] 13} o] AutoShareServerE F7F8FAL S 002 WA

& HRIAER] BTl [= =[]
oEE "HEE Bl SAETIN ESENH)
Ll PNAT A 0= == THO|E
isapnp ab| (7| 228 REG_SZ (2t 2F ot 7
iscsiPrt ¥4 AdjustedMullSes... REG_DWORD Ox00000003 (3
kbdclass #%| autodisconnect  REG_DWORD 0x0000000f (15)
kbdhid #|EnableAuthentic... REG_DWORD 0%00000000 (0
kdnic nableforcedlog... REG_DWORD
Keylso = ws|enablesecuritysi... REG_DWORD
R w4 Guid REG_BINARY
KoeeD I | b\ irianiriourics REG_DWORD
KSechkg ab|NullSessionPipes  REG_MULTLSZ
ksthunk = -
KtmRm Ws|requiresecuritysi... REG_DWORD
LanmatiSe W restrictnullsessa... REG_DWORD
Aliases ab| SeryiceDll REG_EXPAND_SZ stemn32%srvsvedll
Autotu s ServiceDllUnloa... REG_DWORD
Default 4] Size REG_DWORD
Linkage ¥ Autoshareserver | REG_DWORD
Parame
Sharep
Shares
I LanmanWi
b Idap
3 lltdic
| H . Uedrize
| < i > |
T FEWHKEY_LOCAL MACHINERSYSTEM®CurrentControlSetwServiceswlanmanServers#Parameters

e

16 —




NE mer Fhol=etel

Windows 2012 Ver. 2.0 249 2017, 4. 14.
wel sl 2elo A 135,139(TCP/UDP)EEE Adsle] QR 2ZRE o 93S AATOZHN
Hobd S ¥d & QS

8]
=
T4 UaHeE > &4 > 35 d8 > ASAS oA EveryonelZ ® FfFE A AL F Lol
hy2 o) = =]. O =
dagt Aol Ad3 dds 7t
4. whoau 24 [E=
=
2ot |25 |22t [0 BE | ASRAE|
oo
HESZ e & 20 55 - B
= oo :
B& whoau R
z2=
HEH3 B2(N: V| I S SR(E)
ST Wllsersiwhoau H
le=sE Z5 OIEH:
' tsecuaudiﬂ 1
! : ; S ORNEELE
i SN MENZ B OS2 Mgl a0 &
=40
AT BF
I CIE M N MM AN SF51= SOH M4 450 S}
HED 2Z 0 S HOF L
pe—
0l £E5 HZFRY HEXT U 22 MEHE MEFHIMZ, l HEHP) | WALT J
1
=T EES =T
secuauditg AbE s [

BoMS ?»m'|

I8 &= MEN Q1 EaE):

[ Z2HD.., |f[ HIHFR ]J
EveryoneZ] AHE HEHP) 5HE H=
o= st H |
g 5] f
27|

M

Windowsoj A1 TESLICH SIAT GE

s§ 27 0% § 180N NEK AEE U0 HEE

jo

S A HIHEE ARS FEH D43 BE

[o=e [ #=s || =s& | zusne | (gl

ZJ]OJJ‘r > Lﬂ %ﬂ =i o]HH} > LﬂE =h m =

B YAE

Azgel Egh dmol AANA @A AW RE Axu A Aod 5 = AT 43o]
WY 5 9. A WA Nimda wlolelz® ole] A W FeIM ol FH/5S
AR @ AR o g3 R

A A e Fo dA~E7 AutoShareServerit AHS E3)

b Rk

220d vy 352 AAs, Bded Fhety fadd I
T =




*-h-!} A—i % r_” *_oq- .l—!.l }“]H:I E-?_]_' 7]'015‘:’]'?_1

e SEOUL DIATIONAL MRIVERSIFY Windows 2012 Ver. 2.0 21l 2017, 4. 14,

WAL (stEd A HOEFE 4 &0 o C$, D$, Admin$ )

g gEFE FHS C$, DS, Admin$, IPC$ 5= AL FHEZHE everyone ILFSE FH7}
[e)

FAHYEA S AU Everyoneol FHAGN EFH] 9& A% oW Agae] ol
FFestns Ao delste] Aolsh omAgAd oF e AW @ & 9L,

W) 1 B HE (g A e L SG el

SRR ;




X SEQUL NATIONAL UNIVERSITY Z_]F

Windows 2012 Ver. 2.0 dd: 2017, 4. 14.

2.4. SAM(Security Account Manager) I @3 4AA

=5 k] A 2= H) Hotg& SAM ¥t #3 44
A+ 0S Windows Server 2012 9T =

He 2 A8

AHEZL S AFAAR S 7L LSA 15 A= SAM %4 2 A A

mE

7}, SAM % HZ@3Fo] Administrators, System &% EE A3 AA
%3 - SAM 3 HZA3Fo] Administrator, System ZE% ZE @O E ZEFo] e F 9
F <ok - SAM <o) Administrator, System Z& & ©E& IF9] Adlo] AAH YL F9

B =X
[Windows \WINDOWS\System32\config\SAM¥Y > <A > H<eF > Administrators, System
OFW RE F3ow 5EHo glex 39l

n SAMS| AFE ABH ==

il

i Of=: CovwindowswSystem3 2% configwSam

s == AFEXA 0lEG:

e

H2, Administrators (WIN-2QACVTUMFA¥Administrators)

=LY | | FEH(R)

SYSTEME] AHE RSHP) R He

o= A 1 -

=+ O s

=Tl -TNL O

217 ™

247 P3| ! >
TEAFA RO AR RSHY CHoh Mo

s || @ || =Em®
W A

Security Account Manager (SAM) L2 AlEA9} 15 AARAES YFa, LSAE % A5
A, HAg= FA Axo] 93 Password Database =%2 4 922 F Administrator 2
System 1&2]d&= SAM o] 3k HLo] Agk wojof

=

S W] HE(HE A AR L e Fel)

WMo y




MZCO) S Au Hel Flol=gkel

X SEQUL NATIONAL UNIVERSITY Windows 2012 Ver. 2.0 Zq—

Ad: 2017, 4. 14.

3. JEY T Au|x
3.1. B Q3 Mqulx AA

27 == A HOIYE wHa g Ao A
g4 0S Windows Server 2012 FoE =

Bebg A

e
i)
ko
=
X
)
M

A A

I35 - BRAF A2t TF FolA $e AS(HY & FW)
Aok - BWAH Aul2sk 75 FY BS

B =X
Az > AA > Aol > BE LT > AH|AE At Ao B
"A| A E AR QF o R A

i}
ko
ot
2
=
>
il
olN
X
_OL
kl

OFHEr S3a EIN ESZHH
IBB[R] > = i =
%% / g2 [z# [A=e" [CEMSAE 0= | -
Alerter 8 AbE 2bEh Local Service
4 Application Exp.., 8. AMTE REs Local System
% Application Laye,,, S8 MEE %5 Local Service
& Application Man,,, Acti,,, = Local System iz
4 Automatic Updates 5., AZE JES Local Systemn
4 Background Intel,,, S5, AZE == Local System
4 ClipBook =y, AR OHEF Local System
@ COM+ Event Sy, SEN,.. ATE W& Local System
2 COM+ Bystem 4, CO,,, ATE =g Local System
4% Computer Browser LIE... M= RS Local System
% Cryptographic 5., Win,, ATE XS Local Systern
,DCOM Server Pr.,, DC., AMZE JE Local Systern
4 DHCP Client B £E Network Service
& Distributed File ... MZ.. e Local System
4 Distributed Link ... 2., MZE HE Local System
% Distributed Link .. =M. AHE 2EEF Local System
& Distributed Tran,,, OIO,, AIZE #E Network Service
45 DNS Client al.. =B Metwork Service
W NNS Server NkS A= | nal Sustern .'_I
ZEHEE
|

72 qu)z i A4S AAF 5 Qdom B Ausg dusty O 2 54 A% f9S
Aud 5 glom A% A 208 AFS WER AT £ A wek AxY AF A B
AR W [(A5], FEOE M2 AR [FE] Aus AAE S godd
MRS HEd ¥ (3] 29

e D ”



AW HQE 7tol=gel

RS Al 2 O 8 W

eSS Windows 2012 Ver. 2.0 gl 2017, 4. 14,
Terminal Services S8(23 ATH) [ 2] %]

e |2z =3 | 34|

MHIZ 018 Termseryice

A OI2(0: |Term|na| Services

gpo SRS W e o

£lE T Z=2(H)y
(CHWINNTHREystem3ZWsychast exe -k termsves

AlEE)

MHILE AEE

M2 DK Bt |

AnHoE AsHAE LA e AusEe]l UBEER UAHe] AgHm U ol
EES Gy Aok mesl Hb el B & gom =@ A
e MH 2T FANAYL I,

SHE 545 9 ARgehe AWA7E ofyebd AJAES] {iFo] F-§tE = Au]A7F obd 7E
UZE MHAS AlReHA] @ Aol Fov A= BEAs i A2 £235 Aot 11o)s)
R L B

Mul & A1F 79 a3

AR b AAEH o AW F5

TE oe Auay §8 Z2addXA §dg 7les dew & iy Az

s 8 Al ald A =tolnrt 2 H Fol & Al s A1z

>

- &S BPad Auao gAEQ wEAl BaEA] grid
— Alerter

— ClipBook Server

— ComputerBrowser

— DHCPClient

— Messenger

— NetBIOSInterface

— NetLogon

— NetworkDDE

— Network DDE DSDM
— Scheduler

— Simple TCP/IP

— Spooler

FeEA @ A,

Brugaxa .




SEQUL NATIONAL UMIVERSITY

NE mer Fhol=etel

Windows 2012

Ver. 2.0

A9

2017. 4. 14.

— TCP/IPNetBIOSHelper
— WINSClient(TCP/IP)

ME 9] 5848 A AR 2 29 ge))

- R R R




A & of o i

=g

o

L

B, SEQUL NATIONAL UNIVERSITY

Windows 2012 Ver. 2.0

ZF

Ad: 2017, 4. 14.

3.2. Huld Au|x 4353 5 A

=5 HEL T AMu] 2 Bolg& Hud My~ 453 5 A4
A 0S Windows Server 2012 =95 =

We 2 HeP
NEE B P4 AT HY A FX D 44

m =

. oEE N AE LS 34,

o Evd Muls ARE Al RS RS FEoJE 29 UhET

¥z - Eud Au 27k AEFHA GAL A G A FeholdE
A - Puld Au2E Agstn GEs FF0] Re” o ¥R

B =Xy

Hrjd Ay x~7F Ha3k 4S5

— &R} o] 9o Uk /\}%X}J Huld Au) 2~ A&
— el A Huld AMH]2~ X E(3389)9 AHES A} 47TE1«] IPE A3k
— O AA-l sk HS- Od 3l ACL(Access Control List)S %8

3 AA e He

m[o
i)
e
_°|L
o &2
dlo

8 b5 o goz AP BY
& 7

A= [\windows server 2003 2F M™ T+ windows XP Professional O]4}

=15 ==,
ctmst ax= [mo == 0] ®= 2= 2 RDP(EZ H2=E S===) GZ Al =210|2
Sl EQRD M S2E Ad {2 E4E E01517| o EF A=
c=re = 3 Sl =22 METS0THER HEE NET LT
z
o

o sero|9
Szt =G
2= =2t
as

=
e |[ == |[ =Bw

- R R R




NE mer Fhol=etel

A 2O o

T Y :
SERILHATIGHAL LRI Windows 2012 Ver. 2.0 A4 2017, 4. 14.
2) ¢ts3} Ha £F2 FIPS 714 o7 HAAs= AS-
Aol > #Ae] =9 > 24 Heb A > 2AHY > H S > A|lxdl dEs) o dEs) A,
Ao FIPS 114 <5 A4S g&E 28 — K8'o=2 HdA3)
= 22 ol mm == |
TEE SWA EV) ESTH)
XK= H=
TIPS
=OIEX
2 o
e
2. e
A AHE A HE B
b g 2910| ZFE Windows 254 ) M-SR R 8| wind
RS AAREN D ASR AR ME
NER} A 1= BT 32T AW F N2 o
- SOHSIAO] MAE UAccess 8 SEOM AW M2 AR
A WS T T X2 NG 2
JesH| YO AlAE E2 58 NE
: Zo 20| EX WA 52 N v
<] [ IE I m >
W A
Hrlg qust 9470 b AWE Bels] A% 48w wmreld AR diYse
APEEAY HEA 7 AdA B A9 Y =R 8" 4 goernz EIAQEA Huld
Aul 2ot Abes QA A,
Eujd Auj27t ok Agos #elx; o]9]e] dnb ARgXle] EHu|d AH]| A HES §851HA
o] wralHol A Ejnjd Au|A FE(3389)9] AMES HElA AFEH IPE AF
dsst
VS - Feolsl e Anz wijE 2E dolEE ZoholdEsl sk Ao
AEE 7uto 2 = d33E BRI E
Vv EEOIAE 338 Jhs - SEfo]AdES}F A Tl w2 BE o] & FEfo|dET}
Ahst= A7) AL g 7o R St JEstE HEH
V. oEL - ZgoldES A 7l Wk mE folEE A HY 7] AEE Vhlo=
st dosteE Ragyr o] 433l oS AYUsA e FEoldEE AZE 5 gl
v FIPS 74 - Zgo]dEdA AHE HuUE EE Ho]lE = Federal Information Processing
Standard 140—-1 & <353 #HHS AlEsle] BEH
H] 31 47 4848 A At 2 92 go)
MEs g

&

SEOUL NATIONAL UNIVERSITY




%‘%M =0 & AW HoF 7tol=gkel
e

AERUL HATIGHAL UNIVERSITY Windows 2012 Ver. 2.0 210l 2017, 4. 14,

4. 78 & 24

4.1. Telnet AH] A HQF AR

=5 T8 S8 A4 HOgHE Telnet AH]2~ HeF A
g4 0S Windows Server 2012 F8 T =
ug 2 Ay

Telnet AH]Z AREA] HebS & AW HA

L I
7}, Telnet AR 227} 23] =AY QZ9HS NTLM A4

¥3Z - Telnet AU 27} T8 =Hol UA FAY AFSWHo] NTLM € F$-
F oF - Telnet AH|27F 7% Hol lor AFHH o] NTLM ©] ofd Z-¢-
B =Xy

SSH, IPsec 5= ©|&3 ¢

Telnet A H]2=ol] gk A4 &<l A2 > A8 > cmd.exe > tlntadmn config
Telnet A H]2of W3l A&

dcrosoft Windows [UVersion 6.2.920081
Cc> 2887 Microsoft Corporation. Al1ll »ights reserved.

stMlindowsWsystem32 >t Intadmn config

Password
GACU7LIAF4

=|
=]

=

sWlindowsWsystem32 >

. /\]-/1-"}—11:5
Windows 20120 E 7|2 02 Telnet AH] 29 théled NTLM 22 A}&. o= WLl AA
ﬂhﬂuA A8 §lo] FEolAdE HFE =9 AA P HAx=E o83t Telnet *M&}
3= Zloe.24 Windows A|Fe] Feto]AER S 5 9l ATY. NTLM & AHE-3HA]
ID/PASSWORD% AX dEste]  AZ(NTLMEte]l 0¥ A Fx Adsd ot
OJAEZE Y2 Al & NTLM A5S A = 1S wo oyt A5

¥0 ll §2 o =
dlo & ki 01N

Telnet A¥l2sel Da4el elsfe] Agal Avd 1% 899 0o Aens goTolor @
il NTLM 9130] SetoldE /S of Aol 9 MEe] 7ne o] Qons tha mebHel
A £8e B 4 odrke Aol gout 27 AFEE 9% TAAL gorsl "rkw ol vl

Al ze] ol olFel Aok WA 4 279l & F glomm Fo

sz 25




*-h-!} A—i % r_” *_oq- .l—!.l }“]H:I E-?_]_' 7]'015‘:’]'?_1

e SEOUL DIATIONAL MRIVERSIFY Windows 2012 Ver. 2.0 214 el: 2017, 4. 14.

Tk, A% AGAAS AESkH] oW oo H|dviAte] olgk Hae F27F 2@ & gloH
TelnetS o]&3F TAS 53t HA G HFow AFHERE 7hAst Sniffer o s = AR}

Ha | AEHE A AR 2 294 Fe))

SRR y




g 8 Bek Fol=ehel

P AL NRTIGN A USRVERSIFY Windows 2012 Ver. 2.0 21l 2017, 4. 14,

4.2. DNS(Domain Name Service) E.¢F AA

=5 T8 8 A4 Bolg& DNS Heol 44
g3 0S Windows Server 2012 =295 A}

We 2 HeP

DNS AH]2 ARE Al £ A 27 AFE =% Hol JeA JA

m =

7F. DNSMBIAE AR @AY, 99 AES "S54 A= 44

%5 - DNS AHI2E AH @A, 99 Adel "5 Awzw’ 445 e B
2% - DNSHH| 28 ALg3H, 99 A%o] "5 ANz 4457 Fe 39S

_ESE
%9 DNSHWER o] HES ATS sof sl Alojw >
ol A 2tz =uele] 4 Adste] 44 2 < A5 A

L4

oy

A= > DNS > g
S o}lF Ao ALY g FA

DNS ZEE{ X} - | O x

270 =SEiH)

e = (=
4 5 WIN-2QAOV7LIMFS Test ==
a

mure e ey

] Test [2er [soar@st A& [ 012 Me [WiNs | 2= B

BN SU O e T HLS U BANSE OGS AHE T SAES =wlC
b B A
T MR =
E@mﬂ—qa_‘e EEEEEEERA
== Ol MHEMD
DI AE 201 LEEE AH =3kE)
® L= MH=2HH)
P F== A FQDM
192.168.153.129 WIN-2QACVTLIMF4. localdom...
BEE
TS OIS W S AN ANGEE (FH)E [ cwman |

e

DNS AMHWE AM&3HA &&
Serverd &2 &Aoo A Az}
AW FH]

$ ol 2w ol Aojw > BUET > Aulx > DNS
Ao FEom WASAL, Aus AH'Re FAE ¥ DNS

Brugaxa .




g 8 Bek Fol=ehel

B, SEQUL NATIONAL UNIVERSITY

Windows 2012 Ver. 2.0 23 2017, 4. 14.

DNS Server A2 HREH) [xT]

2w (Zae |57 | EZ=24

AfH|Z O] & DNS
B2Al O|=: DMNS Server

ey
22

AlSE M W=
CRWIndowswsystem32¥dns.exe

AE g

AfH[S APE

AfH| 2 AFER: =5

AMHAS AT O HST AIS O7E HSE NWE 2= Asln

AT vy | |

[ A ES R

DNS A ®o] AFwoe] 9= Z=u¢el AHE 529 DNSAH7ZE ofd & QRs H

ok wmpghzslx] ¢rom HAd HAHS Falo] ol#d AW HFES AT 4 9. DN
MW E AFESHA] @S A4S

ME |47 H8(HE A A 2 ggA Fel)

e 24




A = O 8 oW

SEQUL NATIONAL UMIVERSITY

NE mer Fhol=etel

Windows 2012

Ver. 2.0

Z]—/\‘] Q]

o ="

2017. 4.

14.

4.3. SNMP(Simple Network Management Protocol) AH]A HSF A

=5 T8 8 A4 Bolg& SNMP AH]2 HoF A4
A 0S Windows Server 2012 =95 =
e 2 ZLH
SNMP Av]2 Al€& A] Community String &2 Al&3l= Ex A4
mE
7}, SNMPAH| 25 AF8381A] gAY Community StringS public, private 227 <3t
(SNMP Brute Force Attack T=¥ SNMP Dictionary Attack®] 7}&s3tE = HF=A] 821
ol e AR e A}, Ve E E3ete] FEs a9 Faow HA)
. SNMP Au]27F Al 2HE 32 Q) oy SNMP Community string 274 §l<
435 - SNMP MH|2E AFE31A] & AY Community 22E# ©] public, private ©] o}d 73-¢
(SNMP Brute Force Attack =+ SNMP Dictionary Attacko] 7}=3tE =2 dt=A] 8zt
olde zAE e £, 715 E =¥ A A= FHoz HA)
SNMP A8]A7} A &5 9o}, SNMP community stringe] 1 2%
# ok - SNMP AH|2E A3l Community 2E® o] public, private $1 7
B =XE
Default Community String (public, private) W7,
HEEF > Au]2 > SNMP Service > &4 > HoF ol AFUE o]&S AHY
SNMP Service S8(=2 ZHED ]
[g8f [=a=[=5 [|aozE=|== | =% |[==48]
M elEs E88 247 1)
@orE gl HELIE o=
HELlEl e
SKT_2030/@ 27 A=
|SKT12-."?'$_3GLU A, A7
(O DE SAS=SE suMP TEE 0HS 0] 7|(0)
@ OE =SAESS2EH SNMP B ZO0HS 07 (M
ii
[ == | [ =20 | [ &5 |
SNMPOY CESH Tpas| SOpELICE
[ == [ == [ ==&
— B39 3Y Al AA
A &> Aoy f> A2 =+ > H] 2 >SNMP - Service oAl [A12 3 ]S A8 <F o=z THEeE 5
SNMP AH|2~E FX

- R R R




A 2 o o d

A B Fhel=

SEQUL NATIONAL UMIVERSITY

Windows 2012

Ver. 2.0

W A
SNMP AH] == A|2H G E AAte R gletetAY AAstr] fske] Ag-she Alv] =9l 18y
o] ARE Wby 93t U= ALY =<¢l Community String®] Default® public, private= A4 % o]
AE A7 wer, olE WAsA ¥ow o] StringS °3te] WATE AHEATF AlxFle] Fo
AR 2D A g ol & § Qe FHedol &A%

H| 1L A7) AL (A8 Al MEA 2 G Fo)

- R R R




M = O 3ol

A B Fhel=

SEQUL NATIONAL UMIVERSITY

Windows 2012

Ver. 2.0

J
=

S
o

HOHYE

Windows Server 2012

_O‘L

E

e 2 e

m =

A7 o AHEAY A2E 2a0d fYEEg HI

ks

_]

7} A" 2okl gEEg Y %

A3tol] Users/Everyone

2= A3k

- LA )

T4,

2

f s

2~7]

rot

Al

ot

F5 - A% Ugee)
A% - AF DA

W =AY

A ZA3%o] Users/Everyone o ZE
HZH3%o] Users/Everyone ©ll

A,
BEAY,

T4
T4

ool 2ol Users/Everyone2] 4 % 27] @S AA
- A28 2a9d AZE 0 C\WINDOWS\system32\config
— 718} App 23 AR : CAWINDOWS\system32\LogFiles

confige] Abg Aot

ETT

A Oj=-

C:HWindows#System3 2#config

dE T AR} OIEG)E

#2, SYSTEM
82, Administrators (WIN-2QAOVTLUMF2#Administrators)
82, TrustedInstaller

=LHD).

i H (R)

o

Administrators 2§ AE -

f
fn
[k
rat

o ogh

LIRS
ﬂ

<[RS o

ho g me s jo

Moo

nooool™®

im)
iu]
0
i

o

ra

P
>

HE(A)

W AAAEY
1Hoz T8

o AaFEa g
E«l /A A A
Z
2]

F9 9190l =

=]
=~

@ J}L ru2 o 18

zre] o] Zg Aol dAnitt ZIaAA X7} The.
AWINDOWS\system32\LogFilesol] 1IS 21 *]%o] o] Fo] A,

AT = Ao HE A
S 27 o WAg Ao

A el

2ol

%_]J

27| Ago]
27| Ajo]

st F8
Aad 2 s A oF H.

o2 A2E 23t C\WINDOWS\system32\configell A& ojZgAlo]ld Zau9td-S
A

7 Sl
A=

o —]o

7

Hol 7FA}

s ¢ Afdde

H] 31 @71 A& (A48 A A R

295 @eD)

- R R R




MIRM 2 o 8 @

Ay HeE Jlol=

AECUEHATIEHAL LRSI Windows 2012 Ver. 2.0 2239l 2017, 4. 14.
5.2. 3}H BS7] AA
=5 Al2~® Bl AA] Bolg& 3 BHsy) AA
g3 0S Windows Server 2012 =295 3}
e 2 ZLH
A7HE AFERES] 2] o|gA] FE FE9 7HsAE HASE] A 4 Ber] AF
mE
7t RS IE HA
st S 7] A = AS
olE AL = A%
7] AIZE = 53
¥ AA AFEE I e BE AR AAFY sHEsT] A )l
FE - SHEREVE AR, T E AHEEE, 7] Aol 58 Y B9
FeoF - AR EVIT AT JA FAY, 4FTE AMEFA EAY, H7IAZe] 5% 23 A FS
B =Xy
st BE7] A8 52 A4 A FA7F H=2A4 g
Aot > gaZYo] > W BREr] WA > W Bor] ‘AE” ‘gal AztE o 22 3|
AT st A4, di7] AIzY 5 A%
= S o) 2F =]
=] EEJl]
=l /] = T
W AAAEE
2O I3AY YaxdHoeld A AAe] HodeA ARE g A olgAe AHH FF
7]_‘—‘/\-] _,,])xg]_ '6]—
v 1L 47 AL (HE Al AR 2 292 79

- R R R




A Bt Fhe]Eele]

M & o o g

P ERUL HATIGHAL UNVERSITY Windows 2012 Ver. 2.0 219l 2017, 4. 14,
5.3. o|HlE RHo] HHA
=5 Al2dl Hob dA Holgtk ojHIE Hol 44
g3 0S Windows Server 2012 =295 A}

a2 F4 4 BY 324 %9 ARE A B 229 47

mE
7}, oJHE BHol(24) £8 xZaa® nol A|x"He] 27 AR
— o =1 =7] 10240KB °]/de]al
- "Rad g oME ol B Y

%% - A 22 A7) 10240KB ojAolx ‘W3 AH$ oJHlE Hoj2y])” AAFH Qe 3
FeF - Hd 23 7] 10240KB PITo]AY o g A o[HlE YQoj27]” AAHA &2 76]1"

W =X
Aolsd > #FY LT > HAFEFAY > olWlE Hol > WindowsEL ($§ Tl | Bl |
SE=L))

& HEH 2| - 3| x
WA WA 2V ESTE)

«=| 2[m B= 21 24-88 221 (33 Ba)) =

a 2(ED) i —— ]

MaEER g |75 |

NeR e

s [@omE g HE OEM Jpplication
b G MEREE 27| .
2 [a Windows 23 =13E0 |?f:SystemRcot‘}{:‘-'x‘SystemSZWW\HE\-tWLogswApphcetlc—n evtx
geex=l1a =137 1.07MB(1,118,208 50[=)
oUE M 20138 12 152 512 % @F 51410
SHE Gy 20131 12 222 519 % QF 1001115

Yt 2R 20135 18 15 518 ©F 81410

102402 »
4 B3 TEE e —
b Wi Windows Server ¥ ) 2 Z9 0[HE JO{MT| (71T L2 E O|HE HH) (\ml »
= 023 39 ) EO7t 2 RE 20 23 OHES TOMA] B2(A) o
= A Dl Sg I =
b ooy MEE S EE EEOE (O O|HE BOMT FS(EECE 21 XL7NN)
»
=3 X27|R)
T >
< m >

— Ao 271 37]E 10Mbyte(10240KB)
— A 21 A7) =g o Eegk A oME Hoj2r]” e

m AAEH

Ay 271 37)%= 10MBytes o4, oJWE 271 freli Was 49 oHE Yoz 0w Aol
Bet 20 T/ §Aew AA 4 9 By 404 89 AR oL

H] 3L @7 AL (HE Al e 2GRk g

SRR N



R 20 & T Au Bt shol=ehel

R SEOUL NATIONAL UNIVERSITY Z]'

Windows 2012 Ver. 2.0 dd: 2017, 4. 14.

=5 Al2~E] HoF MHA Bolg& 29 Al A FA] AA
A 0S Windows Server 2012 =95 =

We 2 HeP

H[ A7k AlAF 2390 Al EHEA AHEE B

mE

7h 2IRJA B wAA] FEA

A

%% - 239X A

AL B B
Aok - 27914 7 mA g

22 7}

1A
1A

W =AY
« 22 WY 1, 2, 3 F EA e R A AEsiuets AlAE AAZE glo] AA ghol
Aol MAHER AZEA 24 ¥Y T "dete] 48

HYsHe Aol WAHBE ool dAsEY FBS FYs] At AYsad

[ dA=EZ 9A ]
HKEY_LOCAL_MACHINEWSOFTWAREWMicrosoftWWindowsWCurrentVersionWPoliciesWSystem
[ dA=Ee 7] ]

LegalNoticeCaption : A&

LegalNoticeText : HWA| X W&

& PTI2ER M| [=To =)

oHeF EEE 270 EAHETIA ESEH
B HelpAndSupport |~ ||| 0}2 = Cj ol E
Hints 71E28 REG S5Z @ EISE
I HomeGroug cnsentPromptBehavior.. REG_DWOCRD 0x00000005 (5)
b IME onsentPromptBehavior.. REG_DWORD 0x00000003 (3)
bl Installer DelayedDesktopSwitchTi.. REG_DWORD 0x000D0T00 (O)
b Internet Settings cablecad REG_DWORD 0x00000001 (1)
b
3
b

Managernent Infn ontdisplaylastusername  REG_DWORD Ox00000000 (0)
MMDevices nableCursorSuppression  REG_DWORD 0x00000001 (1)

NetworkserviceTri ]
: Sworesvial |EnablelnstallerDetection  REG_DWORD 0x%00000001 (1)
.. |y OEMInformation

i COBE nablellia REG_DWORD Ox00000001L (1)
OpenWith nableSecurellAPaths REG_DWOCRD 0x00000001 (1)
PhatoPropertyHat nableUlADesktopToggle  REG_DWORD 0x00000000 (0)

ol b nableVirtualization REG_DWORD 0x0000000L (1)
i ActiveDesktop : ilterAdministratorToken  REG DWORD 0300000000 ()

: Explorer | |2} legalnoticecaption REG_SZ o |

BTN | ) feqalnoticetex | REG_SZ SETOl AAE AFRS B H0) o5

b system = TOMPONGECUTEDESKIOp | REG_DWORD OXOUCUDUOL (1)
Lo | PreviewHandlers cforcecption REG_DWORD Ox00000000 (0)
I PropertySystem hutdewnwithoutlogon REG_DWCRD 0x00000000 (0)
b PushNotifications ndocckwithoutlogon REG_DWORD 000000001 (1)
b 1o Reliability 24 ValidateadminCodeSign...  REG_ DWORD 000000000 (0)
I RenameFiles

Dovm

o > I < [ [ >
il |

<
T F EWHKEY_LOCAL_MACHINEWSOFTWARERMicrosoftwWindowswCurrentversionwpolicieswsystem

(22 2]
obelgl WA xED FEE FRstel peA} AYFuA e AAANES T AL Aw

Brugaxa y




M & o

SEQUL NATIONAL UMIVERSITY

ul

NE mer Fhol=etel

Windows 2012

Ver. 2.0

A 2017, 4. 14.

[ AA=ED A ]

HKEY_LOCAL_MACHINE#SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon

[ AA=Ee 7] ]

LegalNoticeCaption : A& (d: Za1)

LegalNoticeText @ WAIX] W& (o @ S 2] A|~H

e S

ZS|
AAER| HET|

mEF EEE 27 SAHRIIA =ESEH)

b ProfileLoader

b ProfileMotification
related.desc
RemoteRegistry
Schedule

SCW

SecEdit

Sensor

Server

setup
softwareProtectic
Superfetch
Svchost

Terminal Server
Time Zones
Tracing
Userinstallable.driv
WhemPerf
Windows

B
o
£
b
b

b
b
3
b

-

Winlogon
WSService
VUDF

Wfindoase Cerint Lok

-

-

WindowsServerBa

~lll o8 =5 oioiE ~

b (7122 REG_SZ AR -E- R )]

2kl autoAdminLogon REG SZ 1

&bl AutoLogoensID REG_SZ 5-1-5-21-600531137-3047199843-

we| AutoRestartShell REG_DWORD Ox00000001 (1)

'ab|Background REG_SZ 000

ab|CachedLogonsCount REG SZ 10

ab| DebugServerCommand REG_SZ no

ab| DefaultDomainiame REG_ST

ab| DefaultUseriame REG_SZ 7718212 =
DisableCAD REG_DWOCRD 0x0000000L (1)
ForcelnlockLogon REG_DWORD 000000000 (0)

ab| | gstUsedUsername REG_SZ 7716212

.ab}| egalMoticeCaption REG_SZ #a

abll2gainoticeTaxt | REG_SZ EEE D ALE ASS BRI O

% PasswordExpinyWarning REG_DWORD
ab) powerdownAfterShutdo... REG_SZ
‘ab| PreCreateKnownFolders REG_SZ

— | | 2t PreloadFontFile REG SZ
~ ||| =) ReportBootok REG_SZ
ab|scremovecption REG_SZ

abiShell REG_SZ
N B n

000000005 (5)
{AS20A1A4-1780-4FF6-BD18-1673
SC-Load.All

T

e}

explorer.exe

|~

FEWHKEY_LOCAL_ MACHINEWSOFTWARE#MicrosoftWWindows NTWCurrentversion®WWinlogon

g
o

W)

- A= a 2 Beot A 3 24 A4 4 Bk §A4

- e 2O 2O Adhs ARG ARl B wlAl A A= A A el Al

— e 2o R0 AEaks A8kl giah vAA BaE 42

2
oIUR SEA BN ESTH
da T

=7 Bk B

ENCTTeE

=
e |

FE TR
S 85

-
lin
&
3
E
ol
2
(3

ZTHE Windows §

3 55 B aE

EITE ~
MEST
ME
ME o
P -EZ MELE L
At
System#CurrentCentrol
. SystemwCurrentControl...

A2 Of Bt
o o

= £ BoTA 22
o= s =
(= e = i -
b (oix: 22 zEg||LigaE 212 = i
4 S L J2E AT ASKY G HAK SAS  SuED AAE AEE
I05E =12 TAS ASN OESA T F TEEE
5 TERE 220 10| 7 WS AER AR A SCELEE
s =1 sa a8
fak 2ae: NEoE
LECE . sy
L Ch=ly 232 =3 ME orE
itherE 20e T3 10212
GioeE 21 2E mog7 ge
ITEE 212 AR HEY A EEELRES
< I“. & CHEC JA8- N3 WA Fl O & AMndoar 200N AR g %

S x}o)
=2 H H

[e)
W8 4

W AAE
Alz="lo] 212 3

|
rr

O

ASAENA B A A 2T BHHA ARG

=
ol
£
oM.
=

N
o
15

o

- R R R




MBAM 2 o o 0

A B Fhel=

X, SEOUL NATIONAL UNIVERSITY .
Windows 2012 Ver. 2.0 A3 2017. 4. 14

T e B 7] oAl /‘F‘lx}b olglgh Al WAXE FAT F F” HES FEOEN
fPaes dE9d & de 28 o] e
olg3t HuFe FIE= QMA APEAEEE AAES AHA0R HIIAE XA A At
Hdg HotgF o2 A2gE Hosta glow gAY &5s FAstaL dvke A7E £ 5t
HRA R A JfE AT a%E B T U

H 2 @] AL(HE Al A 2 A Fo)

- R R R




e HQk

Fol=e}el

Windows 2012 Ver. 2.0 2 2017, 4. 14,
5.5. upA|Y} 2L AR AA =3
=5 Al2~E] HoF MHA Bolg& upA e 22 Abeat A 7
A 0S Windows Server 2012 =95 =

We 2 HeP

Bl A7FA7 Al2Re] 2 Al wpA 9 AL w4 A o2 IDPW AAIF 49 fAdde *FE

m7E

7}. “DontDisplayLastUserName”©] “1"2 A A

m =gy
© ZA WW 1,2 F @7k dyow Y
AFHol WAR LR T 23 Py F

[ZX] 1]
[ dAA=EZe gt ¥4 ]
Al A —> 238 (regedit.exe)

[ dA=ED A ]

(o] o
E%‘T

A2 Lol A7 ghel

HKEY_LOCAL_MACHINEWSOFTWAREWMicrosoftWWindowsWCurrentVersionWPoliciesWSystem

[ AA=E" 7 ]

DontDisplayLastUserName = 1
% E HAEER HET| SRS
mam | HEE EIE SN SATIA S2AH
4o | b b MMDevices ~ =5 EhI=]
i b b NetworkServicsTri 7122h REG_SZ (S ok =)
G HOt & OEMInformation CensentPromptBehavior.. REG_DWORD 000000005 (5)
a (3 7 b, DOBE ConsentPromptBehavior . REG_DWORD 0x00000003 (3)
p 3 OpenWith DelayedDesktopSwitchTi. REG_DWORD 0x00000000 (0)
b EA PhotoPropertyHar disablecad REG_DWORD 0x00000001 (1)
4 =3 4. polices ] dontdisplaylastusemame  REG_DWORD 0100000000 (0)
v (A ActiveDesktop = i -—
; Ea Explorer DWORD(32H|E) & H&l
) i1y NonEnum 2 o=@y
» 5 24 B b system <t OISt
ITE - | PreviewHandlers dentdisplaylastusername |
K =37 b PropertySystem — ] o
b A3 B L) PushMotifications £ HIOEIM): =
» O 2% b . Reliability 1 | ®@163%H)
X -}, RenameFiles o
: g i -t S o 2 m0f ol
- 1. RunGnce =
b ), SettingSync | i | | =i
I Setup g
-}, SharedDLLs ¥ Undocomthouticgen TiEG_DWORD Ox00000001 (1)
b 4 Shell Extensions 24 ValidateAdminCodeSign. . REG_DWORD 0x00000000 (0)
I~ 1. ShellCompatibilit =
ChallC andraMhias .
< m > < m ?
T HFEWHKEY LOCAL MACHINE®SOFTWARERMicrosoftwWindows#CurrentVersion#policiest¥system

[&X] 2]

[ vpAgt 2L AR AR =
= A Z>EEE>27 5ot A

FARS|

4 44 ]
)
A

>27 A> w0t

A

ME )

SEOUL NATIONAL UNIVERSITY

&




) (o]
A HQE Jlol=2Ql
Windows 2012 Ver. 2.0 A3 2017, 4. 14.
w2 2A%6 s AR olE BA RS BB 2Y > A8
E 27 Wo yy =|a] x
bt 27(v) ESZH)
e 7 XKE = H=
S S0 EH = “ 20 &3 "
4 [g H8 B L OhERE 202 OpF| S SR 0|2 2Al ¢t 3 s
1 ots X‘ig = = = 7
v Chetd EO2: OIS ALSAL O1E BAl o & 5y | 7 NG|
3=z Em T AT e
G sERNEs|ae |
p B ASR Aet 22 il OB 202 OIS AR 0| BA| O+ 3
AU ey L
p 0 A2 2010] Z2E Windows § o
0 YEYS == BER R
b 27 ES
b o AESg0| MY B
b O 28 =T Hoy N ONE o B
b 8 PO H(NK: 22 BRE| -
b O] DT A T
<] n 24N it M
W JAA8
sAe 28 Abgd melZlE ONAA wom BAAL Agael BFEE AT selw
ARS & 5 Qgonw FAFAE ol &F 5 U Login DS FAAIL 45 Qonz, 3 2
BAETE 7t
H| 3L @7l AE(AE A AR R} o)

ME )

SEOUL NATIONAL UNIVERSITY

&




A,I % EH Q o A8 HQE Jlol=g el

~ SRR DATIONAL URIERIFY Windows 2012 Ver. 2.0 21l 2017, 4. 14,

5.6. 212 3 e A A2YEE A

=5 Al2~®ll HoF A Holg & 23 A g2 AHEA Al AEEE U
A 0S Windows Server 2012 =95 =

We 2 HeP

H] 7bARe] A28 T2 E WA A% 44

m7E
7}, sld #l A ~E 89 “ShutdownWithoutLogon” #t “0"o.2 AA

%3, - “ShutdownWithoutLogon”®] “0"2.2 AAF o] &
F F - “ShutdownWithoutLogon”o] “1’2.2 A& US AH$-

e
£ 22X WY 1,2 F A2k PYoE Ay
AFHo| MAHEE b 22 PHF o

A gseets Axw AN el 4 el

4
Asto] 2§

[ #H1]
A =Eg o gt WA
A2 —> A8 (regedit.exe)
A =Eg 94 ]
HKEY_LOCAL_MACHINEWSOFTWAREWMicrosoftWWindowsWCurrentVersionWPoliciesWSystem
AA~EZ gt ]
ShutdownWithoutLogon = 0

i g MR AER| HED| = =t
moE BEE 27N SHRTM E2TH)
b L MMDevices Alll olE =5 GOl &
3 MetworkServiceTri an| (7| 2Zh REG SZ (ZHHE o)
il OEMInformation % ConsentPromptBehavior..  REG_DWORD ONDO000005 (5)
b .4 ‘OOBE %l ConsentPromptBehavior.. REG_DWORD 0x00000003 (3)
-1 OpenWith | DelayedDesktopSwitchTi.. REG_DWORD Ox00000000 (0)
PhetoPropertyHar 91| clicahlarad BCS DWUORR NunNRRRANT ¢

40 palicies DWORD(32H|E) 2t B i
i ActiveDesktop . .

Explorer kO E(N):

MNonEnum

shutdownwithoutlogen |

system
e | PreviewHandlers B+ GiO|E{v): crey
b PropertySystem .
” 16T4=(H
I PushMaotifications & | ] T
b Reliability O 168+(D)
B RenameFiles
- Run ‘ S0l | | Hx B2 EEEH0) Si5h
RunCnce =
[ SettingSync
b Setup _‘.’.'.;'; shutdownwithoutlogon REG_DWCRD 0Ox00000000 (0)
SharedDLLs ndockwithoutlogon REG_DWORD 0x00000001 (1)
b b Shell Extensions 74 ValidsteadminCodeSign... REG_DWORD 0x00000000 (0)
B shellCompatibility

P b 1 8 phaticaedianibied )
< i > | [T >
f‘E‘21—E1WHKE\"_LCC,BAL_I‘\-'Wn\ICHINE*a"‘SGI»T\".h\kRE‘J\‘Ml'crt;scf'tﬁ\‘\v‘.rlncIc-ws‘-Kurrent\-’f:rtiicm'v“‘[:;.:\\icieﬂ\h)-'stem

[Zﬂ 2]

[ A2 238 Abea AR #3024 ]
= AP ET>R Bk AA>24 FA>ud FA
A2 E B 2O K g3 Al2E T2 FHEE g8 F8 -> AFSed

SRR N




2 A _1 %

Cff 2F ul

NE mer Fhol=etel

m >

W FAAE

B SEQUL NATIONAL UNIVERSITY . .
Windows 2012 Ver. 2.0 A3 2017, 4. 14.
- 24 2ot @ = I
EIUF S3A) 27N ESTH)
4= =p E 5]
ECCIE o= M = g8 =
b3 AT TS EAIAE E2: 202617 0 AlXE Z2 5|8 AL o
ook s =y L7

S an m ALgl S5 E0esk BN AlLE SE Sg 5 |2

A AFSAH AT Y g =|
P 7 D =910 =E Windows St =] Aam Eg SOesK| RO AlAS =2 52

9= 2= MR B é =
P - i
b 40| M B
| =0 A B
p 8, 1P 2Ot HAEQIR: 2R HFH)
R En = PUR SRS

202 Fol Axg FulEe] BASAW, WAZbE AT £ vk AbgRe] W EH )
A% Bom RIAE 87 fum Axgel BPAd Axg B sbsadl sl A4H
Al zso] el g SN 5 9l
AR FE WES B ARow Wk AgARRE Bl Asgte, HelEgel
A% 5L Mol BT = AL

Ha | W] AE(HE A R R 294 Fe))

e




A B 7)o

=gel

RS Al 2 O 8 W

~ SEQVE HATIGHAL UNIVERSIFY Windows 2012 Ver. 2.0 219l 2017, 4. 14,
5.7. 24 AR A HA
2% A2sg) ek A% nergE 24 AR A A4

i 0S

o

Windows Server 2012

=
85

He R A8y

HARH dAS T Bt 2O0A AR 2a2/2ae X g A AA

mE
7h. ok oWl E ZHAF FEo tiEiA = WrEA] A AT A A7
- WA AqA= AL
- AR B AL
- AR 2L o|HE 7}
- Agk ALg AL
- 22 oHE 74}
¥E - A7) o|HE AL FE gEAE BIEA] AF (A A A
F ek - A7) o|HIE ZAF & ‘I AT’ APl Ho A F FH

W =AY

A= e > 2 A Hobg Al > 2 A 4> 7HAL A g

AA BAx A, AR B AL, AR 232 olME AL AR AS WAL, 2ae oME
ZHAF daj A= HrEA] g AT A A
A 27 Hot M [~ [= [
YA
= =p
EN z e T sotmE
P A AT TS JEENA EE A T Am
4[4 22 2% | E HE TA T AT
pEEAER JAIAE O[S 2HAF M um
b LA AR BT TY 28 opmE TtA 42 4
[ 2.5‘-3—*‘3’-‘—‘ CIEEE 2| AfH|2 QM2 ZEAF MT o
b5 12 2 Windows Z=HE st Al ZEAL HT Ay
o 23| K B Bl b 25, =M
o AR 202 0jME Tt HT Am
1 5 - AE 2 BN L3, 4%
- A ThR AL A T Am
bE P (A% 22 HIH)
pE 3 = 2n
< m bl
W AAAE

obefo] A} A HA o=
Q&%ﬁﬂvbﬁﬁﬁﬁiil

r1r nN'

ME )

SEOUL NATIONAL UNIVERSITY

&




Rl £ of 8 T 8 Bek Fol=ehel

SEOVL HATIGHAL UNIYERSIFY Windows 2012 Ver. 2.0 21l 2017, 4. 14,

4 4 =i
N2 A AEE B5(SACL)Ol Q= Windows7[eE U= 9 =]
RE Al de) #Ae Ed s
MA oA 2 Beh 2ouo] o MES EASEW WA AA A2 AAE 245
B ghabal 7b Aol ois] SACLS A9
— AFEA o] A4, WA EE AAE A7HS ddelEd AL

C]el B AH A Active Directory 7WA1¢] SACLel Y= AH&A7F 3d 7)Aol
NA =S A= uf ZAE FHEo] A

ol A 2
AHE A AR ZaedtAY 210 Hut =gl ARe
28 CME A e) wek 26l oMES} 44
AFEAF SEEAZIF A E A% WA A2 oETE A
AT OME e opiEs gAE A9 2 20 AR AZE A}
RSP A A mAe] Ae 5 AE AL
. ] A= Ez Ao e AAT 74 ALE A A5 olHE
LRAZ FA 270 ZeA~E AAEn FrstEn & Aws} vekd
a9 He(8E A R R 29a de))

Brugaxa »




A B 7)o

M & o o g

=gel

8 SEOUL NATIONAL UNIVERSITY )
Windows 2012 Ver. 2.0

A 2017, 4. 14.

5.8. 7 Wlxg Holx A AbAl AA

i Al2=E Bk A Het

o_?ill

e

2 | Aaviee el e Al A4

o

A 0S Windows Server 2012

Za% | 3

We 2 HeP

UAE AEEC] &2 FAojA HdY =FL AFsty] AT 4A

m7E

7}. “ClearPageFile AtShutdown”o] “1"® A A

%3 - “ClearPageFileAtShutdown’®] “1’2 A3
# oF - “ClearPageFileAtShutdown”®] “1"2 A& Ho] YA &L H$

SR
« 23 PH 1,2 F B
AEsol MASEE F4 24 W F Bl 48

I

¢

[Z] 1]
A =Ege] gk WA

Al 2 —> 238 (regedit.exe)

[ AA=Ee A ]

Pow Ae Agaae Asu GA7 glo] 24 ghol

HKEY_LOCAL_MACHINE#SYSTEM\CurrentControlSet\Control\SessionManager\MemoryManageme

nt
[ HA=E 7]
ClearPageFile AtShutdown = 1

& BRI E P =g =]

it
]
i

i ScEvents R == GOl E
b ScsiPort ab] (7| =2 REG_SZ (2t EE o E)
; SecureBoot 5| ClearPageFileatShutdown REG_DWORD 0x00000001 (1)
B SecurePipeSen —
[ SecurityProvids DWORD_{SQHJE) gﬁf ‘éﬁ}
Server applical
H SenviceGroupQ
[ ServiceProvide ClearPageFileatShutdown |
a Session Manac
i AppCompa
. Configurati
D05 Devicy @)
Envircnmer
Executive
FileRename = |
/O System|
B Kernel
KnownDLLy
I Memary M
Power
Quota Syst
SubSystem
I WRA

- CRILAR
< m > < m

2k Q1SN

2 CHOIE V) o9
| ®ism

ey

(H)

=
OFISD)

-

se | =

]

SSIONWIEWS 28 REG_DWORD Ox00000030 (48]
| SystemPages REG_DWORD Ox00000000 (0)

1 00 d5 4a 01 00

(EFEEWHKEY_LOCAL_MACHINEWSYSTEMWCurrentControlSetWControlwSession ManagerwMemory Management

ESELE)
A AR A o) 9> ] 7> A WO > 2 A > 1k Ao A
Nzgo] FEF ) 43 vEe AolA B g FHS AgoE A

2] &k

e i




MZCO 8y Au Hel Flol=gkel

* SEQUL NATIONAL UNIVERSITY ) )
Windows 2012 Ver. 2.0 2 2017, 4. 14,

ER 2 2ok mm -[a] x

LIrF  S3A) 27N =ESgH)
= 2 XE = HE

ENEE m= ™ =0t am B

i3 i N AIEE T2 et BR S| HO X Y A8 ME

.

Anet 2. orAl 22l HoK oY XS = (= S|

-
LDliv v v gl

j‘ M&% B2 7Hy WD HOIK DY Al

O AE 2 E(S)

)9 xzaRe gEsEd g Aadsy v ugd ARE QAR wRe 438 & 9]
wEol, Windows 7b3 wWme] oblelAm lste] oleld W AmEol @il wolA
A(Pagefile)o] =22 4% 9L 2AT = 9.

H] i S7] AL (HE Al e 2 A e

- R R R "



A B Fhel=

R A 2 O 8 1

AECUEHATIEHAL LRSI Windows 2012 Ver. 2.0 A4 2017, 4. 14

6. BFo]H &

6.1. WA T2 Hx

=5 Hlol# 2~ Fck Holg & WAl ST el AR
g4 0S Windows Server 2012 =9 % AF

U8 9 -8-HH

oM 9 9 nlo]PARHEH AAHES HI3I[H3 i T2 AX

mE

7} mlolg| s WAl 2 gl Ad X

%35 - Hlo)lg]A WA Zz o] AXHo U= AL

F oF - nlo]gx WAl T2 PWo] AXHo] QXA & HE¢

B =X

GRS Eo) vlojg] A WAl T2 ;S wk=A] M X sjjof 3t

obd<4 A4 http://www.ahnlab.com

3-$-2] : http://www.hauri.co.kr

AlEtel s1 2o} : http://www.symantec.co.kr

St Edl=nfo]| F 2 http://www.trendmicro.co.kr/

W 2AAE

H, EZolgul Fo] oA vlojyaz 01@ I3t AR e old gt JlE FH A} s
3l RE=A] vpolel s~ WAl 2 g 3S XA E|oF §h

dlolg~ WAl X2 M wlo]ya 749 o A 2 X7 gde HIE & 4 o outn
7}5 3t

H] 31 A7) A& (A8 A AR D G2 Fo)

- R R R




NE mer Fhol=etel

R A 2 O 8 1

AERUL HATIGHAL UNIVERSITY Windows 2012 Ver. 2.0 219l 2017, 4. 14,
6.2. 4 dA ddolE
25 vpolz] 2 e nergE 2 ddelE
g3 0S Windows Server 2012 =295 A}

He R A8y

Py T % mpoleAERE A2WE BESY] A% WY T2aY deolE A

do|EZ} AXA]
Ho|EZ} AA]

2 o2
M
2 9

WAL ARS wheh tha Aol glou Wi ddlelEVE offXaL, E A4 FAIR YHlelES
shagls. 47149 JUelES Bl AAANE Al widom fAska, WAl oM s
BRE FA

we M Zrafe Ag QHolE Jles olgstd IEYel A0 gle w we AEE

s ed ATIidolE

FAFATL, -
Age ol EQEvlol A 1 WjF Bad BrlguelE (MFIAOR $a9)

A7) MARAA B 5A FAGH I E H AT JHOlE T Al

B A
A%EE A%F volgse F@ow d WA Yeade MAvont 1 FdHE % 4 glomw
Hiolel 2~ AR tigh F7]4Ql U lEE Fa FHAle npolg A A5 F U= 7ol
R

A 7 A4 A AL R £G7 Fe)

SRR y




NE mer Fhol=etel

A = O & W

SEQUL NATIONAL UMIVERSITY

Windows 2012

Ver. 2.0 ZFA] el

9 2017, 4. 14.

7. QR ZEF H AA

7.1. SAM(Security Account Manager) X.

oF ZAAL A A

- A

A =B Bl A4

e

T

Bk

oot

I
=

Windows Server 2012

o/ 0S
e 2 Fguy

mE

AR A BEFS A8 SAM L9 tig A A

7F. SAM st o] gigk d X ~EQ gholl Everyone o tigh A}

A

O

W =X
Al &> 2 ) >regedit A 3Y

HKLM o4 SAM 715 d#=3

R hul

435 - AF dRA2E" kol Everyone o sk A Aol Hol P& AS-
FeF - 3G HA2ET Fkol Everyone o tigh 7 M A o] Ho YA &

%‘Ji-

=0t

dE E= AER 01E(G)

[ ALL APPLICATICN PACKAGES

52, CREATCR OWNER

H2, SYSTEM

22, Administrators (WIN-2QAOV7LUIMFA%Administrators)
SE, Users (WIN-2QAONTLIMFPAR Users)

F7HD).. s Bl

N AT 3g A%

o= 2z

=)

=3 Ay
EF AT U IF #HS =M (1S 22 EETY)
BAALD
BRI~ FO|O ALS FTHO) S B

= ‘ | PN ‘ = A
IR S AE F SAM nF BeE AA FelA AR > G

- R R R




ﬁir
sl

e, SEOUL NATIONAL UNIVERSITY

- AH Bk Ffo]=akel

Windows 2012 Ver. 2.0 23 2017, 4. 14.

SAM g Hot HF

=87 Administrators (WIN-2QAONVTUMFA#tAdministrators) BZ3(0)
[ agaz | [z2a] [s=stousz|
MM HESS EHBE M ASE S HESGHHE ZAN RS SHOIHE YES UL [(ETE SEGHHSME 715 Z2).

EERNETTE S RS C204 d=8 EEE

HEAME S0

[ 25 RhA 7HR 24 SIES 0| THHO A2 ThSSH A SO S HHRT|(P)

ol A8 > 7hALSE Al gt 2 188 3713 (Everyone Hal)

SAM ZAFES

:

ARERHEE T1E HE

|M%1h 18 B2 RS R A

|[ 75 220

| WIN-2QACVTLIMF4 | S
y el =)

Everyon el
ISA).. | S0l | | =5a

woEg FA > AA Al BE S dis] B GHAYAS) 2 Ad 24dst

LA S

&

SR LR "




NE mer Fhol=etel

M & o &

B, SEQUL NATIONAL UNIVERSITY

Windows 2012

Ver. 2.0 A 2017, 4. 14.

SO EH: Everyone E7HFR {H
g8 25 v

SAM ZA 25

13 A
2E A v B8 TE7|
@2 HE AR
W2t EE [¥] DAC 27|
e e [ 247 =3 A}
VT 7 E2A W &7 &Y
CEL
[7]01 ZEH0|1408 21 7H Z/EE ZHEOI0 24 HB BB
W AAAY
SAM o W3 7ZALE AAste] ZHAsE 7]%5. SAM 2 Security Account Manager & ko] Z M
Windows AlZ=glo A AAe] digt A5S #d. A A5 ¥ L Asfd gist AAE
sto 2 M AW thet F o Hotdel 98 T F 2.
H] 31 @] A& (A8 A AR D G2 Fo)
@ ME| & W
SEQUL NATIONAL UNIVERSITY — 49 —




NE mer Fhol=etel

MEO S

= AR RENAL UV ERIEY Windows 2012 Ver. 2.0 A9l 2017, 4. 14,
7.2. Null Session 2%
iz YA 2EY Hot dA HegE Null Session A%
A 0S Windows Server 2012 295 =

We 2 HeP

8] Q17}A}7F Null Session & T3 AL A sl= A

mE

7F g Al A ~E7] 9] “RestrictAnonymous” #ko] “2"%2 A3

>3 - MG dAAED Y RestrictAnonymous Fto] “2"% AAH A
FoF - A3 dA2EF RestrictAnonymous #tel “2°7} ofAY HAHA & A&

W =X
- ZH AgAT W4
1. A Z>2A 8 >regedit = 213
2. HKLM\SYSTEM\CurrentControlSet\Control\LSA @A ~EZE A
3. L8F WES ¢ METUE7]IDWORDE & A#
4. RestrictAnonymous & 9¥=. oju] 3t “27= WH7H
o A AEZ| HET| =0 L X
GroupOrderList » | | 0|2 == HioE
HAL ab|(7|EZ8 REG_SZ ErEITE
hivelist 4| auditbasedirectories REG_DWORD 0x00000000 (0)
IDConfigh 241 21 dithacenhiarte REG DWORD NO0NNONNN ¢
il DWORD(32H|E) 2t B “
b Keyboard Layo 000
- ). Keyboard Layc 2+ 01Ny
Pt Lea ] restrictanonymous |
b LsaExtensionCe
- | Lsalnformation = E+ G 0|E (V) =]
I Med?aiategc-ri' 2 | ® 167 2(H)
b Medialnterface ~
b MediaPropertie O 10%=(D)
b MSDTC
Iy MUI | ol | | =
B MetDiaghx
(' Metjoin
[> MetTrace el restrictanonymous REG._ DWORD {x00000002 (2)
[> MNetwork ve| restrictanonymoussam REG_DWOCRD {x00000001 (1)
b MetworkProvid _‘.’.'é'; SecureBoot REG_DWORD 0x00000001 (1)
b Mls ab] Security Packages REG_MULTLSZ kerberos msvl O schannel wdigest tspk
b o Modelnterfaces
Motifications
H —h Mlei
< m » < m »
= o 3T = o = 5 = =)
Wt o 2be-Eel A 135,139(TCP, UDP)XEQ] Aths Fa o= Ho| S Adsies

HESD 2 A3t AHE dd>RAGY>E>35>05 44 >Microsoft I =] A9k <
ZHETRE A

=1
BN

Brugaxa 0




9B & o B 0

AMH Kt Jlel=2kel

| SEQUL NATIONAL UMIVERSITY Windows 2012 Ver. 2.0 Z—]—AC—)]OE]: .
W GAAE
WindowsE H]¢17}El AFE217F Null Sessions E3] AM&aF Q&S AXA| i Ao A,
AzE e el bsd Askyel EA.

— oFH AFEANE H &5

Fx) 2d OHSE AAe SAM AAFH Fie o EA S8 b FT ool AT AAA
AA=ED ghol= 17 glo] 48 Huz “YA=ED A7 (regedit.exe)’ s T3 # AR 2=
AR AL Aa A dA=ED ol ‘'z HAA, SMBE Ed null sessiond #L F

%285 o §3te] A 2¥el

F2 A H50] 7}

Hl

W] A e (g A e 2 £ o))

- R R R




AMH Kt Jlel=2kel

RS Al 2 O 8 W

~ SRR DATIONAL URIERIFY Windows 2012 Ver. 2.0 21l 2017, 4. 14,

7.3. Remote Registry Service 23

s YA AEF HeF AR H o3& Remote Registry Service A A

e

A 0S Windows Server 2012 =95 =

o

We 2 HeP

QAo YA2EF A ATS Y3 Remote Registry Service A

m =

7}. Remote Registry Service A7

k% - Remote Registry Service 7} A Ho Q& AS-
# oF - Remote Registry Service 7} A& =9 39

B =Xy

e dedt HASE AYstae “BEIast AH|2=AAT 5SS FE3te] “Remote Registry
Service” & TAA| Ak &

A &> >A A A>FAZ EF>AH| 2 oA sl AH] 2~ FX

‘Remote Registry S48(2Z #HEH) -
MY O] E; RemoteRegistny|
ZAM 0|E: Remote Registry
s e
= > UEE SETLICH MH| S5 O TF

4T OY EE:
Cwindowswsystem324svehost axe -k localService

[ i e =35

AIEHS) =TT UA| EXI(P

HHIAS AR [ S AT 07} 838 AT & QaU

AIE TR7F M): | \

| =a || =s || ==
Z4a% A9 e 22 e w A4 HA2EY HIES A

1. A& > >regedit A3 T3 winreg A8 (S84 &= 45 8A)
HKEY_LOCAL_MACHINE\ SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg
Name : Description

Brugaxa -




NE mer Fhol=etel

SEA 2 of o

FERULHATIGHAL UIVERSITY Windows 2012 Ver. 2.0 A9l 2017, 4. 14,
Value : Registry Server (322 “gA2Ed Mu]'= Hd3 AA)
2. winregZ] 5 Ad¥sta, "HY" vywE A9 v, AR de A

3. 974 AA~Ee P2 H8T AY 77

winreg2l ALg 3t =]

2ot

15 E= M3 01E(G):

2, LOCAL SERVICE
52, Administrators (WIN-2QAONVTUMF4%Administrators)
82, Backup Operators (WIN-2QACV7LUMF4%Backup Operators)

Z=7HD) R
Mg A CES
o= A
27|
X AD

EdE AT A Ig ¥HE Eo{H [A1g]E S§ 22V
ShALA| 2 i
ORMA O o AL ATHH Oist =Y
[ [ = [ ==
W AAAE

Windowsoll o]a] Alg5¥+ 2 27|80t 8444 Aue dA=EF A= &
At AREAES A dAREZDE e & AT HA=ELE A A=
HKEY_CURRENT_USERE A3t #Ha)ate] Agte] Ao
dA~Eg HY7|= YARFoEE 1 715 vkE ¢ Sded oy dUds s o=
YELAE S5 dA=E HES zbdsior

AAANA HAZEYES HTs fsiA= 4311}4 Ag == dA0A HES 3] H3 5dst
Aol a3t
AL oA = LA A 'v'ﬂZV\EEl Aol tigk 875 oF7] 93 94
Agstal = " o] AH|AE FAAZIH A 2E dg ojust 474 A
47 HA2ER AMB|2E ZXW?W R HA2E e 944 HIES A
N = winregeh 715 At BHA2EY e gk AFEAE, IE, AH 2~

HE w7 4898 A AR 2 ek ge))

Wraana .y




‘H % EH Q o A8 HQE Jlol=g el

X SEQUL NATIONAL UNIVERSITY . .
Windows 2012 Ver. 2.0 24 d: 2017, 4. 14.
7.4. AutoLogon A3 A7
25 YA 2~ET Hol A H o3& Autologon A3+ A HA
g4 0S Windows Server 2012 S8 =
He 2 Heuy
37 FAE 93 AutoLogon AHE AT AA
mJE
7} dld dA2Ed 9 “AutoAdminLogon” #kol §lAL “0o® AA
%35 - AutoAdminLogon #°] $IAY 022 HAHI = B¢
3 °F - AutoAdminLogon #t°] 12 AAEH] J&= A¢
=X
1. A Z>2A 3 >regedt32S 23
2. HKLM\ Software\Microsoft\Windows NT\CurrentVersion\Winlogon
3. AutoAdminLogon kS 022 AE
4. DefaultPassword NE |7} &4t 214
glX|=E2| HEZ| =[] =*
B L setup ~| o= == GO} & ~
l> SoftwarePr ab| (7| =2h REG_5Z & EE O E)
-l superfetch [55] autcAdminLogon REG_SZ o
I - Svechost ? P haaszd
|> Terminal S¢ 272 #d -
= - Time Zonet 2t OlE(N:
p- b Tracing FibdEn S
Userinstalla AutcAdminLogeon |
whemPerf . B
; Windows FE LR EIOVE =
I - wWindowsSe o |
I+ - Winlogon
b Ll WSSenvice =e | | i |
B -js WUDF i _
bl Windows Script H = LEgAMCTICECSpTIon REG_ e
b L) Windows Search ab| | egalNoticeText REG_SZ EHFEC AT AHES BT HO0| O
l> windowsRuntime asswordExpinyWarning REG_DWORD OxCO00000s (5]
[ Wisp cwerdownAfterShutde... REG_SZ 0]
bl WowE4ProxyAgen \ab)| preCreateknownFolders REG_SZ [A520A1A4-1780-4FF6-BD18-1673:
b - by WSDAPL ab| preloadFontFile REG_SZ SC-Load.all
Ll ODBC = [ | =b}ReportBoctOk REG_SZ 1
bl Policies | cremoveoption REG_SZ 0
RegisteredApplicaticn o hell REG_SZ explorer.exe —
i — 4 ThinmDrind B .
< [T = < [Tl ¥
:'i.‘- = E1wHKEY_LCCAL_I'_\-’IACHINEWSOWAREWMiUDSUﬂ:WWin::Icws MT®CurrentVersicn¥Winlogon
W FAEE

Autologon 7|%5& AF&3std PR a7 =
glold 4= 9o B2 Autologon 7]5S

A5

o] gsto] HALEZ AN 229 AAH =

=
=
Zofo g

=] 1

W7 He(HE A e L e o))

&

ME )

SEOUL NATIONAL UNIVERSITY




NE mer Fhol=etel

R A 2 O 8 1

AECUEHATIEHAL LRSI Windows 2012 Ver. 2.0 A4 2017, 4. 14.
8. Bl H X
8.1. F4l AMujx o H§
=5 Holk g A HOgHE HA Auj 2~ 2 A8
g4 0S Windows Server 2012 =9 % AF
e 2 28y
Al2E kg ¥ HMY NS §d HA AMulaE HE&AHE HA
mE
7F FHA A~ A A
43 - HA Aujx"o] HX|FHo e BE
FHeF - HA AMu|ao] A FHol A Fe HFH-
B =X
A5 o] 9= Service Pack & <¢l3l7] 98] ‘Winver WwHo]ES o] &3] el & 4 glg. FE3
qkek O/S7F Qo oste] AHA Ho] XA YEL Ao AZAsr] oA HA Muja~w 9 7t
HeF X E A&
Service Pack AA] Al HE A} #eld HuHdA Ax & AS A% & dA @2 Ay
#(Worm)e] Windows ¢ FHIFHES o]&ste] F4E& 3171 "ol 0O/SE AAS * Iv=
YES T dZdst= 22 ZulE A I&E S 5 A7 Wi o
A A 7FA] WEH Windows Server 20129 7} HAl Service PackS A x]&loF 3t
Microsoft® &#o]x]o] A thers WS 4= S
http://technet.microsoft.com/ko—kr/windowsserver/hh534429
[ A B
M)~ HE Windows A|AES wlo]g 2 AT EA EFAE2 W % Windowset ##HFH
&I AH|a Adud § oy 4 dUdES Bof w2 229 9l

H] 31 A7 AL (HE A AEA 5 gAk ge)

- R R R




AW HQE 7tol=gel

SEOVL HATIGHAL UNIYERSIFY Windows 2012 Ver. 2.0 219l 2017, 4. 14,
8.2. 4 HOT FIX A&
5 Hol 9] HOIgHE A HOT FIX #-&
A 0S Windows Server 2012 =95 A)

He R A8y

Azd 9P 2 Bk $4L 9% A2 HOT FIXA§o1% 47

mE
7}, HA HOT FIXZF A X

%3 - A HOT FIX7} Ax9¢ ¢l
ek - A HOT FIX7F Ax1=o 9

= 3%
A Fe& A9

B =X

1. ofge] A g|2EE Z3|5to], A Hast PXE AEste] 5oz AA| g
Microsoft A& 4 #= g=E

http://technet.microsoft.com/ko—kr/security/bulletin/

P
o
(e

Y

2. Windows AHg JUIoE 7]5S o] &3k HF

& YuolES Fus "HolF7] 918t Microsoftoll A= Ao =
AZE o] fade|l=E HoFa thRE 9 ALS HA 7] 95 Ale]EE v %‘3‘3’— A
Internet Explorer =7 " % “Windows Update” = AL AH
Update AlO]ER o] &3HA] ™ g thg9 URL & 24 T4 49
http://windowsupdate.microsoft.com/?1E

ol 91

o)) Hebgx] ¥ Hot Fixe A$+= A &
F A= Ao 2ol gl AlZtdle] A8& sk A
Al 2"l dEkS Hot FixeE 352 = OSZTE 23 9 ﬁﬁl 7HHLQ74L]' Tuj3k Application
zadd S F 7 dS. wEA dHx 48 A Bela, dQsird
0S el =+ Application 1A Yool &l &lof] A& 473

= A48 5 A

W JAAT

Hot Fix:= FA| wAEojopgt sh= Fa3 FHHH(FE HAdH AdH)S X5t 9l HHEE]I’
#il%l Q1. Hot Fixe= 2219 Service k v of Z71e "ol 98 u 3

2. W2 Hot Fix Bt} FEA L o]83 FAET7 WA &8 3 & 9oz Hot F1X1_

0E %
R SR L)

ME 37 A8(A8 A TR 2 294 ge))

@ ME ) 6
SEOUL MATIONAL UNIVERSITY — 5 —




M 2 of B 1

A B Fhel=

AECUEHATIEHAL LRSI Windows 2012 Ver. 2.0 Agd: 2017, 4. 14.
0. ol+ #eky
9.1. HeartBleed %3
=5 olgr FH A Holg & OpenSSL A # kA
g4 0S Windows Server 2012 =9 % AF
e 2 28y
OpenSSL ¥4 &<l % HeartBleed 4 A4
mE
7F. OpensSSLS AF&3FA] &AL AWM AL OpenSSLE A% (OpenSSL 1.0.2k ©]4H)
43 - OpensSSLE AF&3HA] EAY HAW A OpenSSLE AX|3to &F3= A5
FoF - HAM AL OpenSSLES A X3t 931K &= A5
B =X
<OpenSSL HA % HHo|E WA AX>
Heartbleed Ao <daS W= QOpenSSL AL 1.0.1 ~ 1.0.1f, 1.0.2—beta, 1.0.2—betal
Moz dAA(2017.04)7]0.2 A M OpenSSL 1.0.2k o]de] MA& A8 AS A%
1) OpenSSL H A 2l
1. cmd™@ell openssl version HHE o] &3 B2l
cmd®d A8 ¥ OpenSSLe] AX® A= bin YR o]y (UZFE A A=
C:\OpenSSL—Win32\bin) openssl version ¥ ¥ &l

OpenSSLe] A X%

d JBE o] &3 Mg
A2 bin ZUR o%F
OpenSSL #lolB e8] 3} (ssleay32.dll, libeay32.dl)¢] -

C=tWHOpenSSL—WinF2Whinropens=s1 version
OpenSSL 1 _8A8_.2 22 Jan 28015

2. grejBe] gde] &

o

R

(JZ2E M3 A2 C
2l A=A
- h

A
o =
T= o

\OpenSSL—Win32\bin) & ©|&
> 2ZHAE] > FdW A Fl

ssleay32dll &4

libeay3z2.dll 25

=11
=

[ 2ot 'I'IHdI ﬁ|'| DIE HAE |

= 2t

23 =2

oH &9 OpenSSL Shared Library o & OpenSSL Shared Library

I 2]aH bRk 5 =2 TR =RE
T RN !..I:__ et

HEOE The OpensSL Toolkit : UpenSsl Toolkit

HE HA 1.0,2 1.02

HEF Copyright 1998-2005 The Open33L Pra.., Copyright 1998-2005 The OpensS5L Pro..,

37 286K E 1,20MEB

=EHEL SR 2015-02-28 2= 2:23 Ebakal = 2015-02-28 2= 223

O = Ealy| HcO=)

E O 0|2 ssleay3zdll HE I QI libeay3Z dll

?_]_—\]H

B

°-|~

2) OpenSSL H A
F ol JFs e HAS

!

HAWMA (20179 4971 1.0.2k) S ‘jrtiE &to] gld) o]
O&2= AR : http://slproweb.com/products/Win320penSSL.html

AT A okl Folol A WL T AR §
ey A A

- R R R




SRR DIATIONAL MRIERSIFY Windows 2012 Ver. 2.0 21l 2017, 4. 14,

_ M E
! :____.‘| & http.//slproweb.com/p

P-Be
File Type :De::ription
Win32 OpenSSL v1.0.2 Light IMB Installer | Installs the most commonly used essentials of YWin32 OpenSSL v[.0.2 {Recommend
this is a default build of OpenSSL and is subject to local and state laws. More inform|
installation.
Visual C++ 2008 Redistributables |.7MB Installer | Having problems with error messages when trying to run OpenS5L7 This will likely

later. Although there is a "newer version" of this installer, this is the correct versio

| Visual C++ 2008 Redistributables for Windows $xJ/NT4 |4.6MB ZIP file .Ha\rlng problems with error messages when trying to run OpenS5L7 This will likely
|and NT4. Install this, then install "OpenSSL Light" using the '/bin' option, and then ry
directory.

Win32 OpenSSL v|.0.2 |6MB Installer |Installs Win32 OpenSSL v1.0.2 (Recommended for software developers by the crea

OpenSSL and is subject to local and state laws, More information can be found in th

Win64 OpenSSL v1.0.2 Light IMB Installer | Installs the most commonly used essentials of Win64 OpenSSL v1.0.2 (Only install ¢
installs on 64-bit versions of Windows. Note that this is a default build of OpenSSL

information can be found in the legal agreement of the installation.

Visual C++ 2008 Redistributables (x64) |.7MB Installer | Having problems with error messages when trying to run 64-bit Open35L7 This will

2003 Server and later. Although there is a "newer version" of this installer, this is th

Wint4 OpenSSL vl 0.2 16MB Installer |installs Win64 OpenSSL v1.0.2 {Only install this if you are a software developer nee|

W 3AAE

OpenSSLL BAI17F g5 3le] AM83= TLS(Transport Layer Security), SSL(Secure Socket
Layer) ZEREFS 3 & &2 golBEYlE2 A EE wHHe  fY2A4E
=G AA(Eg s, W 0S X, #E2) A= T 48 o] &H 5.

)

20143 4¢¥ 79 AR HeartBleed FHFH(CVE—2014—-0610)2 OpesnSSLoA]  Al&3}+=
G425 sl HeartBeatoll 15 o}-&3lo], TR EF A SFgo|dE QHHAIAE AT o
dlojg do] HS5ES FastA &of A28 WX A% 64kb HolHE e|F-oA ol A
glo] &3 & F e HGHolt dE o] o HIHES 43 U= FAAIE AW FEHE
T2EFS olgd Mujd AFH FRE T A 64kbe WES whE s AFE JHQID,
WY E, TS He T st AR 37t 7hs g

HeartBeate AW el Zefo]dES] QA A4S fFAat7] fsf SetelAENA 1o FRE
Agsta Awol A Sdste] AAYHE FelFE /5o 20129 39 149 OpenSSL 1.0.1 WA
H¥  HeartBleed FoFgleo] dso] £AH7] A ®Ad 1.0.1{74 Ao wjzHAom,
WA FHofal Al 7 Ee] QlE HeartBeat 7]%5°] 7]+

WA OpenSSLE Ab&al= A]~Elo] 79 HeartBleed
wWio] #oFxl 2kl OpenSSL HAl gHlol=E7L Hagh

=
o

2493 w0l 9] el H ok

) [o3R=4
——llv——
FFgel =EH 3 TheAol 7

Ma |37 A8(HE A T 2 294 Fel)

@asdann y




