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1. 4’8 e

1.1. root A’ ¥4 ™% H|st

HHd #2 AE e g=3E U-01

& os SunOS, LINUX, AIX, HP-UX SR A

FE &4
root £ AlXEE BEStE i@ 23 AEY. root AG2Z HY RIAGESR 5{85HH YN
HYxtel =87 2 5 ACBE root AT FEHO| W 2E[7F BRY. root A @A L 582
SAXA O 2 7|28 M3E = U222 root 2| A Y2 FX6H0{0F &
froot A\ %: Ol AHBXI7H ALBSHE HREOM TR HE|E & Ak S FVS 71 KLY S A |42
AA”O| R E(root)E AIAHE Z2|Xtel 28 22| XHSuper User)2A {1 E= 29| &2 Xt(Administrator) Ol SHESHH, AHE X}

r)
AEE E5HAL 2ZEQNE EX5t, 28 8l 2FS WS L A|I2-o S5 S FAl X oY = AS.

34

ke
0z
rE

&
i
N
A

H{AE ALESIX| §7HLE, AHE Al root 2 HHS AT 42
x e

&S 5185t AH MH[AE ME8FE B#

(2ol W]
#cat /etc/default/login
SunOS
CONSOLE=/dev/console
#cat /etc/pam.d/login
IS auth required /lib/security/pam_securetty.so
#cat /etc/securetty
pts/0 ~ pts/x 2H 2FO0| =LA E=
#cat /etc/security/user
AIX .
rlogin = false
#cat /etc/securetty
HP-UX
console

10 MAlgh 2750| sfY mhof HEE K| 2 B2 or2fel Eord YO e 4 8E HEY

Hora gy

Hl SunOS

1.vi HY7|E 0|83t0] “/etc/default/login” IS A &
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2. Ot2fet 20| =N HAH Ei, At &Y

Hl LINUX
1. "/etc/securetty” TFUO|AM pts/0 ~ pts/x B™ MAH £, =4 Xe|
2. "/etc/pam.d/login” It =7
(=" ™) #auth required /lib/security/pam_securetty.so
(=8 =) auth required /lib/security/pam_securetty.so
X /etc/securetty : Telnet % Al root HZ Aot 27 o
"/etc/securetty” It L *pts/x 2Tl 70| EXste 22 PAM Z& S A LO| root AE H&S
5|82 2 HFEA| "securetty” LA A pts/x 2HEH ™ NH 2

(T | RN

11: c"'m

t | r'.;':t
-bash
telnet

*pts/0 ~ pts/x A7 I5 ot s/t 92.168.100.25 2:50 56:07 0.56s 0.30s vim .bash_profile

tty(terminal-teletype) : ME{t HZAE ZL|H, 7|2E S5 &3l AEAL 22 HY 200

pts(pseudo-terminal, 74 E{O] ) : Telnet, SSH, E{0]'d & 0|83l0 H&&t

H AIX
1.vi HE7|E 0|88+ “/etc/security/user” Lt

E =
*rlogin AW of2fet 20| £ Ei, A7 4 (oot YU HYEE 2E 27T)

o
=9z
(o]

(=3 ) rlogin = true
("8 ) rlogin = false

*rlogin(remote-login): At F&3t=s 2 2E0 o) AIS22 #4 &S & 5 A=E ME5ts B

H HP-UX

I|O|X] 7 / 150
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ot

1.vi HE7|E O|83}0] “/etc/securetty” LS A
2. Of2Het Zto| =M MAH L=, Al A
(=8 7) #console

(=™ &) console

X "/etc/securetty” U2 CIZEZ EXSIX| Y222 Jetc CIHEZ] O "securetty” T 0| EX|SIX| L=
42 Mz ddot = HEe
#vi /etc/securetty
X I AdtMo 2 ¥k QS
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1.2. {29 SEY 4%
FHUH = AE e g=E3E U-02
& oS SunOS, LINUX, AIX, HP-UX HE= At
Y 2
AERE A (root X Lt AE BRE 3|E) F=E FFOH7| A 2EY EX HIQUJIXI| A" HZ2
5185t St fIEol EXE. o EXE 2ot 8 At2| 0|42 ¥=E ALESHA ot IAYE FEHES
o =]

%2 - GE-XA-EFEX7L 2SE 8 Xj2| oMo IjAET HHE B2
Fof - G2-xX-EEX SREIX| 22 8 X 02| A= UHE F2
[(=hel W)

SunOS

LINUX /etc/shadow It L HF =l IfAYE MA

HP-UX

AIX /etc/security/passwd It L ™ E IjAE HA
Os g 4 mes Eol jA=E =20l of = ofefel HotdFE o et 2738 vad

o

A3t FALSHX| @52 8 At 0|42 E&

B SunOS, LINUX, AIX, HP-UX

< B2HES AYE FE >

1. AP0 Lt = EHO{LE O] 52| =&

2. 20|17t 42 F7LE, NULL(S ) Ql THAQIE

3. 7|2 E AHtel Lol LHE (Of) abed, qwert, etc
4. AFERFAE BROM |3 7hsT HOIE

Ol X9y, 2MY, AEH, AHEXt 0|E9| O|L|4, root, rootroot, root123, admin &
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1.3. 4% &= A% 2%
FHA™E 1= AE 2t gR3IE U-03
CH& os SunOS, LINUX, AIX, HP-UX e Y
oE 24
UKL ofst A RIE *2 x| TR &2 (Brute Force Attack)O|L} I AQIE FHEZ 2 (Password Guessing)
UM Al YT M) LS M MO RN NHESHS XTSI BZ AZS XHAA HAYE
% Ye 2 £+ Us.
*2 29| [ ZZ(Brute Force Attack): AREIZ A E siEst7| ol 7tset ZE 7|15 SiLtsiLt 228 BE Al=E Y
2.
Y wy
[BE7|E]
Uz - AE E= LAl 50[512] ez AHE|N A= BL
Tk - AE &S Aol 2EE|O AKX AL, 50|51 gz HFEX| 2 E2
(gl wh)
#cat /etc/default/login
RETRIES=5
SunOS SunOS 5.9 O|& K Y H2 FIIH O 2 “policy.conf” Lt =20l
#cat /etc/security/policy.conf
LOCK_AFTER_RETRIES=YES
#cat /etc/pam.d/system-auth
LINUX auth required /lib/security/pam_tally.so deny=5 unlock_time=120 no_magic_root
account required /lib/security/pam_tally.so no_magic_root reset
#cat /etc/security/user
AIX
loginretries=5
#cat /tcb/files/auth/system/default
HP-UX
u_maxtries#5
0 MAlS 20| oS mHHof| HELX| 2 4% ofefel 2ord gL oy me 23S HEY
BOHIH U
[Z=X] ¥
AY H= YAdS 5 0lstz 273

Mz

I O|X] 11 / 150




M &t & @

L MATIONAL UNIWVERMTY

&

CHSER Unix(Linux) EQt710| E2}9l
Ver. 3.0 2t 2018. 10. 04

B SunOS
- SunOS 5.9 0|8} H{H -

2. Of2QF 20| 4 = Al AF¢

1.vi HE7|E 0|838}0f “/etc/default/login” LtEES & =

2. Of2fet 20| =3 L=, 4t &

(="8 T) #RETRIES=2

(=8 2) RETRIES=5

- Sun0S 5.9 O] & HH -

1.vi HE7|E 0|83}0f “/etc/default/login” Lt ES & =

2. Of2fet 20| =3 =, Al &f e (A8 &3 =+ 8%)
(=™ ™) #RETRIES=2

(=8 2) RETRIES=5

3.vi HE7|E 0|83} "/etc/security/policy.conf” IS A =
4. OF2§QF ZHO| &K e Al AFQ (AN A2 HMMALR MH)
(4= M) #LOCK_AFTER_RETRIES=NO

(44 £) LOCK_AFTER_RETRIES=YES

Bl LINUX

1.vi HE7|E 0|88t “/etc/pam.d/system-auth” It LS & =

auth required /lib/security/pam_tally.so deny=5 unlock_time=120 no_magic_root

2. ofefjet 20| =8 £ A oY
(=8 M) loginretries = 0

=8 F) loginretries = 5

H HP-UX

account required /lib/security/pam_tally.so no_magic_root reset
=4 a9
no_magic_root | root07|= AR E &g 28 HESIX| g3
deny=5 59| 9 Hof A| HAQIE FHa
ock <0 A Hd = 0K AE 20 AlZHRE 2FE AZH0] XU Xts AE 4 ShAl (B
unlock_time
. x)
reset & ANz 43 Al A S 27|35}
B AIX
1.vi BE?|E 0|85 “/etc/security/user” IS A =

Mz
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1.vi HE7|E 0|88+ “/tcb/files/auth/system/default” ItY S A =
2. 0t2fet 20| =3 E&, M &Y
(=™ ™) u_maxtries#
(=8 F) u_maxtries#5
X HP-UX MHO| A &2 H& MY S 28 = HP-UX Al 7} Trusted Mode 2 25110 0{0F8 2 2 Trusted
Mode 2 oot = &z HH Mg
— Trustfd Mode 2 M3 A| DUA|AE xTF HAEZ|0] 2 FO AMH| A0 2H|7}
st &~ ooz 23t HAEE &l Z Trusted Mode 22| M2H0| o3t
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14 AQE DY HS
FHUH = AE e gFIC U-04
& oS SunOS, LINUX, AIX, HP-UX HE= At

S51010F B 4 =2 T 5|
HBHO| U ABXED 92 & UAZE HHe,
SRR
[EHEH 7| F]
UL - HEP HAES AL, HAEE AT3St0] XYt B2
Hot- =S HAEE ABSIX| o4n, AR EE A8l KAHK| e AL

1. /shadow Lt =x| =t
#ls /etc
2. Jetc/passwd I} Y L & HRY ET} " BA|E|=X] =0l
#cat /etc/passwd
root:x:0.0:root./root;/bin/bash

ro

(YEPH O JetcC|HE 2| Lf EXY)

SunOS
LINUX

1. /tcb CI2E|2] ZX) 20l
2. /etc/passwd It LY & HR) LTt "y BA|Z|E=X| 20l

HP-UX

=

1o MAlet 20| §E&|X| @2 BF ot YU o wef 28S HEE

[

Bl SunOS, LINUX

1. #pwconv ---> | ER THAQE HH Mg uf
2. #pwunconv ---> YHt A QIE HxH Mg dity

H AIX

7| 2H 22 “/etc/security/passwd” T U0 IjAYE

mujru
Q

Ao opot MY-el Y

H HP-UX
HP-UX MH = Trusted ModeZ Matst 42 IJAQCE A5 31510] “/tch/files/auth” T2 E{ 2|0 AH™

I|0|X| 14 / 150
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MECHSHE Unix(Linux) 5 9F7}0| = atol
@ M2y 3o {=CH Unix(Linux) o] =2}

oLl HH O|20f et oIt 2E HE.22|e 4= 9282 Trusted ModeQlX| 29l = UnTrusted Mode?!
S

:JO EEE

E
e |
13tat
~
—_

1. Trusted Mode & B8 root AHCZ 2015t = Ofef HH =&
#/etc/tsconvert
2. UnTrusted Mode Tt & 8: root AIHCZE 20I5H = Of2ff HH 3l

#/etc/tsconvert -r

Trusted Mode 2 M2t

Al
HAEE &~ QoD FH|

MUA|AEH DXt BHA 29 FOol AMH|AY 27
I o} l_nj r =y 1H| 202X 7t

=
AEE AHZXl Z Trusted Mode 22| 2t T

{|O|X] 15 / 150
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1.5. root 0|2]|2] UID 7} ‘0’2 X|

FHA™ = AE el gd=3c U-05
CH&F oS Sun0S, LINUX, AlX, HP-UX A= =
g &M

root(UID=0)2} & Yt *UID(User Identification)E 7+ A8 =X Al root HTI2 2 A[AH HZ0| 7tsdtE=E
root 2| UID & 7t% A740| EXMSHA| R =& = QI5H0Of &t root T OtL|Zt AL X} 2t UID B5 A0 = HTH
FSEOE QIS ALBXE ZAF =XO0| oA &= 22X 7 EdstE2 AE 3 uiD &0l0| 2adt

[==

*UID(User Ildentification): 021 @O| AFE X7} S A0 ALESHE A|ABIOA AMZ XL XHAS CHESEHZ| QI8 A= 0|&
M

U= - root AHat SUTHUID E #= AHO| EXMSIX| Y= B2
Fof - root ™1t SYUSHUID E ZE H™Ho| EMfjste ELR
[=hel )

#cat /etc/passwd (X "passwd" Lt 7 &: 25 &X)

rootx:0:0:root,/root,/bin/bash

el binx:1:1:bin/bin;/sbin/nologin

LINUX o _
AT daemon:x:2.2:daemon./sbin./sbin/nologin

HP-UX

"/etc/passwd” IH L UID 2Ol (M BHRf ZE Zh)

root 0]2/9| A°Z0| “UID=0"¢l &2 00] Ol HFEet UID £
f10ll MAlet 27g0] HEE|X| @2 &2 ool Hotd gy o m2t 4¥S W
Hotd¥YH

[Z=X] &

UDZ7H0o 2 AE EX Al HEZ UDE & 2 LHE UIDZ 3 8 882 Al 4H, AF0| A+E SO|H
I. d

D:iE#O-IE Xlel. O}- Ell:li /etc/passw (PSP E7=|

= O

B SunOS, LINUX, HP-UX

1. usermod HOZ UID7t 091 Y& AH2| UIDE 100 O| 422 7
- SunOS, HP-UX2| Z< 100 0|4

- LINUX2| &% 500 0| &

(0) test H'H2| UIDE 2002 2 HIE HALR

0| X] 16 / 150
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#usermod —u 2002 test
Zf OSEZ ALEAL UID MAZE Fet A" AE R MAEXF AZo] Ro2E Zte| #l0 Xto| 7t
Aen, SSHL = 2[XtE "UID=0"8 FOES
W AIX
1. chuser 3E 22 UIDZt 02 &gt A7E2[ UIDE 100 O| &2 2 =7
(O) test AI"E2| UID & 2002 2 HHE 4<%
#chuser id=2002 test
passwd ot #x
root: X 0:  1: Super-User: /: /usr/bin/ksh
loginID: x:  UID: GID: comment:  home_directory: login_shell

(4d)) root:x:0:0:root:;/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
nobody:x:99:99:Nobody:/:/sbin/nologin

9| O = /etc/passwd Lt LHECE ""S AHESI0] EEE 2%
M R Z2EUID)ZE 0" B wHFA TS A0, "070/2e AF2 gt AR = 5+ UAS
=X 3 S Aol 2Kt 2oto] ER5HA| el YYo=z A Gl

I|O|X] 17 / 150
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1.6. root AI’Y su H|Et
Py P82 A el EEET] u-06
& os SunOS, LINUX, AIX, HP-UX A= 8t
A 24
w0 gl E“ﬂ ALEXZE su EE AFESHY 208 AR5t AL FELHY S ZH(Brute Force
Attack)O|Lt I|ARIE F= ZZ(Password Guessing)2 &9l root HotE 25T = UAZ. su YO ALEO]
S8 AFBRIDH oot AHOE BEY 4 YZZ B,
Hd ¥H
[ZE 71E]
&S . su HYOIS S D50 53 ABKIT ASSEE HBE0f Y B
Tl - su BHOE EE ALEXIIL MESIER HHE|0 A= B2
(59! W]
1. "wheel” A&(su 30 A& O8) X A5 W #E& X o7 =l
#cat /etc/group (X "group" ItY F=x: £ & FX)
wheelx:10:root admin
2. wheel 1E0| su YO E A& =+ A=Al 28 7 =2
[SunOS]
#ls -al /usr/bin/su
SunOS #chgrp security su
LINUX #chmod 4750 su
AIX [AIX]
HP-UX #cat /etc/security/user ---> default@| "sugroups=staff"' &7 =+¢l
/etc/group Ol A staff &0 s ste AET su AHE 7Hs
[HP-UX]
#vi /etc/default/security ---> SU_ROOT_GROUP=wheel &7 2}9I
3. opg @t =0l
#ls -I /usr/bin/su
-rwsr-x--- /usr/bin/su (It #$H0| 47500 22 &)
1. "'wheel” 12(su BHO| AL§ 18) X 18 W P Z1f o =l
LINUX PAM #cat /etc/group
25 0|2 A| wheel:x:10:root admin .
2.518 AF((u 330 AME OF) 23 o7 =2
#cat /etc/pam.d/su

Mz
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auth required /lib/security/pam_wheel.so debug group=wheel

EE = auth required /lib/security/$ISA/pam_wheel.so use_uid

10 M 280l HELX| @2 4% oo HetdFL Yo w2t 288 Hag

—

Udb AFEXLO| su B AE A|Bt
1. Group (4 15 98, LUtH O 2 wheel AL)
2.su BBOo OFS QEWU2 1522 BE

3.su BHO{ 9 ATt HH4750)
4.su BHO| ALE0| HRtt A™E M2 ddet A F7HEF71E Al
X LINUX 9] A2, *PAM(Pluggable Authentication Module)S O|&%t &Y Jts

o
o
)

*PAM(Pluggable Authentication Module): AFEAHE Q1E st 1 AHSXFC| AfH]
UHES LSO, PAM 2 2|7 SEZZ IS0 ALEA} €

Bl SunOS, LINUX, HP-UX
1. wheel group ‘48 (wheel 1E0| EXIX| &= E2)
#groupadd wheel
2.su FHO OF Y
#chgrp wheel /usr/bin/su
3.su BHO| Arg 3Tt HY
#chmod 4750 /usr/bin/su
4. wheel 10| su B 518 AE &5
#usermod -G wheel <user_name>
=, 2E Jetc/group TS #7510 Qo AE &

wheel:x:10: -> wheel:x:10:root,admin

B AIX

1. wheel group 4 (wheel 1-E0| EX{IX| 2= E2)
#mkgroup wheel

2.su 3EO OF #4Y
#chgrp wheel /usr/bin/su

3.su IO A et HY
#chmod 4750 /usr/bin/su

4. wheel 150 su B & AY S5

#chgroup users=<user_name> wheel

|O|X] 19 / 150
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(6ll) chgroup users=admin wheel

H LINUX PAM 2 &2 0|28 A7
1. "/etc/pam.d/su” T LS Ot Qf 20| A- (FAHA)

auth sufficient /lib/security/pam_rootok.so

auth sufficient /lib/security/$ISA/pam_rootok.so
auth required /lib/security/$ISA/pam_wheel.so use_uid
2. wheel &0 su YOS ALY ALEX} F7¢
#usermod —G wheel <user_name>
L=, Y "etc/group” HES =75t Bt AF F7t

wheel:x:10: -> wheel:x:10:root,admin

auth required /lib/security/pam_wheel.so debug group=wheel

-
ST,

=X I Jd20f =7t=l AHEL 2 & Session S8 £ HZQ! Al su

EE

of AHE 7t

I{|O|X] 20 / 150
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1.7. |29 E %4 Zo| dH
FUH 22 A e = U-07
L4+ oS SunOS, LINUX, AIX, HP-UX Y &5
SRS
IjAQE FXe| O 54 (Brute Force Attack)O|Lt THAYE =H ZA(Password Guessing)= I|5t7| 2|5t
Of INARE XA ZO|7} HEE 0 Y=X| AT WAL X[ ZO|7F BFE UK LALE BAH HHE
of s &2 &AH /3 = US
HY U

%S - AE 2|2 L0|7t 8 X 0|22 MHE|O] YUt B
F%F - T|AYIS 24 Zo|7} 8 Xt IO MHE|O Y= FL

[=hel )
#cat /etc/default/passwd
SunOS
PASSLENGTH=8
#cat /etc/login.defs
LINUX
PASS_MIN_LEN 8
#cat /etc/security/user
AIX ,
minlen=8
#cat /etc/default/security
HP-UX
MIN_PASSWORD_LENGTH=8

o MAlgh 20| HELX| B2 E% ofefe| 2ot ZL Yo w2k 23S Had

MW SunOS

1.vi HE7|E 0|83t0] “/etc/default/passwd” IS & =
2. Of2fet 20| =3 &, Al & e

(=3 ) PASSLENGTH=6

(=8 F) PASSLENGTH=8

W LINUX
1.vi HEI|E 0|85} “/etc/login.defs” IS A =
2. Of2fet 20| =8 &, Al & Y

) PASS_MIN_LEN 6

(=3
(=™ F) PASS_MIN_LEN 8

{|O|X] 21 / 150
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H AIX

1.vi HEI|E 0|83} “/etc/security/user” IS A

2. default: 222 Of2fQF 20| =X e Al AF¢
(=8 M) minlen=4

(=™ Z) minlen=8

W HP-UX
1.vi HEY7|E 0| &35l0] “/etc/default/security” Tt L=
2. Of2fet 20| =3 &, Al & ¢

(== ™) MIN_PASSWORD_LENGTH=

(== F) MIN_PASSWORD_LENGTH=8

ot

r
ot

=K @% | Yoz 9w 9l

glo

Mz
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@ ;\1% _EH st 1 {=CH Unix(Linux) o] =2}
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1.8. W A% E X AHE7|ZH 27

FUH 22 A e = u-08
L4+ oS SunOS, LINUX, AIX, HP-UX Y &5
A 2N

%= - WAL X AHE7]ZH0] 90 (12 F) 0|52 HBE[O] = B2
FoF - A= AT AHE7|ZH0] 90 €(12 F) Of3t2 EBE| A= L

29! ]
#cat /etc/default/passwd
SunOS
MAXWEEKS=12
#cat /etc/login.defs
LINUX
PASS_MAX DAYS 90
#cat /etc/security/user
AIX
maxage=12
#cat /etc/default/security
HP-UX
PASSWORD_MAXDAYS=90

2ol MAlet 2780 HEE[X| @2 8% otafel 2ot Y- w2t 285 vad

[

Ae SN 280t 78510 WA= O AME7(ZHE 90 (12 )= 278

H SunOS
1.vi BE7|E 08510 "/etc/default/passwd” TS S =
2. Of2fet 20| =X = AT A¢

(=8 ) MAXWEEKS=

(=8 =) MAXWEEKS=12 (TH9l: )

{|O|X] 23 / 150
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Xt
A
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H HP-UX

2. Ofefet &

(+3

1T.vi BEY|E

| AI‘l CC -
—

H LINUX
1.vi HE7|E 0|83} “/etc/logindefs” IAS A =
2. Of2fet 20| =8 £, M &8
(== ) PASS_MAX_DAYS 99999
(=8 F) PASS_MAX_DAYS 90 (Zt9l: &)
H AIX
1.vi HE7|E 0|8235}0] "/etc/security/user” TtLS A =
2. default: #2= OF2flQt 20| =3 L=, A &€

("8 &) maxage=0

(= F) maxage=12 (EH¢: F)

0| 23}0] “/etc/default/security” THLS A =
A Y

—

S ) PASSWORD_MAXDAYS=99999
(=8 F) PASSWORD_MAXDAYS=90 (E+2[: &)

=X WY | UUEoR 9% 9

djo

Mz
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1.9. A QE X4 ALE7|ZH HH
FUH 22 A e = U-09
L4+ oS SunOS, LINUX, AIX, HP-UX Y &5
A 2N

A9E2 BZHO| 7}
a2 TAFS S

"(I)’-IEg-l chj T _I?_— = _)I\_ .
s 212 s 7|9 MY B HE0] HAYES BB
Y wy
[BEH7|E]
¥ - fARE X2 AE7|ZH0l 121 F)2 8BE0 Y= B2
ok - WAYUE 4 Ag7|ZHo| MYE|O] x| Y= B
(gl wh)
#cat /etc/default/passwd
SunOS
MINWEEKS=1
#cat /etc/login.defs
LINUX
PASS_MIN_DAYS 7
#cat /etc/security/user
AIX
minage=1
#cat /etc/default/security
HP-UX
PASSWORD_MINDAYS=1
10 MAlgh 2750| HELX| B2 E% ot Hotd LYo w2t 23S Hae
HoHIH Uy

H SunOS

1.vi HE7|E 0]838t0 "/etc/default/passwd” IS A =
2. Of2fet 20| =3 L=, A &

S ) MINWEEKS =

%) MINWEEKS=1 (EH: )

I{|O|X| 25 / 150

Mz




Unix(Linux) EQt7}o| =20l

SEOUL MNATIONAL UNMNERSITY o] S
) =AHZ

R e R

Ver. 3.0

L d e 2018. 10. 04

M LINUX
1.vi HE7|E 0|88} “/etc/login.defs” A2 A
2. Of2let Zo| £ L&, AlF 4¢

(=73 %) PASS_MIN_DAYS

(=8 =) PASS_MIN_DAYS 1 (Ete|: &

-|0}

H AIX
1.vi HE7|E 0| 83}0] "/etc/security/user” TtAS & =
2. default 22 Of2fQ} 20| =™ £, A & el

(=8 ™) minage=

(== 2) minage=1

Hl HP-UX
1.vi HZ7|E 0|835}0] "/etc/default/security” TLtLS A =
2. Ofgflet 20| = =&, A &Y

(=™ ) PASSWORD_MINDAYS=
(%= %) PASSWORD_MINDAYS=1 (E+9l: &)

=X WY | UUEoR 9% 9

djo

I{|O|X] 26 / 150
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1.10. =283 A8 HA

FHUHE &2 AE el gZ3Cc U-10
CH& oS Sun0S, LINUX, AlX, HP-UX A= !

olad H
o3 2N

OS Lt Package 2X| A| Default 2 Yd&l= AE =2 HFE Default I|ALEE AMESH=E 4271 Bl oA

YE FHIH0 A8E = U282 AL M O|&SHX| @+ "Ip, uucp, nuucp” S2| Default AE X o4
o EQ AH
[ -

20 ot A8l EX #7E 20 = Mg £, 22EX H2 220 AE2R Qo A28 &
Of 7}sot22 B, HH, §4 52| O|f= H 0|d MESHA| Y= AE, 2228 AF, 2Ad2e 2 A82
Mo e Eo|, 717 A= HPE[X| 2 DS 82 H=HQ WAYE FF SF(Password

o
Guessing)0| 7hsotd o e AE LS| fF olF =210 o2 3.

US - BERH AWO| EHSK| L= S
3o - LA AYO| K| B

1. 0AFE A8 A o232 AE EXf o =

SunOS (X "passwd" LY & £ & FX)
LINUX #cat /etc/passwd
AIX 2. AH&3HX| @f= Default A
HP-UX (Ip, uucp, nuucp AlE EX =+l of|A])
#cat /etc/passwd | egrep "lp|uucp|nuucp”
1. 230 M 7| Y S Sl OIAE AE o282 AE =l
#cat /var/adm/loginlog (SunOS, AlX, HP-UX)
#cat /var/log/loginlog (LINUX)
LOGE ¢t #cat /var/adm/authlog (AIX, HP-UX)
ghol #cat /var/log/authlog (SunOS)
#cat /var/adm/sulog (SunQS, AlIX, HP-UX)
#cat /var/log/sulog (LINUX)
ool X|= HTEE O E = UAS
Qloil MAlSH HE ol o5 SEHQo AF A Al of2fo EotEY WMo wap =X|gt

e
HT SEE AY HY ol 2T AY M

{|O|X] 27 / 150
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H SunOS, LINUX, HP-UX

1. M0 SEE =2t AEA AE =2l

2. userdel HHOZ SEHQTH AFEXL AH ALK
#userdel <user_name>

X /etc/passwd LHHO| A AE 20|

H AIX
1. M0l S2E 2TELE ALST A 20l
2. rmuser BHO2 STGLE ALK A AH

#rmuser <user_name>

7|2Xo 2 Xchsl= Default AlH

adm, lp, sync, shutdown, halt, news, uucp, operator, games, gopher, nfsnobody, squid &

=X Q¥ | YurmoEz A% ¢

= o

djo

I|0|X| 28 / 150
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1.11. 2| X} AE0 Ease]| A =g
FUH 22 A e = U-11
L4+ oS SunOS, LINUX, AIX, HP-UX LS 5t
A 2N
AAES B2|SHE root AHO| &3 AE2 AlAH 2 It Chst §2EEH0| £0ix[0] oaZ X439
AYE SEE|0 QOO0 & ST O E 227t O| R O{X|X| Y™ S{7tE|X| Y2 LB ALEX}7} 22| Xte| MBS
2 AAH H2E £ on, ot 73 9l B 59| 4ol RO Z Qls| A|AH 2 IiE & & U
o
[ ]
HY U

rol-

¥z - HEAt 250 = 2R
o | 232

- #e[xt 2&0f £

rol-

A0l SEEI0] UK g2
A0l SEEI0] Yk BL

= - O
Sun0s #cat /etc/group (X "group" Lt £ X: £& & X)
LINUX '
root:x.0:root
HP-UX
#cat /etc/grou
AIX group
system.!:0:root

=2 AZo| &e[xt g0 == s B2 oo EA2FY - et 282 #HEY

[

S| S2E AE Y &9

o —

ot
M
e
o
rot
X
ol
=
=

Bl SunOS, LINUX, HP-UX

1.vi BH7|E 0|838t0 “/etc/group” TS A =
2.root 180 =& 222 AE AA

(Ol) root 1E0| SE& S ER% test AT AH|
(=8 M) root:x:0:root, test

(=™ ) root:x:0:root

H AIX
1.vi HEI|E 0|85t "/etc/group” IS A =
2. system A0 SE= 2L AH AX|

(o) system JE0 SEE EZa%t test A AHK

I|0|X| 29 / 150
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(=73 M) system:l:0:root, test
(=3 =F) system:l:0:root
=X g detdo=z gk gls

BWHeaua
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1.12. AH0| EX||51X| &= GID 2X|

Fo4H 72 AE el g=ac u-12
CH4 os SunOS, LINUX, AIX, HP-UX e St
Y &AM
Ogst A 18 222 Qs #420| gle 280 EXE 42 siY 18 /2 LHYUO| HIQUTFXLOA
ZE 20| AU, A™O| EXHIX| &&= *GID(Group Identification) 28 S 2Kt HE F K| 735}0{0F &t

*GID(Group Identification): Ct==2| ALEAI7F EH WM E S/ = U GAAZ|= EF OE2| 0|22 =2 HEA
2| SYOE AMELEH, ot AFEAE O3 7o GID € 7HE =+ US.

Y= - EMotx| = Aol 6D 2¥E =X 8%
FoF - EMStx| 22 AEol GID 2780] E[oYA= B2

#cat /etc/group

(% “group" ot X & FX)

gnats:ix:4al:

shadow:x:42:

utmp:x:43:

video:x:44:administrador

sasl:x:45:

plugdev: x:46f haldaemon, administrador, xan,noa
- staff:x:S0:
LINUX games: x:60:
HP-UX users:x:100:
nogroup: x:65534:

dhcp:x:101:

syslog:x:102:

klog:x:103:
scanner:x:104:cupsys,hplip,admnistrador, xan,noa
nvram:x:10S:

messagebus:x:106:

ssl-cert:x:107:cupsys

#cat /etc/gshadow
*gshadow ItY: “shadow” LtLOf| AFEAL Al 227t ML UAs AN ALE
LINUX L EMots 150 Y= §2 MY oz OF 224 X 93 238 7t
"gshadow” It L HE&= Cfg0t 122 FEE
[1EY : HH¢°45 i f=I DA = PN S 1 -, I
TI-H0| gl= A0 EMt= 42 ofafel EtE WO et AgS AL

or >

0| X] 31 / 150
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HoHdE Y
[ZH] ]

kl

t2| Rttt HESH M A

TYRUO| ENOHR| A= 18O UL B2

r

H SunOS, LINUX, AIX, HP-UX

#groupdel <group_name>
¥ TSRO0l S, O Old AFESHA| s A5Y A

EKCE I TR EEET

{|O|X| 32 / 150
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1.13. LS UID %]
FHA™ = AE el d=3E u-13
CH&F oS Sun0S, LINUX, AlX, HP-UX A= =

AMA2E2 BE ALEA AZ0 UID & FOI5H0] s UID 2 AL A} 0|8, HARE, &

AMERZEE tH3AIE. Ut SFE UID 7t EXE 2 ALHOM LS AR 2148t EH7F &
AL
T

=
O, SAXOf 2ok 7l FE S 23 HojE RE LY Alo= ZAF F=X0| of A E

%S - SUH UID = LHE AR A0 ZHSHX| Y= B2
3% - SUB UID 2 LHE AR AWO| ZRotE B

#cat /etc/passwd (X "passwd" It 71x: 2 E FxX)
LrootWroot root|# cat /etc/passwd

SLRC SRRl » oot :x: 0| 0: root:/root:/bin/bash
I XI)@lbin:x:1:1:bin: /bin:/sbin/nologin

daemon:x 2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin

o MAlgh 20| HELX| @2 % ofefe| 2ot LYo w2k 288 Hag

[@ 2 w=]
Hotd¥YH
[Z=X] gt
SYStUID 2 A7 E AFEX AEL UID E ME CHE g2 #HE

H SunOS, LINUX, HP-UX
usermod B@HOZ ZAUSH UIDE A&l AFEX} AEC| UID HE

#usermod —u <HALY UIDGL> <user_name>

H AIX
chuser o2 SUSH YIDE ™= AFRXF A ™o UID HA

#chuser id=<#HZAZ UID Zt> <user_name>

=X 3 getgoz g gl

dlo

{|O|X] 33 / 150
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L NATIONAL UNIVERSITY DS Ver. 3.0 Ztd - 2018. 10. 04

1.14. AF8 X} shell A

Fo4H 72 AE el g=ac U-14
CH4 os SunOS, LINUX, AIX, HP-UX e St
Y &AM
20010 2 Q= AHEE 0|88 A|AHO0| H2SH0] ALEAte] HHOIE siAMst 488 7tsd0| A=

£, /bin/false *“'(Shell)% 2o 2212 K&

*H(Shell): CHet AFERE QIEHO|A2M, 2 BHM(0S) 71 2 HASH EXHSI0] AHEAe] -0 E Oldst il ddllet

% - 271910] QLXK %42 HHHO|| /bin/false(nologin) 0| H0k|0f Y= AL
F ok - 2a0l0] Zastx| 242 Aol /bin/false(nologin) 0| R O{E|X| gt AL
(gl wh)
#cat /etc/passwd | egrep
SunOS "Adaemon|Abin|Asys|Aadm|~listen|*nobody|*nobody4|*noaccess|Adiag| A listen
LINUX |*operator|*games|*gopher" | grep -v "admin"
AIX games: x: 12: 100: games: /usr/games: /sbin/nologin
gopher: x: 13: 30: gopher: /var/gopher: / sbin noEogln
HP-UX ftp: x: 14: 50: FTP User: /var/ ftp: /sbin/nologin
nobody: x: 99: 99: Nobody: /: / sbin/nologin
nfsnobody: x: 65534: 65534: Anonymous NFS User: /var/lib/nfs: /sbin/nologin

A2glo] LRt AN Bels  /bin/false(nologin) 20| ROIE|0] YX| g2 A of2fel ot HuYy
of ufet HYES WA (x BEA AW ALY S0 w2t Ko7t US)

H oMM X HbeH

[ZX] )
E2730l0|] 2adkX| 42 Aol Cisll /bin/false(nologin) & £ 0f

Bl SunOS, LINUX, AIX, HP-UX

1.vi HE7|E 0|83} “/etc/passwd” LS A &

2. 2101 & 2520 A T OFX|2H0f| /bin/false(nologin) 0 3 #HZ
(=™ ) daemon:x:1:1::/:/sbin/ksh

(=8 2) daemon:xx:1:1::/:/bin/false ==, daemon:x:1:1:/:/sbin/nologin

Yoz =a0lo] 2Eash AH

adm, Ip, sync, shutdown, halt, news, uucp, operator, games, gopher, nfsnobody, squid &

OlH}IA O] 7
—_ —

.u.

S o
? I 8=

=k Yg e _ N _ N
25t AL “/etc/shadow” Lt UM SHE AHO| IHARE =X O EZ =0l

]
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1.15. Session Timeout 8™

Hoy 7 A el EEET] U-15
CH& oS SunOS, LINUX, AIX, HP-UX e St
ol 24
AZo| & HEfz LR[E 2 AUTHO| §l= AEXIAH SAILHO| =250 42X FHo=z ALEE
T Aoz U A7 0|7 OfiHgt O|HMETL HUSIHK| o™ HAS SRSt Session Timeout 2780| &
st
Hd ¥H
[BEH7|E]
%S - Session Timeout O] 600 X£(10 &) 0|5}2 HH™HE|0 Y= AL
F|2F - Session Timeout 0] 600 X(10 &) 0|s}=2 HME|X| 22 AL
(= ]
#cat /etc/default/login
SunOS TIMEOUT=600
export TMOUT
<sh, ksh, bash AH& Al>
#cat /etc/profile(.profile)
TSR TIMEOUT=600
. export TMOUT
HP-UX
<csh A& Al>
#cat /etc/csh.login EE&, #cat /etc/csh.cshrc
set autologout=10
210 MAlet 2780] s M| HEEX| G2 42 ot 2etd YU go et 48 HEE
Hotd¥YH
[ZX] ¥
600 =(10 =) 52 20| glg B8 BHE Sessions BEF 273
H SunOS
1.vi HY7|E 08310 “/etc/default/login” IS H =
2. Of2ot 20| 7 EE, A7 4
TIMEOUT=600 (ThH?l: %)
export TMOUT

Mz
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H LINUX, AIX, HP-UX
- sh(born shell), ksh(korn shell), bash(born again shell) Al83%t= 42 -

1.vi HE7|E 0| 873}0] “/etc/profile(.profile)” IS A =
2. Of2fet 20| =3 =, F7¢

TIMEOUT=600 (THl: X)

export TMOUT

1.vi HE7|E 0]838}0 “/etc/csh.login” &, “/etc/csh.cshre” Y S A =

DLHY X2 A8 B3R T AFel g T o= 600 = Of4
=X g of AlZh &
(o) root 2 2L & & BL /profile, /bash_profile S0 600 & O] 4 2 &

{|O|X| 36 / 150
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2. ot Sl C|HE{ 2| g
2.1.root &, A C|3E{2| Aot A o2 A%
Had & ot S CIE 2] e gE31E U-16
& oS SunOS, LINUX, AIX, HP-UX HE= At
A 24
root AE2| PATH gt H==0f .~ (%X} ClAE 2| X|H)0| Zex|0 U2 H, root AEHL| QAZIXIE QIsH H| 2|
EHo= AXf ClAHe|of /X5t Ae HHO7L HdAE = UASZ. = “"0| Jusr/bin O[Lt /bin, /sbin & EH
o =0| X5t %lt ClHE 2|20 M5 XSt AS B2, root AE2| Q177 £ BEHS £t
O, H[QIZ7IX7 28N o= IX|A|7] oS HAl5tY of7[X] @i2 ZA0E 712 = U,
R =l PATH 9| *df-:— el S0 j"*H tnof o8& &= ooz " 0t ofL|2t H|QUIZIA 2HE = 4
ot CIAEZ|E fMez 712|7|X| =& HdEE.
Hd 4
[BHE 7| Z]
OFF - PATH BHZHZ0] »~ 0] T Qo|Lt S0 EFEX| %L B
#oF - PATH EZ#%:0] . 0] M Qo|Lt S7Ho| E&HE|0] Y= B
[ghol H]
SunOS #echo $PATH
LINUX /usr/local/sbin:/sbin:/usr/sbin:/bin:/usr/bin:/usr/bin/X11:/usr/local/bin:/usr/bin:
AIX Jusr/X11R6/bin:/root/bin
HP-UX Q|et 20| £8E|= PATH tﬂ# LHojl ».» EE=, 3 o 5 =l
PATH == L{Of| »”, »:" O| TH 2t0| EXHSt= 4% ofefel Eotddu o et 482 HEY
HoH YU
[ZX] &)
root Aol stA B MY A"/ profile”, “/.cshrc” S)1t "/etc/profile” SO PATH BHZ 40 Zstz|of QU
£ x| C|AEZ|S LEILHE "8 PATH &4 i4=0| OIX|% S 2 0|5
"/etc/profile”, root A|H2| StAHS MY, YHtAFe| et MU S =XEo 2 HMEo =0l
SHELL 0f Uizt ®B=kl= 4 48y
/bin/sh / etc/profile, $HOME/.profile
/bin/csh $HOME/.cshrc, $HOME/.login, /etc/.login
/bin/ksh /etc/profile, $HOME/ profile, $HOME/kshrc
/bin/bash /etc/profile, $HOME/.bash_profile
x 2 ClEHz(of 2-E 20| 71 =4 HEE|0 %5 PATHZ 23 E

Mz
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Hl SunOS, LINUX, AIX, HP-UX

1.vi HE7|E 0|83} root AE2| &7Fm e (~/.profile 1t /etc/profile)E & =

#vi [etc/profile

2. Of2flet 20| +=H

(=8 T) PATH=..$PATH:$HOME/bin

(=8 F) PATH=$PATH:$HOME/bin
7

X EBHBS IYS 05 HE 7MY C1E + 98
X A AUH Ol HS 3 912
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Hory 78 o 9 CIE2| B g=ac U-17
CH 4 oS SunOS, LINUX, AlX, HP-UX e A
A 24
AQATE ERYSIR| G THY L CIEZIE #X) 30| Qs RHEIT, BE|, H 5)0 2R 7L, 22| 42
2 Qo) 471 THAY TH5A0| g BHof 52 THY Y CIE2Y Z2 BX7t Y 4+ ooz art Ue

U2 - 2RX7F EMSHR| 52 nrY 3 CIMEE| 7t EMSHR| = 2
o - 29Xt EXSHA| 2 ThY U ClAEE T} EXSHE A
(= ]

SunoSs, 287 X7} nouser, nogroup @l THAO|Lt CIHE{2| A4

AIX #find / -nouser -0 -nogroup -xdev -Is 2> /dev/null
HP-UX #find / W( -nouser -o -nogroup W) -xdev -exec Is -al {} W; 2> dev/null
LINUX #find / -nouser -print
#find / -nogroup —print

25 X7t nouser, nogroup Q! TFYO|Lt C|AE 2| EXst= 2% ot2fe| 2ot 7darof waf CjaiE 2| S of
(o]

o MF| i, £RK X IES HEY

—

[_7.!_*' HI-H'I]

SFAZE EMSHA| G2 o S CIMEE| AR =, AFA #HE

H SunOS, LINUX, AIX, HP-UX
1. 2[A7F EXSHA| = OiEO[LE LM EZ| 7 22t 32 m BB 2 4
#rm <file_name>
#rm <directory_name>
X ATHE Ty E=, CIAHZ|Y 2
2. 2% B2 chown 382z 27X & OF #HE

#chown <user_name> <file_name>

=X 9% | o

—

Al

ol A

o
|_OTC<JD:|

0o
Q
dlo
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2.3. /etc/passwd It 29X} ! Mot dH

FHUH = oty % ClEE 2] 2 SGEIC u-18
& oS SunOS, LINUX, AIX, HP-UX HE= At
Y 2

"/etc/passwd” T2 AFEXO| ID, A E(EQHA Y2 EA|), UID, GID, & ClAEEHZ|, & HEE
S8 OYE 2Kt 0|2 AFEX}T} "/etc/passwd” THYO| B2 Al root M3t 50| 7HSSIERE df
of & Hetstofof gt

N Y

U=Z - [etc/passwd ItYU2| &7 X7} root 0|1, ATHO| 644 0|51 AL
F 2 - /etc/passwd Tt Q| & [ X}7} root 7t OFL| AHL}, H5HO| 644 0|57} Ol A

[(=hel W)
SEEOS "/etc/passwd” TFRO| AF A Sl ot 20l
LINUX
#ls -1 /etc/passwd
AIX
Y r--r--r-- root <passwd If 2>

"passwd” L 2O [ A7} root 7t OFL| ALt ThH Q| #SHO| 644 O|St7} Ol Z% of2fe| 2ohd g &y

|
ot 9YS WYY

o O

[Z=X] EH]

"/etc/passwd” YOl AF XL I Aot HA (ARt root, HTt 644)

H SunOS, LINUX, AIX, HP-UX
"/etc/passwd” LS| A/ X} 8 Aot HE (A&F X root, Tt 644, HP-UX = 400)
#chown root /etc/passwd

#chmod 444 /etc/passwd

X QE | LurHQ YL A ¢

dlo
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2.4. /etc/shadow It A QX U Hst MH
FHUH = oty S CjaEe| 2el gE3ac u-19
& oS SunOS, LINUX, AIX, HP-UX HE= At
Y 2
"/etc/shadow” I L2 A|AHIO| SEE ZE AES INAEES L2otE HEZ ME & 25t A= 58
OIIUZ root AEHE Mot ZE AFEXIL| S MTHstofoF & s meof Chot #ot 22| 7F O| RO X|X|

i
S 42 D A AL FEIL FEE LEE 5 U= 20| EXM.

HE 4
(BT 71F]
U= - Jetc/shadow LIYUL| & [ X7} root 0|11, HTHO| 400 2! &
Fof - /etc/shadow LY 2| & [ X}7} root 7t OFL| AL, ._P_*OI 400 0| ol A2

25U S
SunOS # Is -I /etc/shadow
LINUX r-------- root <shadow 4 &>
# |s -Id /etc/security/passwd
AlX r-------- root <passwd I} &>
# Is -Id /tcb/files/auth
HP-UX r-------- root <auth LCJ2/E 2>
1o MAlE ot S C[EE2|e 27Xt root 7t OFL{ ALt T 2| #5H0] 400 O] OFl &% otzfe| Eordd
YO o2t 2 8S HEg
HoHBYH

[Z=X] &

“/etc/shadow” LfO| A8 X

#o
il
o
rE
N

A (2Kt root, ETH 400)

Bl SunOS, LINUX
1. "/etc/shadow” LYol AKX I AT =20l

#ls -| /etc/shadow

M

2. "/etc/shadow” Tt | A~F At 8 Hot HE (AF]X} root, #TH 400)
#chown root /etc/shadow

#chmod 400 /etc/shadow
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H AIX

AIX MHE 72X 2 2 "/etc/security/passwd” THA0| IAQES A 3lst0] XMEH22[st2 2 s

CloHZ| dots 7|20 A 2738

Jok
re

1. /etc/security/passwd C|AE{2[2] A X W Hot
#|s -Id /etc/security/passwd

2. /etc/security/passwd CIEEH2[C] AFXH & Hot HE (/X root, #TH 400)
#chown root /etc/security/passwd

#chmod 400 /etc/security/passwd

Hl HP-UX

HP-UX MH& Trusted Mode2 H&tet AL MAYEE A55}810] “/tcb/files/auth” CIHE 2|0 A
OlL{Zxt AEFo et L2 M -2hel 7

1. /tcb/files/auth ClEE{ 2|2 28Xt S At 20l

#ls -Id /tcb/files/auth

2. /tcb/files/auth CIHEE[2| A7 AL & #Hot HE (/X root, HEH 400)

#chown root /tcb/files/auth

#chmod 400 /tcb/files/auth

XYY | 2Nl Y

gjo

o ol
7 g el
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Ho

2.5. /etc/hosts oY A 5K} 5! Aot H%
Hoy P2 o 9 CIE2| B g=ac U-20
& os SunOS, LINUX, AIX, HP-UX fEE Ab
ol 24
"/etc/hosts” LYU2 IP FAA DAEH QS 1Y St=0 AHEEl= ThY0|H, O] It 2@t 4H0o| &R
HEEO UAS BF A2H2 A|AEZ ME|SHA E|EZ “/etc/hosts” LA O Lot 2 AHoHE2 Moot U=
X gz
7wy
[ETH 71F]
U - Jetc/hosts THL 2| 2 FXI7} root 0|11, HTHO| 600 Q! &
F o - /etc/hosts L] [ X}7} root 7} OFL| LY, ._‘.’_*OI 600 0| ol 3£
(gl W)
SunOS
LINUX “# |s -1 /etc/hosts
AIX [ — root <hosts I} >
HP-UX
"hosts” L Y| A7 X7t root 7+ OFL|AHLL LUl #Bk0| 600 O] Ol Z2 of2fe| EetddurHo| et 47
= Hge
HOoHI T
[ZX] 2]
"fetc/hosts” THA Q| AFXH A Aot HA (AFAt root, H2H 600)
H SunOS, LINUX, AIX, HP-UX
"/etc/hosts" LAl A F At I Hot HE (AF X root, Ht 600)
#chown root /etc/hosts
#chmod 600 /etc/hosts
K YY | Nl B ¥ 9l
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2.6. /etc/(x)inetd.conf It A9 X} 5! Aok A

FUH 22 ot S ClaE 2] 2] g=E3LC U-21
L4+ oS SunOS, LINUX, AIX, HP-UX LS At
A 2N

QI FoO= MHA SFEMAQ inetd.conf(xinetd.d) IO CHst H2Ast Mot oFE FHA.

Inetd.conf(xinetd.d)2| 20| 2R 280 AS 47 HAZHAZE eo[Hol 23S St root
Y22 MHIAE HPAA 7|E M| 20| s & 5 US.

IEIY IO =: 2| F HIE/T2 20| AS I “/etc/inetd.conf'0f| SZ& iF Z2 I AW ME[AZO| HE2S

U= - /etc/inetd.conf WUL| & FX}7} root 0|11, ATHO| 600 2! Z
F ek - /etc/inetd.conf THU2| &R X}7t root 7t °H—|7‘|'—|', i‘.’iol 600 0| ol 3%

=2 3
STk "/etc/inetd.conf’ T2 &R K} & Aok =0l
LINUX #ls -| /etc/inetd.conf
AIX
e IW-====-- root <inetd.conf It 2/ >
"/etc/xinetd.conf" LY Sl “/etc/xinetd.d/" St¢ 2= L2
A9 9 B ol
LINUX #ls -l /etc/xinetd.conf
(Xinetd) #ls -al /etc/xinetd.d/*
IW-====-- root <xinetd.conf Z} 2>
w------- root <xinetd.d C/2EE Lf BE& of >
QIEUl FIO2 MH[A AFOL ol &~RFXH7} root 7k OFL[ALE IHUO| #H$HO| 600 Of Ol &< Of2fol ot
2o et 28 sad
Hotd¥YH
[ZX] ¥
“/etc/inetd.conf” ItAO| A Q X}t 8l Hst HA (AQX} root, Tt 600)
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B SunOS, LINUX, AIX, HP-UX
“/etc/inetd.conf’ Tl AQ K}t Gl AHSH HA (AS X} root, B3t 600)
#chown root /etc/inetd.conf

#chmod 600 /etc/inetd.conf

H LINUX - xinetd

"/etc/inetd.conf” Tt Q| A7 At & ot HF (/X root, HEH 600)
#chown root /etc/xinetd.conf

#chmod 600 /etc/xinetd.conf

X "/etc/xinetd.d/" ote| CIE{Z|0f F 4ot THULE P S Lo YYHOZ XX

=k Gk OlH} A O]

=2 1=

ox

(0:]
o

oo
£
bjo

o
M
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2.7. /etc/syslog.conf It AFX % Aot M7
Fo4d 7= oty % ClEE 2] 2 gE3c U-22
& oS SunOS, LINUX, AIX, HP-UX HE= At
e 24

o
=
>

I

"/etc/syslog.conf” It &2
6H|:o|- H_I.OIQ I:I:|7=lc>|- S O-IEE
x

]
YYHOE J| 2K %ot WYUK BN Ei, AIAY OF AS Hes| 2NY

X7 ”
oo o

]
U= - Jetc/syslog.conf U] 2 JX}7} root 0|11, HTHO| 644 Q1 B2
F e - /etc/syslog.conf TtUL| £ FX}7} root 7} OFL| AL, H2HO| 644 7t O}l AL

it

otk 7

[

A

—

= - O
SunOS N
"/etc/syslog.conf” U] A X & Hot =0l
LINUX
#ls -I /etc/syslog.conf
AIX
rw-r--r-- root <syslog.conf I} &>
HP-UX

"syslog.conf” Lt &R X7t root 7F OFL{ ALt MAO| #oHO| 644 7F Ot Z-% orzfel Hotd o
ot 4 HEy

HOHH Y

[Z=X] =]

"/etc/syslog.conf’ IO ALKt Gl M HA (AKX} root, HT 644)

Hl SunOS, LINUX, AIX, HP-UX
"/etc/syslog.conf” TtUO| ALKt Gl HSt HA (AKX} root, HT 644)
#chown root /etc/syslog.conf

#chmod 644 /etc/syslog.conf

X Y | UHH S Y @

dlo

o
oT
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2.8. /etc/services oY A QX 3! Aot MH
FHUH = oty S CjaEe| 2el gFIC U-23
& oS SunOS, LINUX, AIX, HP-UX HE= At

MH|2 228 91} ALBEIE Jete/services THUO| UBt AFGXIO] Ofof H2 9L #ZO| THsohB, Hamel
MHIAZ RBHSP{LE S18EIX %S AHIAS Ofo|Moz MM HAMDE LUAZ & US. T2tk
AQA HY BYS Sof HIS NSH00f 3.

N Y

%S - Jetc/services It F7t root O] 11, HH0| 644 Q1 AL

F2f - /etc/services LtYU2 {7t root 7} OFL|{ 7{L}, HTHO| 644 7} OI! B2

= - O
SRR "/etc/services” LU AR Kt Bl AT =40l
LINUX .
#ls -| /etc/services
AIX _
wW-r--r-- root <services If />
HP-UX

“services” LU Q| ARXt7t root 7t OfL|AHLL LU0 HSHO| 644 7t Ot ZL Ofefe| = ok gdutof et

8Hg By

[Z=X] EH]

"/etc/services” LS| A2F X & Hot HA (AFX} root, Hot 644)

H SunOS, LINUX, AIX, HP-UX
"Jetc/services” Lt YO AKX}t & A3t HA (AKXt root, HTt 644)
#chown root /etc/services

#chmod 644 /etc/services

X @Y | UHO FS 4 2

dlo
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2.9. SUID,SGID,Stick bit A% e ™A

FHUH = oty % ClEE 2] 2 SGEIC U-24
& oS SunOS, LINUX, AIX, HP-UX HE= At

olad H
o3 2N

*SUID(Set User-ID)2t *SGID(Set Group-ID)7t HE &l mA2(E3], root & °| e '°_I 8% 58 BHEO
HAUSHA root M 25 A FHHMH|A HOHE & Z ?

HXNzh ae|7F 2 est

root 272 SUID IOl A0 & Zest MtdS XMelstias SUID, SGID £d82 MAsIFL, 2R
MEE|0f 2Ot QF0| | Y=X| F7|HQl FCH 8l #a| 7 L E.

*SUID(Set User-ID): M7=l It M3 Al £§F &Y +=HS 2[510 LAHCE It AFAQ| A2 A &.
*SGID(Set Group-ID): 278 & T Al Al EF 2 =S 2151 AHLE ot 2/ AF°| Hots 24
M

Us - Fo ntYol Ao suID 2t SGID of Cist dHo| £oix|of AX| U2 F
Fof - =2 el #$Hoj| suID 2F SGID of C$t dHo| £0{%|0f U= HR
[(=hel W)

SunOS

LINUX OSE =8 mof CHt SUID/SGID A7 o & =0l

AIX #ls -alL [check_file] |awk {print $1}' | grep -i 's'

HP-UX

F2 o 22823 SUDID/SGID 7t B8 = 42 otefel 2ordy et of 2t SUDID/SGID & MAHE
HoHdgus

[Z=X] ¥4

H SunOS, LINUX, AIX, HP-UX

T HMA g™

#chmod -s <file_name>
2. 7150l ZA Y

#find / -user root -type f #( -perm -04000 -o -perm -02000 W) -xdev -exec Is -al {} W;
3. HEEAl AFEO| Rt 32 £ AS0MT AESIEE Kotols L™
LF AFEAL| Setuid AFHES Motet (Relel AER 7ts)
#/usr/bin/chgrp <group_name> <setuid_file_name>

#/usr/bin/chmod 4750 <setuid_file_name>
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W Of2He| EOAM mHUHS

#o15}0f SUID, SGIDS H|#3s}ofof &

SunOS

Jusr/bin/admintool

/usr/dt/bin/dtprintinfo

/usr/sbin/arp

/usr/bin/at /usr/dt/bin/sdtcm_convert /usr/sbin/lpmove
/usr/bin/atq /usr/lib/fs/ufs/ufsdump /usr/sbin/prtconf
/usr/bin/atrm /usr/lib/fs/ufs/ufsrestore /usr/sbin/sysdef
/usr/bin/Ipset /usr/lib/lp/bin/netpr /usr/sbin/sparcv7/prtconf
/usr/bin/newgrp /usr/openwin/bin/ff.core /usr/sbin/sparcv7/sysdef

/usr/bin/nispasswd

/usr/openwin/bin/kcms_calibrate

/usr/sbin/sparcv9/prtconf

Jusr/bin/rdist

/usr/openwin/bin/xlock

/usr/sbin/sparcv9/sysdef

/usr/bin/yppasswd

/usr/openwin/bin/kcms_configure

/usr/dt/bin/dtappgather

/usr/platform/sundu/sbin/prtdiag

LINUX

/sbin/dump /usr/bin/lpg-Ipd /usr/bin/newgrp
/sbin/restore /usr/bin/lpr /usr/sbin/lpc
/sbin/unix_chkpwd /usr/bin/lpr-lpd /usr/sbin/lpc-Ipd
/usr/bin/at /usr/bin/lprm /usr/sbin/traceroute
/usr/bin/lpq /usr/bin/lprm-Ipd

AIX
/usr/dt/bin/dtaction /usr/dt/bin/dtterm /usr/bin/X11/xlock

Jusr/sbin/mount

/usr/sbin/Ichangelv

HP-UX

/opt/perf/bin/glance

/usr/dt/bin/dtprintinfo

/usr/sbin/swreg

/opt/perf/bin/gpm

/usr/sbin/arp

Jusr/sbin/swremove

/opt/video/Ibin/camServer

Jusr/sbin/lanadmin

Jusr/contrib/bin/traceroute

Jusr/bin/at

/usr/sbin/landiag

/usr/dt/bin/dtappgather

/usr/bin/Ipalt

/usr/sbin/lpsched

/usr/sbin/swmodify

Jusr/bin/mediainit

Jusr/sbin/swacl

/usr/sbin/swpackage

/usr/bin/newgrp

/usr/sbin/swconfig

Jusr/bin/rdist

/usr/sbin/swinstall

=X B
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s ot 2/ Xt root £, oS AE22 X80 A,

or
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SunOS
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#ls -| <

.
o

FAFEAL A7) #

—

AIX
HP-UX

Qld

#chown <user_name> <file_name>
=

#chmod o-w <file_name>

(".profile”, ".kshrc", ".cshrc”, “.bashrc”, “.bash_profile”, “.login", ".exrc”, “.netrc

H SunOS, LINUX, AIX , HP-UX
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H| g <+ ol ERRER 5
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B0 | %0 | oy | G0 NH O x s = I -
g =@ xFga |[MWKT T Wa S
RE | | OF |y B0 H o | RO mu o & o
H ol Wl o% g W

=

HF EH
o

FAFR R A7)

—

HP-UX
“world writable” It =X A| At

AIX

old

=
#rm -rf <world-writable It H >

#chmod o-w <file_ hame>

world writable It Zxjf of
H SunOS, LINUX, AIX, HP-UX

2. It APK|

1.

2.11. world writable o} M ZA
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2.12. /dev 0| EXSIX| %= device Tt A
FUH 22 ot S ClaE 2] 2] = u-27
L4+ oS SunOS, LINUX, AIX, HP-UX LS At

o|lad H
o 2

ClHtO|A7F EXBA| B L 0|F0] ZX Y E B A" 2 */dev CIHEZ[0

S ZHE YXI5H0{OF gt

AN TS 48510

oS LEAFG. Wt HH EXMSHX| B= CIHO|AS ROF HAZ22M root Tt ALY &4 8 CH2

 fdev CI2E2]: =218 BA| YIS B3 Rl /dev CIEI2]E /devices CIAEI2(0] Qs S2/H B| TH0] Ot A2
2 Y39 O1F SO mi0 § mio 2 HR A FL TN THU0| ME MHE AT 20| Clufolx 0F ¥ oF
Al root T A[AEIO] Of2{E Lo Z WX /dev LIFE 2|0 AlSHM ThS W&

N
[BHEH 7] E]
%S - dev Of NS THRY M $ ZXSIX| 2 device TS A FL
#19 - dev Ofl ThE THY 0T, Ei, ZXSHX| 2 device THYS WHF ZL

LINUX devOl| ZXH5HX| %= device It HH
AIX #find /dev -type f -exec Is - {} #,
HP-UX

EXOHX| = CIHFO| ATt “dev' EIHE 2] IO EXot= BF ot Hetddy

B0 et M A gt

Hor

=X SH]

major, minor, number £ ZtX|X| %= device I+ XA

Bl SunOS, LINUX, AIX, HP-UX
#find /dev -type f -exec Is -| } W, YHLE =0l =

X major, minor numberE 7HX[X| = device® 42 AK|

- OT o

IX QF | YurHQl AL Ay 9
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2.13. $HOME/.rhosts. hosts.equiv AL FX|

FHUYE 7= o Sl O E 2| 2hel gFIC U-28
L& oS SunOS, LINUX, AIX, HP-UX ™= =
e 24
rcommand AtEE S0t ¥4 HE2 *NET BackupO|Lt CHE 82 AFEE[7| & StLt, Eok4t O F| st
Of MH|A ZEJL FERUS B% 58 TE 75 H AILH Tof 24 S TshAtnel Aelo] &, 2Hef AL O]
=7t et 42 /etc/hosts.equiv It 8 rhosts Tt AFEALS root &£, oY AE 22 A 7| #ok= 600
o= MdESID Y oY Ao '+ HFE(ZE ZAE 58)0| ZEE|X| U= E T
*r'command: 215 810] 22| Xto| YAYEZ 7Is55IA St B-HO{EE rsh(remsh), rlogin, rexec 0| US.
*NET Backup: 0|7|& 2 QXA 7t S X|ASt= Symantec A H QY Bl 54 E2 T
Hd 4
(BT 71E]
U= - login, shell, exec A{H|AS AFESIX| 7L, AFE Al OF2fe} 22 H%Ho| HEEH 32
1. /etc/hosts.equiv X $HOME/.rhosts Tt AR X7t root £, SiY AHQ B2
2. /etc/hosts.equiv 2 $HOME/.rhosts Tt #3H0| 600 0|52 B2
3. /etc/hosts.equiv & $HOME/.rhosts Tt Y A7-0| '+ 40| gl 2%
F|2F - /etc/hosts LA Q| 2 F X7t root 7} OtL| 7L}, # 0| 600 O Ol AL
[=hel W)
1. Y &/ XF & A =0l
#ls -al /etc/hosts.equiv
#ls -al $HOME/.rhosts
w------- root <hosts.equiv I} 2 >
STk w------- root <$HOME/.rhosts 12t &>
LINUX
a5 2. A8 8+ B0 HEY =2
HP-UX #cat /etc/hosts.equiv
#cat $HOME/.rhosts
« /etc/hosts.equiv : AH A7F op
« $HOME/.rhosts : &8 AtEXte| 478 It
"/etc/hosts.equiv X $HOME/.rhosts” Tt ARQ X7t root 7t OfL| 7Lt It Q| H5HO| 600 O| Ol A< Of

Mz
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giol 2otd Yo et 28 BHEdy

—

[ZX] g

1. /etc/hosts.equiv X $HOME/.rhosts It A~FAE root £, Y AHez HE
2. /etc/hosts.equiv A $HOME/.rhosts It #

3. /etc/hosts.equiv H $HOME/.rhosts It A "+ & HAHSILD BLEA| ER3%E &
e 2d)

Bl SunOS, LINUX, AIX, HP-UX
1. "/etc/hosts.equiv’ H “$HOME/.rhosts” T 2| AFXHE root £+, ST AHC=E HY
#chown root /etc/hosts.equiv
#chown <user_name> $HOME/.rhosts
2. "/etc/hosts.equiv’ H "$HOME/.rhosts” It 22| #stS 600 O|5IZ Y
#chmod 600 /etc/hosts.equiv
#chmod 600 $HOME/.rhosts

—

3. "/etc/hosts.equiv’ X “$HOME/.rhosts” It LA “+"E N AHSID 3|8 TA

Im
%
-
oz
on
S

#cat /etc/hosts.equiv (or $HOME/.rhosts)

+ + DESAEQ BE HHE AME
+ test DOE SAEQ| test A ™S AME|
Web1 + Web1 ZAEQ BE HHEZ AME|

X FEF UdrN ol 42 gk el

I{|O|X] 54 / 150

Mz



MECHSHE Unix(Linux) 5 9F7}0| = atol
@ ;\1. 2y 3t m {=CH Unix(Linux) o] =2}

P ATRRAL HR R ZA D Ver. 3.0 L d e 2018. 10. 04

214. ¥4 1P U ZE H|3

FHUH = oty % ClEE 2] 2 SGEIC U-29
& oS SunOS, LINUX, AIX, HP-UX HE= At

olad H
o3 2N

UNIX A|AEIO] H33St= Telnet, FTP & H2 HEQA MHAE E3t
=

° =
AlA% BSHALDE WX|5}7| 215101 TCP Wrapper 08101 HBHEl 1P ZAUMS HAY 4 A=S HHE,

UZ - /etc/hosts.deny MU0 ALL Deny H% = /etc/hosts.allow miU0) M2 5|8 EH TAEE &

(29l )
sunos | Al deny Mg ol 9 B2 312 Ip ¥4 g0l
LINUX #cat /etc/hosts.deny
AIX #cat /etc/hosts.allow
All deny M-8 20l 8l MH|A 2 Jhs 1P =0l
Hp-UX #cat /var/adm/inetd.sec

Ql0] HAISH THUO| ZXSHR| %7LE All deny BHO| HEBEX| @ L £, AIAH B2 M3 P 8T I
9 Al Of2fe] Bt WM Met NS WY
Horayury

[Z=X] EH]

/etc/hosts.deny THL Ol ALL Deny E7 = /etc/hosts.allow LU0 F2 518 IP 55

H SunOS, LINUX, AIX

1. vi BE7|& 0|85l “/etc/hosts.deny” THAS A = (S mH&O| 81

mjo
oX
4o
=
u
0=
0x

2. Ofefet 20| =3 &=, M &Y (ALL Deny 27%)

=8 ®MHd9 g

(*78 :.5—) ALL:ALL

3.vi BEY7|E 0|83l "/etc/hosts.allow” TS A = (S LYUO| gls A Hd)
=8 48 9=

(=7 F) sshd : 192.168.0.148, 192.168.0.6 (CIE MH| AL ST HAloZ M)

I{|O|X| 55 / 150
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< TCP Wrapper M0 75 MH[A >
§ SYSTAT, FINGER, FTP, TELNET, RLOGIN, RSH, TALK, EXEC, TFTP, SSH

o 2ofs &0l ®MojE >

I- |p A A'II-I

< TCP Wrapper= C}S & ot

§ /etc/hosts.deny --> A|AH

=
|'0|'
Mot

§ /etc/hosts.allow --> A|AH

ot ﬂ II>| mo

§ not in either --> ZE M2

Hl HP-UX
HP-UX MH Q| AL “/var/adm/inetd.sec” LIS O| 250 MH XIHHOZ

o0l EXHSHR| 2 42 “/usr/newconfig/var/adm/inetd.sec” MZ LY S

1.vi HE7|E 0|23810] “/var/adm/inetd.sec” TS A = (3

ol
_|$_|
e
o
£Q
jo

2. Of2iet 20| =7 =, Al &f Q) (ALL Deny &%)
§ telnet 22 9| 2= F& KTt => telnet deny ****
O

§ telnet &2 3| IP S 2 => telnet allow [telnet L S| IP S 2]

(CHE MEIASE flot et BEoz 479)

=X 3 SEERX B2 Ip= 85 =7t

I{|O|X| 56 / 150
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2.15. hosts.lpd ot 2 /X 3 At 4%

S T2 9 ClEE e e g=ac U-30
CH & oS SunOS, LINUX, AIX, HP-UX FEE st
oA 24

*/etc/host.Ipd TFUO| Lt AEX7F 2 4= ULt O] ThES 7HK| A host THUO| H 23t 542 & =

|
A0 B Z Jetc/hosts.lpd THYUQ| A QX I{O|M XS =0l

YN 7+ WS K| ASHE Symantec At] WY U BT £ L,
o HE
=

— | = O
*host.Ipd Jlfa EZ ZEZE MHAE M8Y = Ui S7tE ZAEAEA) HEE B e TS T (hostname
ol

[7t root O] 11 Other Off 227| H 0] EO{x|0f AX| 24
7t root 7t OtL| 11 Other Off 227| J$H0| O L[] Q!

L o
:7O:|'I'
L o
:7O:|'I'

25U S
SunOS
LINUX #ls -| /etc/hosts.Ipd
AIX IW-====-- root <hosts.|pd It 2/ >
HP-UX

hosts.Ipd " T2 2| &7 A7} root 7t ObL{ ALt IHA 2| HTH0| 600 Of OFEl &2 Of2fo Hobd YA #of what

(=] )

hostlpd Tt 2| HO|4S =I5t H{O|4d 600, Lt 2FAHE root 2 HE

Bl SunOS, LINUX, AIX, HP-UX

1. ohel Ho|d HE.
#chmod 600 /etc/host.Ipd

2. 2R/ XHE rootE HE

#chown root /etc/host.Ipd

ZX I QU Ol

O HA

dlo

o
o T
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2.16. NIS AMH|A H|ZHd 3}

FUH 22 ot S ClaE 2] 2] = U-31
L4+ oS SunOS, LINUX, AIX, HP-UX Y &5

o|lad H
o 2

NIS(Network Information Service) & A= BEREE AR50 NIS O S DTS2 #HEstD, O] TS I =
Ol HEHIE S|l NSEHEM ZE AFHO| HEI} AUEEE T = QoM AIEBXES2 YWAYEE o
HOF HEO] NIS B0 S0 e ZE AFHS HEE AT = UZ. SHA|TENIS 0|8 Al MH HE §F

ol EXsts S 220 F et

Hd UH

[T 71E]
U - EEQF NIS MH| A7t HZ/E3} £|0Q= AR
F ok . BT Q3 NIS MH| AT} M3} £|ojUs HL
(= ]

SunOS

LINUX NIS AMH|A 23t o] &ol

AIX #ps -ef | grep yp
HP-UX

"hosts.lpd ” T Y| &F A7} root 74 OfL| 7Lt T #BHO| 600 O| OFH A2 Ofzfel = otMYetHoy et

o "
2438 #ae

[Z=X] EH]

NIS ME|AS AFESHA| R B2 NIS AfH| A HIZ gt

H SunOS, LINUX, AIX, HP-UX
1.NIS MH[A7F S LQSICHH Hj 2ot HE2 28
« NIS AH[A X[ #/usr/lib/netsvc/yp/ypstop
« MH|A ZOl: #ps -ef | grep yp
#rm -r /var/yp/blue.org
#rm /etc/ethers /etc/netgroup /etc/timezone /etc/bootparams

#vi /etc/nsswitch.conf

2. NIS A7 At

EX T QIH}A O

I{|O|X] 58 / 150

Mz




MECHSHE Unix(Linux) 5 9F7}0| = atol
@ ;\1. 2y 3t m {=CH Unix(Linux) o] =2}

L NATIONAL UNIVERSTY EMEHS Ver. 3.0 Ztd - 2018. 10. 04
2.17. UMASK &7 2|
FUH 22 ot S ClaE 2] 2] = U-32
L4+ oS SunOS, LINUX, AIX, HP-UX Y &5
A 2N

A28 oA AEX7E M2 - dot= ThEel AT *UMASK 240l et Fol &,

Siff @™ El UMASKE HH ZEZTEQ A "“umask'E st =20l 4~ QIO
UMASK %£0| “027" EE=, "022"0|7| & &gt

UMASK 2t "027" “rw-r---—--" M2 H$toZ ntdo| MME

UMASK 2t "022"& “rw-r--r--" B2 HStO 2 0| o=

AH9O| Start Profile(/etc/profile, /etc/default/login, .cshrc, kshrc, .bashrc, .login, .profile §)0 ¥&HES
FIFSHH, AFEXZF 2001 o 0l HAE UMASK 2t2 H8EA T R HdEE UMASK 242 ERE

detel ohEs Y gAlIE.

*UMASK: It S CI™E 2| g Al 7|2 HO|4S X183l =

rir
o]

iy
=l
mjn
ng
oot

LINUX #vi /etc/profile

AIX UMASK=022
HP-UX

210l MAlSH UMASK 2t0| sile mpoff HE&|X| §2 B2 ofefe 2otd gLy et §&

0%

HOHH Y

ZX| SH]

M™EIA0 UMASK 2/ "022"2 M.

|—|

H SunOS
HHH-1. “/etc/profile” LY S 0|83t UMASK A7 #HYF

1.vi HH7|E 0|83t "/etc/profile” THES A =
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2. Of2jQ} Z0| =X = Al ArQl

4, = ==

umask 022

export umask

k-2 "/etc/default/login” TS 0|83t UMASK &7 ¥4
0|83} “/etc/default/login” TtLS A =
2. Ofeet 20| =8 =, Al &Y

(=™ ) #UMASK=022

(=" F) UMASK=022

1T.vi BHEY|E

H LINUX, HP-UX

1.vi HE7|E 0|835}0] "/etc/profile” TtYS & =
2. Ot 20| =7 =, A &Y
umask 022
export umask
H AIX
HIH-1. “/etc/profile” TS O| &3t UMASK A7 ¥
1.vi HEY7|E O|&310] “/etc/profile” MYUS H =

2. of2iet 20| 4 =, Al &Y

umask 022

export umask

HreH.2. “/etc/security/user” LY 2 0|2 UMAS

1.vi HE7|E O|83}0] “/etc/security/user” Tt

2. default 28 F2& Of2ljet 20| =3

(=™ ™) umask =
(=™ F) umask = 022
=X AT LutX ol A2 I Qs

I§|O|X] 60 / 150
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FHA™ = o S Cj=EEe| 2 gd=3c U-33
CH&F oS Sun0S, LINUX, AlX, HP-UX A= =
g &M

Cl2Efalol 4 At ALSALSO| ST B CIE2IS 23 + YES Ntotn YeX| HHstol
AR AFBA B T X MHA FZ KRS oy
A wy

%= - F CIMEE] 2FX7 i Aol n, YUY ARt 27| Asto] HAHE BL
Tk - & CIMEE 2]X7t ST AEOo| oL x, LgE AFEX} 27| HHo] R OE 3

= - O
SunOS u v TIpOl 2xtH = | 30| = A2 X} Ol Yt 50
/etc/passwd” THLO|M AEAIE T CIEEZ| 22 £ Ax7XF & Ao =0l

LINUX

#cat /etc/passwd
AIX

#|s -ald <user-home-directory>

HP-UX

"/etc/passwd” Tt W EXfSt= 2= AR A0l HES § CLHHIE A=X =Y 8 UHEHI| &7
° o

AE7t SIS A0 OFLIZLE, 2R A At MHO| HRE

= o —

oMY

[Z=X] &
MEXE E CIHEEHZ| 27FE 31T 7 Bot1, ERAEAS] 27| 2 KA

("/etc/passwd” LH RO A Z CIAE 2| =HQl, ZIE HAMOM =X 5 C/AEHZ| =2H2))

o oA
o
HU
rE

Bl SunOS, LINUX, AIX, HP-UX
"/etc/passwd” IHA2| A/ X} 8 Hot HY
#chown <user_name> <user_home_directory>

#chmod o-w <user_home_directory>

=X @E | Lurme

Mol B2 ¥ 8l

o

oo

0| X] 61 / 150
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2.19. & CIMEZ| 2 X|g¢t CIME{2e] Exf e

FHUHE &2 o S Cj=EEe| 2 gd=3c U-34
CH&F oS Sun0S, LINUX, AlX, HP-UX A= =

|HE 2= AHEAZE 20000 = XS ASts CIFEE Y. 22 & AFEXAL & C/-E (0]

C N |
St= AR 24 HAEm o] ofsh AHEXF 2E0| Y85 = ClAEHEZ| of BXZ st CH3o| EokA
[=]

FIEI b

1. 8 CIME 27} EXSHA| &= 8% root AFO| Ot LB ALEXLS| 5 CIRMEHZ|7L /2 E[0UAS B8R =
- HE2|7t /2 200 £|BE2 22| 2ot EX 7 L.

o

L=}

1=

2.8 CIER| Lol &% CIMER|7 ZXsts 2 d CEERTE
of £2 %Y + US

3.8 CIER] Lol A2 Fo| 0|22 74 2HNel MULIU0| EXots FL HrjZRet AlAY B
Y2 Y2yolol 2YXQl IHU0| HHEA &
N

%S - Z CIYE2|7L EXSIX| e AIHO| LHEX| 2 B
F ok - = ClHE 27t EXSIX| Y= H|HO| UAHE HL
(= 4]
SunOS
LINUX AREAAE ¥ = g2 XY o5 =0l
AIX #cat /etc/passwd
HP-UX

"/etc/passwd” It L EXfsHE ZE AHEA AF0| HH HE|E =X =elst = 5 CIHEZ|7t
of

—
— =
ETYSIX| U= A O HAE AL of2fo] H ot Mt

Ofot

CI2E2[7F ZEXoIX] B= AE0 & CI™EZ| 28 £, A8 4H

LS —

M SunOS, LINUX, AIX, HP-UX
= C™EZ| 7L Sl= AFEXE A AA

« SunOS, LINUX, HP-UX A7d: #userdel <user_name>
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o AIX A #rmuser <user_name>
2 ClaH2|7t gle AFEXF AEO &

#vi /etc/passwd

#test:x:501:501:/data;/bin/bash (2 C|=E 2|

#test:x:501:501:;/home/test:;/bin/bash (/home/test=2=

SEEEIRNES

CI2E2])

=% /home/test -> /data)

X WY | LU YL Y ¢

dlo

o
oT

Mz
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4
o
ol | 2
[ . .
_._-_ [ee]
ul |
O | o
S
od | KT
H
—
X
3
c Q
Sl ™
X8
om V
>
E|
==
jol'
——
[]
O |
< | =
3
Okl

VERSITY

LUN

MAT

A & cf o o

SEOUL

&

XA

LN
oy
]
u|
| &
or | 2
ﬂo.oo_l
>
N |
o
M| T
w | X
Tl <
xS
=
ok | I
ol | g
ERR=
=}
wv
w__mSMﬂ
i |2 ™
w || oF

{m

i[K;

= 48 AAL

=
=HECS

31

%o
Z0

@

ofl

E)
0l
e
w__.em.o
—
- o
oA
]
i
_l.__
wv
PUBETS
w|r
v X X
35 x3
5 2 < o
v - I

of k2t

o Y™

"hosts.lpd " Tt 2| 27/ Xt7} root 7F OfL| AL} IS HTHO| 600 Of Ol &2 or2fef &

H SunOS, LINUX, AIX, HP-UX

o AR

=
=

o
[

LAl -]

ol &
2 =t

| A|Zhof| e, x| 2ot ot

&

2. OmX|9te =z
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3. MH| & 2|

3.1. finger MH|A H|Z/d3}

Fofy L& MH|A e gdE3E U-36
& oS SunOS, LINUX, AIX, HP-UX HE= At

olad H
g &M

*Finger(AFEAME &2 22l MH|2)E S3M HIERT R0 ST ALHO| SEE ALEA SEE =Y =+

UCDE, AHBSHA| ECHH ShTh AH|AS FX|SH0{0F B,

*Finger(AtEAHE 2 20l MH| L) who BEO{7L A AL S ALEAS0]| Chict ZH ot SRS 2013 = O 2l finger
Y2 40| ME AL-O ST AFEAHED OtLEt HERIAE SOt FZE0f A= THE A[LE0 SFE AAEAL
=0l thet XiMst §2E 205,

N Y

U2 - Finger AMH| A7} H[&/d3} &[0 !
o

Ue B2
%19 - Finger MH|A7} 2433} El0f Q= B9

|
=
3

LINUX, AIX, HP-UX, #cat /etc/inetd.conf
SunOS 5.9 0|5t {H | #finger stream tcp nowait bin /usr/Ibin/fingered fingerd 4K 2| <0l
SunOS 5.10 O] & H{ZF | #inetadm | grep “finger”

LINUX (xinetd® Z<) | #Is -alL /etc/xinetd.d/* | egrep "echo finger”

210l MAlEl ot L “finger” MH|A7F 2HgStE F2 ool Hetd Yol el MH| A X

HOFM XM HFEH

[ZX] &)
Finger A{H| A H| g3}

M LINUX, AIX, HP-UX, SunOS 5.9 0|5} H{H
. "/etc/inetd.conf” Lt L 0| A| finger AMH|A 2}Q1 #X2[(FM K 2))
(-’F’S ) finger stream tcp nowait bin /usr/Ibin/fingered fingerd

(=8 ) #finger stream tcp nowait bin /usr/Ibin/fingered fingerd

2. inetd A H|A TYA|ZEF

#ps -ef | grep inetd
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root 141 1 0 15:03:22 ? 0:01 /usr/sbin/inetd -s
#kill -HUP [PID]

B SunOS 5.10 O] 4 H{H
inetadm —d "SX|S}1Xl 5t M2 @HOZ AH|A H2 FX|

#inetadm -d svc:/network/finger:default

M LINUX (xinetd Z <)
1.vi HE7|E 0|88} “/etc/xinetd.d/finger’ THLS A =
2. Of2let Z+0] M (Disable = yes &%)
service finger
{
socket_type = stream
wait = no
user = nobody
server = /usr/sbin/in.fingerd
disable = yes
}
3. xinetd AMH|A XHA|Z}

#service xinetd restart

X @¥ | Yoz 9w 9

—

dlo
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3.2. Anonymous FTP H|&/d3}

Fo4d 7= MH[ A 22| gFIC u-37
& oS SunOS, LINUX, AIX, HP-UX HE= At
Y 2

0

*Anonymous FTP(2E FTP)E AtEY 4% A2[X 0l ALEXIZL A|AHIY| 2ot FE
Hez|of 27| HHo| HHE 0 U2 B2 local exploit® AHE3} 0f CHYs 20| 7

a2t ArEAD H& o = URE 278 ot ot 8l AFEARS] FTP ALES H|ThotoOF 2t

1
ot

*Anonymous FTP(LE FTP): It M&2 ciMe AAMOE M AFHE MBS =
2 A =
= =

=
Xl A 20| = anonymous =+, ftpets 210 H1p ojo| H|UHS

Hd g4

[

[

n

71&]
%3S - Anonymous FTP (Y9 ftp) &S AHoHst 4
o

s % o
= e
F 2k - Anonymous FTP (Y3 ftp) H&S XITHSIX| 242 A2

LINUX | /etc/passwd THQOf fip & EXj of 2 20l
AIX #cat /etc/passwd | grep "ftp"

HP-UX

o MAlgh 20| HELX| @2 E% ofefe| 2ot LYo w2k 288 Had

[Z=X] &

Anonymous FTP & AHESHX| = 42 Anonymous FTP % Xttt 48 X &

Hl SunOS, LINUX, AIX, HP-UX

1. Y&t FTP - Anonymous FTP & Kot A7 9
“/etc/passwd” TFAO| A ftp EE=, anonymous Al AHA|
+ SunOS, LINUX, HP-UX 478: #userdel ftp
- AIX &7H: #rmuser ftp

2. ProFTP - Anonymous FTP < ot M7 gt
"/etc/passwd” IO A ftp AE AP
+ SunOS, LINUX, HP-UX &78: #userdel ftp

-« AIX A7: #rmuser ftp
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3. vsFTP - Anonymous FTP &< X|ot A7 gt

vsFTP A It ("/etc/vsftpd/vsftpd.conf’ S+, “/etc/vsftpd.conf’)Ol Al anonymous_enable=NO &7

=X 3 Anonymous FTP £ A2 3IX| %2 2 ¥ 9e

I{|0|X| 68 / 150
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3.3.r AIE MH|~ H|EE3}

FHAHE 2 MH[A 2| gE3ac U-38
CHe os SunOS, LINUX, AIX, HP-UX = &
e 2o

r'‘command At E3t A7 M&2 *NET BackupO|Lt CHE X2 AFEE|7| = otLt, 2OHA Of F <Fs)

o
=
of MHA ZEJF HE{Qs 22 52 HE 2F U A|AH Foj &M S HjArnol &0 UL,

*r'command: 215 810| 22| Xte| FATLEZ 7I55HA St= BHOEE rsh(remsh), rlogin, rexec 0| US.
*NET Backup: 0|7|F 2 GHH ¢t S X|SH= Symantec AtS| #Y U 57 ES et
3E gy

[Zhol ]

rcommand AlH|A 23 O 2 =20l

SunOS .

#svcs -a |grep rlogin
SunOSs 5.10 #inetadm | egrep “shell|rlogin|rexec”
o4 HH rcommand 23 O 2 2ol

rsh, rlogin, rexec (shell, login, exec) AlH|A & =20l

LINUX g ( g ) s 2l

#ls -alL /etc/xinetd.d/* | egrep “rshirlogin|rexec” | egrep -v

. ol AQ

#cat /etc/inetd.conf |grep rlogin (# M2| &0 YO M H|ZH 3}

AIX .
#cat /etc/inetd.conf |grep rsh (# X 2| |0 Y2 ™ H|EM3}

# vi /etc/inetd.conf

HP-UX
r2 A&sts 22 EX Al F9f
=

ol
0 MAlE Tt L r A S ME[A7F 2 getEl B2 ofafel Eotd RO el MH[A SX

HOHIH Y

[Z=X] &

NET Backup S S 2% =2 AFESHA| E=CHE of2fe| ME|A FX|

H SunOS
1.r AE MH|A 283 o2 =40l © H|Zd 3 =X

#svcs -a |grep rlogin
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#svcadm disable svc:/network/login:rlogin

H AIX
T.r AE MH[A 2dst o f =l

#cat /etc/inetd.conf |grep rsh (# X2| £|0] Y2 M H|Zd=}
2. /etc/hosts.equiv IF Y2 TRUSTED A|AHRIZ S5

o
3. rhosts T2 AFEA E 2 'r'commandE &6l &

ry
k=)
N
or
Ot
H
J
nx
ox
ot
+
30

2($HOME/.rhosts)

Hl HP-UX
17 A M| 243 o 5ol
# vi /etc/inetd.conf
2.2 A|Z5t= HE FHME| 2 Mot

# inetd —c

M SunOS 5.10 0| & H{H
1. rcommand Z& O & =0l
« svc:/network/login:rlogin
« svc:/network/rexec:default
« svc:/network/shell:kshell
2. inetadm —d "SX[5t 1A} ot= H=" Bz O 2 TX|
#inetadm -d svc:/network/login:rlogin
#inetadm -d svc:/network/rexec:default

#inetadm -d svc:/network/shell:kshell

M LINUX (xinetd Z2)
1.vi HE7|E 0|83 “/etc/xinetd.d/” CIFEE| LY rlogin, rsh, rexec Tt 2 A
2. Of2let Z+0] M (Disable = yes A7)

« /etc/xinetd.d/rlogin It

. Jetc/xinetd.d/rsh T+

« Jetc/xinetd.d/rexec It

ot

service rlogin

{
socket_type = stream
wait = no
user = nobody

log_on_success += USERID
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log_on_failure += USERID
server = /usr/sbin/in.fingerd
disable = yes
}
3. xinetd AMH|A THA|Z}

#service xinetd restart

rlogin, rshell, rexec A|lH|A= backup 52 82 T3 AFEE|D Jetc/hosts.equiv EE
ZX| dE = 24 2 CEHE| B0l fA= rhosts THHO| 278 RFE 2Q15t0f sl ot o] EXY5t

K| BALEBHS T Lo 2780] BICHE ArEoHA| e A2 Ttef

—
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3.4.cron o} A {X} 3 ATHEH
#ory 78 b2 2] g83ac U-39
& oS SunOS, LINUX, AIX, HP-UX HE= At
o 2N
*Cron A|A2”E cron.allow TH A3} crondeny Y-S S510f FHO| ALALE Mo & = A2 HoHY s
nhdof chet M2 Mol Eaeth BHef cron H A el #oto| BREO US B3R HotE =SS AHE
Ap7} ofolxel X0z Qolo| AYS S2oto] SYHQl 0% THY MO AAH NS oL 4 Y
o
*Cron A|AE: £78 XS Foli Tl AlZhof| 7|50 BtEXo 2 Masty| Qo M2t 1 4858 gt
A wy
(= 7| F]
U=Z - cron MZH O] IHY £ RXI7} root 0| 11, HTHO| 640 0|51 AL
F - cron MZHIO] Tt 2 [ X7t root 7t OFL| 7LL, HTHO| 640 0|57} Ol H2
(59! W]
SunOS N
Cron &3 o #oh 20l
LINUX B
#ls -al <cron Y2HOf oY H=>
AIX
W-r----- root <cron &40 of 2>
HP-UX
OsE HZ ujgd 2IA|
LINUX
AIX /var/spool/cron/crontabs/*
HP-UX
SUnOS /etc/crontab, /etc/cron.daily/*, /etc/cron.hourly/*, /etc/cron.monthly/*,
un
/etc/cron.weekly/*, /var/spool/cron/*
“cron” HZH O 20| HAESHK| pf2 % ool oA Yo et 2 Haet
HordH Uy
[Z=X] &)
“cron.allow”, “cron.deny” It AFAt A Hot HE (ARt root, #3640 0|5}

Mz
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H SunOS
1. "/etc/cron.d/cron.allow” % "/etc/cron.d/cron.deny” TtO| A X} I At 20l
#ls -I /etc/cron.d/cron.allow

#ls -| /etc/cron.d/cron.deny

2. "/etc/cron.d/cron.allow” % “/etc/cron.d/cron.deny” Tt Q| A X} 9 Aot HY
#chown root /etc/cron.d/cron.allow
#chmod 640 /etc/cron.d/cron.allow
#chown root /etc/cron.d/cron.deny

#chmod 640 /etc/cron.d/cron.deny

Hl LINUX
1. "/etc/cron.allow” X “/etc/cron.deny” L] AF Xt B Hot =0l

#ls -1 /etc/cron.allow
#ls -1 /etc/cron.deny
2. "/etc/cron.allow” 3 “/etc/cron.deny” Lt A7 At 3 Aot HE
#chown root /etc/cron.allow
#chmod 640 /etc/cron.allow
#chown root /etc/cron.deny

#chmod 640 /etc/cron.deny

Bl AIX, HP-UX

1. "/var/adm/cron/cron.allow” 5! “/var/adm/cron/cron.deny” Tt 2| A X} Bl Aot =40l
#ls -I /var/adm/cron/cron.allow
#ls -1 /var/adm/cron/cron.deny

2. "/var/adm/cron/cron.allow” % “/var/adm/cron/cron.deny” Tt 22| AF Xt Gl Hot HA
#chown root /var/adm/cron/cron.allow
#chmod 640 /var/adm/cron/cron.allow

#chown root /var/adm/cron/cron.deny

#chmod 640 /var/adm/cron/cron.deny

=X G QIH}A O

AR 0l Z2 F3 ol

O HA

dlo
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3.5. Dos SH0|| F ket MH| A H|Eds}

Fo4d 7= MH[ A 22| SGEIC U-40
& oS SunOS, LINUX, AIX, HP-UX HE= At
Y 2

*Dos(MH|A HE S2)0f| # st echo, discard, daytime, chargen AMH|AE FQFHO| o] HEE 2L
MHIASE Y MH|A AHB2 SX|SHO{OF B PHF ST MH| AT 2 M3tE|0] s B2 AlAE HE &

(=13
O
X Dos(MH|A HE &24)9| Ti&o] E = A=,

*Dos(Denial of Service attack): A|ARZS Ao|HO 2 ZAGY ST A|AEC XAS EFSHH ot Rl Q=& B E At
S| 2ot st 34 Y. 5 MHOAH B2 & A|=E TS0 CHE O|8At7t HAXNOZ MH|A 0|82 X £
StA StALE, A Q| TCP AAS HIEWE S2 3240| o] #Helof ZatE
DoS 3Z0f F kst MH|A
echo(7) S20|HAENAM ELjE HAIX|E T3] P S

discard(9) FAEE Yol AHEXLS| HIO|HE H|7|5te MH|A
daytime(13) | 22t0|AEQ| Hol0o SEHTIH OtA7| HEfZ A AlZtDt SRt
chargen(19) | 12| ZO|o| X2 UtelSt= MH[A

2ot o 2

—

i
M

N Y

%= - Dos SZ0| F 4Tt echo, discard, daytime, chargen AMH| 27} H|&/d3} &l 42
F 2 - Dos 30| F st echo, discard, daytime, chargen MH|A 435} B A
(= 4]
#svcs -a |grep echo
#svcs -a |grep daytime
SunOS #svcs -a |grep discard
#svcs -a |grep chargen
echo, discard, daytime, chargen AH|A 2 o8 =0l
SunOS 5.10 #inetadm | grep enabled | egrep “echo|discard|daytime|chargen”
Ol HH | BHOZ J|E MH|A [ 2ol
AIX # vi /etc/inetd.conf
HP-UX echo, discard, daytime, chargen 2E FMX2| 20l

=—
Otz M AIEl DoS SHO F ofoh MH| AT 2dstEl Z2 of2fo Eotd Uy wat MH|A SX|
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echo, discard, daytime, chargen A{H|A H|ZMH3t 47

H SunOS
1. echo AH|A H|ZHdst 4
#svcs -a |grep echo
#svcadm disable svc:/network/echo:dgrm
#svcadm disable svc:/network/echo:stream
2. discard A{H|A H|Z-d3t A8
#svcs -a |grep daytime
#svcadm disable svc:/network/daytime:dgram
#svcadm disable svc:/network/daytime:stream
3. daytime A{H|A H|Zd3t 47
#svcs -a |grep discard
#svcadm disable svc:/network/discard:dgram
#svcadm disable svc:/network/discard:stream
4. chargen A{H|A HZHd 35t 7
#svcs -a |grep chargen
#svcadm disable svc:/network/chargen:dgram

#svcadm disable svc:/network/chargen:stream

H AIX

1. viHB& 7| & 0]83}0] echo, discard, daytime, chargen Z2E
#vi /etc/inetd.conf

#echo stream tcp nowait root internal

#discard stream tcp nowait root internal

#chargen stream tcp nowait root internal

#daytime stream tcp nowait root internal

Hl HP-UX

1. viHE 7| E O|835tY echo, discard, daytime, chargen 2 E
# vi /etc/inetd.conf

2. HE FMNE| = M7=

# inetd -c

H SunOS 5.10 0|4 HH

TN

FHXeE
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1. 7|E}F MH|A G2 =0l
« svc;/network/echo:dgram
« svc;/network/echo:stream

« svc;/network/discard:dgram

svc:/network/discard:stream

svc:/network/daytime:dgram

svc./network/daytime:stream

svc:/network/chargen:dgram

svc./network/chargen:stream
2. inetadm —d "SX|5t 1A} of= Hl2" FE 22 MH|A H= SX

#inetadm -d svc:/network/echo:stream

M LINUX (xinetd® Z<)
1. vi ®MZ7|2 O|-9-o|-0f| “/etc/xinetd.d/" CIME 2| W echo, discard, daytime, chargen It2 2 4 =
2. Of2flet Z+0| M7 (Disable = yes &%)
« /etc/xinetd.d/echo It
« /etc/xinetd.d/discard T
« /etc/xinetd.d/daytime It
« /etc/xinetd.d/chargen It
service echo
{
disable = yes
id = echo-stream
type = INTERNAL
wait = no
socket_type = stream
}
3. xinetd A{H|A R A|Z

#service xinetd restart

ZX Q¥ | YUHOE ALBHHA| B AHASY
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3.6. NFS A{H|A H|g/ds}

FHUHE &2 MH|A 22| g=2ac U-41
& oS SunOS, LINUX, AIX, HP-UX HE= At

olad H
o3 2N

-

*NFS(Network File System) AMH|A = root Mot 258 7ts5tHA St & AL 0| sLEE
AHESHR| Gi= 4% SXAE

(e

*NFS(Network File System):® A ZFHO| MAALES 2Z A|LHO| O+ ESH0] OHY| 22 T IAAEME A8
Us Z2IUY.

A B3 Hl20| TS Elof Y= FL
A B3 G20 B4 Elof Y= FL

NFS MH|A = =22l (NFS &% SID 2+2)
#ps —ef | grep nfsd
root 3809 3721 0 08:44:40 ? 0:00 /usr/lib/nfs/nfsd
SunOS 5.10 O] H{™ | #inetadm | egrep "nfs|statd|lockd”

=2 Q0o NTFS” MH| A7 2HdatEl Z2 or2fo] Eotd Y o et MH| A M2 SX|

LINUX, AIX, HP-UX,
SunOS 5.9 0|5} HH

AHESHX| Q=CHH NFS AMH|A FX|
orzfe] EHHO =2 NFS MH|AE HMAHSH = AL 28 Al ATJZE M3 89X Its
1. Jetc/dfs/dfstab 2| 2E &9 XA

2. NFS O|Z(nfsd, statd, mountd) & X|
3.M& 238 E M E=, ATEE 0|5 HYE

B LINUX, AIX, HP-UX, SunOS 5.9 0|3} H{H
NFS AH|A HI2 SX|
#kill -9 [PID]

H SunOS 5.10 O] & B A7 4t
1. NFS AH|A 2 22l
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svc:/network/nfs/server:default
2. inetadm —d "&SX[5}1A} St= OlE" FH2E MH|A H2 SX|

#inetadm -d svc:/network/nfs/server:default

showmount, share, exportfs 52| ¥ 01% AFE3SI0] 22 A0 O E 0] Q= T
=X B HE2] 2ol 3 NFS 2F oo SFOEEE 48 off =l 2 31T CEE2I7L &
MWotR| 2 2 MH A~ FX| 7t

H|O|X| 78 / 150
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3.7.NFS H 2 SH|
Hory 78 SEESE g=ac U-42
& os SunOS, LINUX, AIX, HP-UX = &
o3 2N
*NFS(Network File System) AH& Al 3{7HEl AFEXIEE & = JEF F2X ot 4782 stojof & F2x st
A0l MASHA O|FX|X| YS B HIQZIXIS| rootH Tt 2 50| 7ts5tH, siY S/ AIAH fF2=2
OFRESIO] 32 MY HISIAHL R /ol US.
*NFS(Network File System): 212 ZFEHO| MAAARZ 2Z A|AHO| OLRESHY OHX| 22 DLAAENH A =
e zmz Q.
CERTE
[ 7|E]
U= - NFS MH|2F ALESHX| AU, AL A] everyone S/ E HEtet 22
F2F - NFS MH|AE A3t Q1 1, everyone 3FE HEH6IX| U2 A
[ghel ]
< AMH|A ZQ Al >
=75t NFS MH|AE AHESH0OF Sh= 22 NFS MO oo & Eas 37

ClE 2|2 LIESt, everyone2L 2 A|AHIO| ORRE E|X| Rt & 4
OS Z&7'¥ NFs MHof ot
SunOS, HP-UXQ| AL | "/etc/dfs/dfstab, /etc/dfs/sharetab” Lt
LINUX, AIX, —
"/etc/exports” It
HP-UX2| 4%
< MHA 2ER Al >
os &2 oHo

LINUX, AIX, HP-UX,
SunOS 5.9 0|8} HHH

NFS AfH|2 HI= :*_
#ps —ef | grep nfsd

root 3809 3721 0 08:44:40 ? 0O:

(NFS %& SID 20l

00 /usr/lib/nfs/nfsd

SunOS 5.10 O] 4 H{H

#inetadm | egrep “nfs|statd|lockd”

L 'NFS" ME|AT 2dstzl A2 ofzfo| = oH e o et MH|A 2 TX|
ok g afe

Mz
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[Z=X] &)

< MH|A ZQ Al >

M /etc/dfs/dfstab 2% of| 2

rw=client, ro=client 492 H% 3| & client X|H
o AFEX}O| Q17| M 7| ATt % S| 8: share -F nfs -0 rw, ro /export/home/test
« AFEXLe| At T KB share -F nfs -o rw=client1:client2, ro=clientl:client2 /export/home/test
X 817|(ro), 27[(rw) HTHOll 242t AL RIS E7SH0{0F 87|, 47| |k BF H|oh 7ts

Bl /etc/exports % 0|2
1. everyone 22 A|AH O E
#showmount -e hostname B2 20l
2. /etc/exports LU0 B2 7tsot 2 AEH F7t
(Of) /stand host1 host2 ...
3. NFS MH[ A XS
#/etc/exportfs —u
#/etc/exportfs —a

< MHA E2TQ A| >
B LINUX, AIX, HP-UX, SunOS 5.9 0|} H{H
NFS MH|A G2 SX|

#kill -9 [PID]

M SunOS 5.10 0|4 HH
1. NFS AfH| 2 0|2 22
svc;/network/nfs/server:default
2. inetadm —d "SX[St A} Sh= M2 HE2E MH|A G2 FX|

#inetadm -d svc:/network/nfs/server:default

showmount, share, exportfs 52| @HOE ALE5I0] 22 MH 0| OI2E £|0f U= Cf
=X g HEZ 2l W NFS 2FmYo SROHEZ 48 oF =0l = 8P ClAH2| 7t &
SR g2 49 MH|IA BX| 7ts
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3.8. automountd M| A

Fo4d 7= MH[ A 22| SGEIC U-43
& oS SunOS, LINUX, AIX, HP-UX HE= At
Y 2

*automountd HZ0|= 2Z4 3AX}t7t H[=0| *RPC(Remote Procedure Cal)E E'd &= U= F YT 0| =XH5t
o 0|2 Soff m AAHIS OIRE JMES HASIH root HPE SHY = AoH, 2Z SAXIt
automountd ZZM|A HTIO 2 Qo|o] HHZ AT = UAZ

*automountd: 22F0|AEM RS2 2 MHO| OF2ES Al7|L @78 AlZE ALESHR| 2 unmount AH FE 7[s

[=13
== %

mjo
=]

*RPC(Remote Procedure Call): =4F 30 M SEZ 20| H 230 £EF 2 YS 275ts Call 2 2

o o — =2 0.

%3S - automountd A{H| A7} H|E/Es} £l U

F| 2k - automountd AMH|AZ} 243} £|0] Y= HL

automountd AMH|A OI2 &2l (automountd &2+ SID 2HQl)

-

LINUX, AIX, HP-UX,

N #ps —ef | grep automount
SunOS 5.9 0|5} HH

root 1131 1 0 Jun 15 ? 32:11 /usr/sbin/automountd
automountd A{H|A G2 20l

SunOS 5.10 O] &F HHZH

#svcs -a | egrep “autofs”
"automountd” AMH| A7} 2dStEl F2 ot Eotd Yo wEt MH| A Ol2 SX|

o

ok 7 vy

I
AHESHA| GiE QI WO A KT

B LINUX, AIX, HP-UX, SunOS 5.9 0|5} X
automountd AH|A 2 X
#kill -9 [PID]

B SunOS 5.10 O] 4F H{H
1. autofs AMH|A H|2 =0l

svc:/system/filesystem/autofs:default

{|O|X] 81/ 150
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2. svcadm disable "SX|St1X} &= O YHLE MH[A HIE FX|

#svcadm disable svc:/system/filesystem/autofs:default

NFS % *&HHE(Samba) A H|AO|AM AHE Al automountd

10
2holstol 2. o F =2l

B
>
o2
0.9.'.'

ZE PCE M2 2EMAN7E HEte HERARZ Tjds =2

Ojo rQ

*&fHHSamba): {2 CHE 2 ZHKH(0S) ZHel At S/E 2o 0|83dt= MHZ 22 HES

AHg 0f% zholo] astn,

& Al CDROM 9| At& OrRE = O[] X|X| &4Z (/etc/auto.*, /etc/auto_* LS
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3.9. RPC A{H|A 2ol

FUH 22 MH[A 22| sg=s3ac U-44
L4+ oS SunOS, LINUX, AIX, HP-UX LS At

o|lad H
o 2

*RPC (Remote Procedure Call) AlH|A= 24K 2| 2t Z oM 7S St O Ao B2 0|2 XS SHK[TH, Of
it Z€2 MHASES HIH QB E 22 (Buffer Overflow) F 20| Ct ZXHSHH root Het 215 S AoAtD

Wu 9[HO0| Y202 MH|AE FX|SHOI0f B,

*RPC(Remote Procedure Call): 24 2HE0A A SEZ2 10| 210 £ Y2 @+3tE Call2 e

=L Q% RPC MH|A
CIOJE{H|O]A 2] ZEOAMO 2 Open Windows2| Calendar Manager@t CDEQ)

rpc.cmsd _
Calendar ZE2 IO A AR
rusersd rusers O =3[0 SE
rstatd HE0M 22 Hd5 54 2l

rpc.ttdbserverd | A|AE ZOI A| NFSO A LY =115 @[3l M S5t= lockd Z2 % X[

kodak color management & El api 2F 2t0|E2{2|E2 A3 FQ| CIX[E
kems_server . R
O|0IX|Z9 A HEHAE HEEY 5= U= ProfileE TS7LE 22|5H7| B AHE

rpc.ttdbserverd | RPC 7|2t2| ToolTalk HIO|E{H|O|A M ZZ 174
Walld CHE AMERISOIA TIAIX] &S

rpc.nids NIS+ server Daemon

rpc.ypupdated | Network Information Services(NIS) ¥ HE Z4l

cachefsd Cache LY A|AE 02
sadmind remote2 £ E 2| A|AH! Zt2|

XNEE =2 IjZlE8 TAEQ M&EstD 85 SHE E15t= spray E 0 2|sf
sprayd N

MSE izl =4

rpc.penfsd PC-NFS (7218 HFH HESRD Ot A|2H) SE0[HEN M| MHA 27 He

rexd Q1A ANAHSE m2 21 AlH

ZZ]
2 E KO NFS mount =l A= T A[ABRIO)| CHSH AR XLOf CHt 22
rpc.rquotad .

12}

Ay

[

-

7

0

]
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%S - SR RPC MH| AT} HIZA3} B0 YE B
$|oF - 2R RPC MH| AT 243} B0 s B
(gl W)

LINUX, AIX, HP-UX, | 22 93l RPC AH|A H|ZHA3 of 5 =0l
SunOS 5.9 0|5} HF #cat /etc/inetd.conf

LINUX (xinetd
( ) #vi Jetc/xinetd.d/[AH|AE oY H

"/etc/xinetd.d” CIZE{2] Lj AH|AE Efo' Higgst o f =l

RPC MH|A e o2 =2l
SunOS 5.10 O| & {T |  #inetadm | grep rpc | grep enabled | egrep
"ttdbserver|rex|rstat|rusers|spray|wall|rquota”

=20 "RPC" MH| A7 2dstEl Z2 oo Hta FH o e MEA Hl= &K

B LINUX, AIX, HP-UX, SunOS 5.9 0|3} HH
1. “/etc/inetd.conf” LA O A ST 2t #X2|(FAX2|)
("8 M) rpc.cmsd/2-4 dgram rpc/udp wait root /usr/dt/bin/rpc.cmsd rpc.cmsd

2. inetd AMH|A XHA|Z}
#ps -ef | grep inetd
root 141 1 0 15:03:22 ? 0:01 /usr/sbin/inetd -s
#kill -HUP 141

B LINUX (xinetd Z2)
1.vi HE7|E 0| 835}10 “Jetc/xinetd.d/” CIHEZ| LH2| 2223 RPC AH|A MtYUS A
2. Of2let Z+0] M7 (Disable = yes &%)

service finger

{

disable = yes

socket_type = stream

wait = no

- ofst A2t -

}

(=8 ) #rpc.cmsd/2-4 dgram rpc/udp wait root /usr/dt/bin/rpc.cmsd rpc.cmsd

.
[=)
e

HohdgHy
[Z=X] S
UutM O 2 AL23IX| 2= RPC ME|ASS inetd.conf THUOAM F4 Mot F inetd M5 (ZITH 20 AM0
LHE RPC AMH|A ZX])
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3. xinetd A{H|A THA| R

#service xinetd restart

Hl SunOS 5.10 O] & H{H
1. 2LAspc MH|& ZE G2 2ol

svc;/network/rpc/cde-ttdbserver:tcp

svc:/network/rpc/rex:default

svc:/network/rpc/rstat:default

svc:/network/rpc/rusers:default

svc:/network/rpc/spray:.default
« svc;/network/rpc/wall:default
« svc;/network/fs/rquota:default
- Of 5t “HEf -
2. svcadm disable "SX|5t 1At 5t= O 2" BH2 = MH|A H2 FX|

#inetadm —d svc:/network/rpc/rusers:default

ZX g QB O] Z

= 71

gz §l

djo

o
oT
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3.10. NIS, NIS+ ®&4
Hory 78 SEESE g=ac U-45
L& oS SunOsS, LINUX, AIX, HP-UX A= d
fE &M
*NIS(Network Information Service)= S22t A|AE! HO|EHH|O|A DIYESS HERIE S50 SFHH,

AFERHSO A atd

—

o
root Hot 2 50| 75582 ALESHA| G A0l 7+ HEEH HBtLE THOf NISE AHEBOF St= 39 AL AL
X

[ |
220t e BHES YESD A NISEINIS+E ABote XS AT,

*NIS(Network Information Service) & A|lHHE BEHE
7

HERAE Sl HEE22M 2E AFREO 27 Ak =

=
ol 71558 FMe O 2o Y. Hoby F St MH|AQINIS, NIS+E AH&dts B2
OJ_

Us Al2H 2FE HSE.

NIS 27 MH[A G| 2
ypserv master2} slave AH{ O M M Z|T S2H0|PEZ R HO| ypbind 270 SH
ypbind E2E NS AIZEOM Hd-EH S2t0|HERL MHE BFRIF3t D 7|t et
rpcyppasswdd | AtEAS 0| I AQEE HFSHY| 25 AL
ypxfrd NIS OFAEf MEO|ME M3z 102 NIS ¥ &
rpc.ypupdated | NIS OFAEf MB{O|AMZH HAE0 nL0 = Ao15H0 NIS B HE

N Y

[T 7]

%S - NIS MH| A7} HIE3t £|0f A7 LL, R Al NIS+E AL83tE B2
F19F - NIS MH| 27} 293t £ A=

o
70:"!'

LINUX, AIX, HP-
UX, SunOS 5.9
0|5} B

NIS, NIS+ MH[A & =0l
#ps -ef | egrep "ypserv|ypbind|ypxfrd|rpc.yppasswdd|rpc.ypupdated” | grep -v
"grep”

root 3809 3721 0 08:44:40 ? 0:00 /usr/lib/nis/ypserv

SunOS 5.10 O] 4t

M2 B2 25 o gl

-

Mz
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HH #svcs -a | grep nis

S22 "NIS” ME| A7 2dstEl 2 oo HetEF A Yo ek ME|A flE S

B LINUX, AIX, HP-UX, SunOS 5.9 0|3} H{H
NFS MH|A 2 FX|

#kill -9 [PID]

B SunOS 5.10 0|4 H{ZH

1. NIS 22 MH|A o2 =2l
online 16:44:06 svc:/network/nis/client:default
online 16:44:07 svc:/network/nis/passwd:default
online 16:44:07 svc:/network/nis/server:default
online 16:44:07 svc./network/nis/update:default
online 16:44:07 svc:/network/nis/xfr.default

2. svcadm disable "BX|St1X} st Hl2* YYo= MH|A B2 FX|
#svcadm disable svc:/network/nis/server:default
#svcadm disable svc:/network/nis/client:default
#svcadm disable svc:/network/nis/passwd:default

#svcadm disable svc:/network/nis/update:default

#svcadm disable svc:/network/nis/xfr:default

ZX gitqoz gt §l

dlo
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3.11. tftp, talk A{H|A H|E$}
Fo4d 7= MH[ A 22| g=E3E U-46
& oS SunOS, LINUX, AIX, HP-UX HE= At
e 24
SUHH = fip, tftp, telnet, talk S| MHIAZ ZHstD Qoo A|AH 20| LQSIX| U= SLQB
MH|AE HASH0] EoHEE = = AL 3T S E QT MH|A FOfH UHQZ Qlot OB E 2|4zt &=
ol
O
=E Q% MHA 2
oY M&S st TREE titp TZEZ2 OSOME £E CjAzlo] gle
tftp(69) IAAHO|MO|LL HESA QA ZEIHE @[3 AP CHREE, X ZEM 29|
AZHE 2l AHE
AL RIZE A|AHIO| A= AHASIO] CHE AAH0 2008t Y= AFS ARt T3t
talk(517) .
MEE AR = AS
ntalk(518) | MZ CtE A|AH ZH0| XHE S 7tSSHA St AMHIA
HE 4
(BT 71F]

gl W]

—

LINUX, AIX, HP-UX,
SunOS 5.9 0|3} HH

=2t MH[A Ol = =2t

#ps —ef | egrep "tftp|talk”

LINUX (xinetd)

root 3809 3721 0 08:44:40 ? 0:00 /usr/sbin/in.tftpd
tftp, talk, ntalk AMH|A 243} o] =0l

#vi /etc/xinetd.d/tftp

#vi /etc/xinetd.d/talk

#vi /etc/xinetd.d/ntalk

el

ok

SunOS 5.10 O] 4 H{H

M|~ O 2 2ol

#inetadm | egrep “tftp|talk”

= 2% "tftp, talk, ntalk” MH|A7F 2detEl B2 ool 2ot YO Wel MHA HE A

>
| >
ol
Fo
08
=2
MHT
1]
20
rot

b A H| A (tftp, talk, ntalk) H| 23}
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B LINUX, AIX, HP-UX, SunOS 5.9 0|5} X
=%t MH|A 2 FX
#kill -9 [PID]

M LINUX (xinetd® Z2)
1.vi R 7|E 0|83l “/etc/xinetd.d/” CIAEE| LY tftp, talk, ntalk T2 A =
2. Of2let Z+0] M (Disable = yes &%)
. /etc/xinetd.d/tftp I
« /etc/xinetd.d/talk It
« /etc/xinetd.d/ntalk I}
service tftp
{
socket_type = dgram
protocol = udp
wait = yes
user = root
server = /usr/sbin/in.tftpd
server_args = -s /tftpboot
disable = yes
}
3. xinetd AH|2 T A|ZEf

#service xinetd restart

B SunOS 5.10 0| & HH
1. 2TRSH MH|A G2 gl
svc:/network/tftp:default
svc:/network/talk:default
svc:/network/ntalk:default
2. inetadm —d "&SX|St10A} ot M2 P2 = MH|A OE 5%
#inetadm -d svc:/network/tftp:default
#inetadm -d svc:/network/talk:default

#inetadm -d svc:/network/ntalk:defaul

AN ¥¥ | YUHOR Y g

dlo
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3.12. Sendmail H&™ HHA
Fo4H 72 M2 22| g=ac U-47
CH4 os SunOS, LINUX, AIX, HP-UX e &

Y &AM
Sendmail2 g2| #0|= T 2 FAFEO| LA A0l 3H0| S&77} £f7| #1REE MHO|AN Sendmail2
A83le FHE AESIO AMEE Tt gle 2% MHIAE M Aste Z0| HiZrEg oty g vt
UCHH FFFEO| Q= Sendmail HEES IRt F AT CHst X7t HHEEAS Al #E A|7[0f O|F
MRS 2 g 03X U8 AR HI LHZZ 2 (Buffer Overflow)2| 3Z0] o|$t A|AH AT 2E Ol FQ
HE 5 7tsMo| U

HE u

%3S - Sendmail H{F0] 8.13.8 0| A4Ql AL
F 9 - Sendmail H{%10] 8.13.8 0| 40| O}l AL

: A ABE o2 M A
SunOS 1. Sendmail A1H|— =3 04—|— (o |
LINUX #ps —ef | grep sendmail

AIX 2. Sendmail HH 4
HP-UX #telnet localhost 25

"Sendmail” MH| 27t 2dotE 4 ot2fel 2ot /O et MH| A SX| =, HE Y2 0l=

[Z=X] &

Sendmail A|H|AE ALESHA| B2 4 ME|A SX|, MFEE 2 CHA| A|ASHX| =5 AR A3 B E BE, AL
of &Moo= IjX| Mg

X Sendmail A{H|20] B2 8.13.8 O|5F HFEZ2| HTO|M FfHO| 22 QU7 W20 O/S Z2[Xf, AH|
2 UL K] HEO WE MH A A FEE F&9| Thotstn 71X Q

S =1
235}
(Sl =]

823} AL mjX| Bta| MM 228}

| Ik M2 HMS 22180 X

[ o2 T d

H SunOS, LINUX, AIX, HP-UX

Sendmail AMH|A A3 & S HH BA =2, http://www.sendmail.org/ ==, Zt OS HIEAte| E ot T X| M X|

=X B X E HEY 4% A2 8 MH|29] I =8 S=9] 12{s5t0{of &
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3.13. 2 | 2o H|st

FHUHE &2 MH|A 22| g=2ac U-48
& oS SunOS, LINUX, AIX, HP-UX HE= At

olad H
o3 2N

*SMTP(Simple Mail Transfer Protocol) A{H 2| &e2{0| 7|52 HototX| %= 42 A 0 MHE
AEE| AL, MH L] 517t ot = QUS. [M2tM ASE ALEXIO A HYS 2 = QU

357
EZQ Al SMTP MH|AE FX|8H0{OF &

*SMTP(Simple Mail Transfer Protocol) AH{: QIE A0 A MXILHEHE-mail)2 TS If O|8SHH &= &
SMTP 2t Sk, SMTP Off Q|sff X} Y-S UMSH= M (servenE SMTP A2t gt

F-I>|
IZ
=1
12
mjo

US - SMTP MH|AE ALK Q7{Lt o] HSto] MEE|0]f &

A B
219% - SMTP A A0l Walo] Aol Hsiol X e Be

cunos | SMTP AHIZ AL o= a1 Z2fo] X3t g4 ol
LINUX #ps -ef | grep sendmail | grep -v "grep"
R #cat /etc/mail/sendmail.cf | grep "R$¥W*" | grep "Relaying denied"
R$* $#error $@ 5.7.1 $: "550 Relaying denied"
#ps -ef | grep sendmail | grep -v "grep"
AIX #cat /etc/sendmail.cf | grep "R$W*" | grep "Relaying denied"
R$* $#error $@ 5.7.1 $: "550 Relaying denied"

'SMTP" MH|A7 HASO|H, 2{0f MAlgh 2780| §EEX| 2 37 offel 2t FY o w2 23S B

(=13
=

0S S 7Y sendmail.cf ™Y 2%
SunOS, LINUX, :
“/etc/mail/sendmail.cf” I
HP-UXe| A2
AIXe| A2 “/etc/sendmail.cf” It
HOHd Hr

[Z=X] &

Sendmail A|H|AZ AF28FX| &

mjo
oX

F MHIA SX|, A B2 ool PR 27 E= 2ol iy 2 Mo
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H SunOS, LINUX, HP-UX
1. vi HE7|E 0| 83}0 sendmail.cf @HutYS

2. Of2fet 2ol =4 XA

&

ot

(=8 ™) #R$* $#error $@ 5.7.1 $: "550 Relaying denied"
(=8 ) R$* $#error $@ 5.7.1 $: "550 Relaying denied"

3. £% IP, domain, Email Address & HEQ|30f| Lot sendmail HZ HoH =0l
#cat /etc/mail/access

H AIX

1.vi HEY7|E 0|83}0] sendmail.cf 48MYLS A =

2. Of2fet 20| =4 XA

(=8 ) #R$* $#error $@ 5.7.1 $: "550 Relaying denied"

(=8 F) R$* $#error $@ 5.7.1 $: "550 Relaying denied"

3. £% IP, domain, Email Address 3! HE|30f| Cist sendmail = Hoh <40l
#cat /etc/sendmail.cf

=X g 20|15 3{8L ool Ciet BEE YHoCHHE et 83

Mz
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3.14. LHIAI2 XIQ| Sendmail &3 HiX|
Aord p2 MH|A 22| gd=3c U-49
CH& oS SunOS, LINUX, AIX, HP-UX LS A
g 24
SMTP AMH|A AR Al Lt AL XIS q SME AR S Sendmail M2 HX|5t0] H YR LD sendmail
HEE BALE HYFE ZHAE2CE drop AZ 5= A= 7|52 2fOotoF g =X 42 42 H|AZLXt0
O[5t SMTP MH|A 25 2hMo| 7Hsgt

U3 - SMTP AMH|A OJALE ==, YU AFEXIC| Sendmail & X7t ™HE &
F|2F - SMTP A{H|A AL 9 UL AF2X}O| Sendmail A8 WX 71 MHE|0] QK|

*SMTP(Simple Mail Transfer Protocol): I EHSI A0 A AR LHEHE-mail)2 S I O|&SHA &l BEE 84 Y2
o+t
=0

= e

SunOS SMTP AMH|A AHE Of & I restrictqrun &M =0l
LINUX #ps -ef | grep sendmail | grep -v "grep"
HP-UX #grep -v 'A *#' Jetc/mail/sendmail.cf | grep PrivacyOptions
#ps -ef | grep sendmail | grep -v "grep"
AIX
#grep -v 'A *#' Jetc/sendmail.cf | grep PrivacyOptions

"SMTP" AH|AZ}

[=13
=

o

2SO, 20 MAlgH 2°80| HEE[X| @2 B2 of2fel 228y

I.

gof ek 28 HE

L

0S 37 sendmail.cf HtY 24|
SunOS, LINUX, . ' _
HP-UXo| A "/etc/mail/sendmail.cf” Th
AIXe| 3¢ "/etc/sendmail.cf” It
HordduY

[Z=X] =]

Sendmail AMH|AE ALESIX| Y2 E 2 MH[A FX|
Sendmail MH[AE AHE Al sendmail.cf A IHAO| restrictqrun &M =7+ A7

H SunOS, LINUX, AIX, HP-UX
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1.vi HEJ|E 0| 83}0] sendmail.cf HHOILE A 2

2. O PrivacyOptions= A& £&0] restrictqrun S48 =7}

("8 ) O PrivacyOptions=authwarnings, novrfy, noexpn

("8 F) O PrivacyOptions=authwarnings, novrfy, noexpn, restrictqrun
3. Sendmail A{H|A R A|Z

X QY | SN N Alojs YWXoE Y ol
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3.15. DNS H Ot X T X|

FAH 22 MH|A 2| sg=23c U-50
CH& oS SunOS, LINUX, AIX, HP-UX LS At

olad H
o3 2N

b

ot

*BIND(Berkeley Internet Name Domain)= BIND 9.5.0 H{T 0| L}gtO O|SHH MO A= 2 F2AH O] EXY
BIND 8.x= BINDZ| distribution® Sendmail2| {1t LX|A[7]7] IS AHESH=E MER HE IS 2 BIND
42| Production versionOf H|SIY oHEY, d&, E0HY S0O| 2HE|Q2LL, BIND 834 O[SHHTO M=

MHIAHE 34 HIH QB E 2 2(Buffer Overflow) X DNS A 2% Q S9| F 0| =xj gt

*BIND(Berkeley Internet Name Domain): BIND = BSD 7|89 R YA A|AES I8l HAH = DNS 2 A{H 2} resolver 2f0|
BYZ|2 A4 AS. HYMHE= S20|HESO0| O|F AHAIS0|LE M S0 2510, HER A LHe| CHE X =1t
S HEE S/Y = UM diFE WERA MHARZ A ZFH HEXI Lo AYSS AT 24 HOolEHH ol

NESE= 1R

HE Uy
[EE 71E]
Y - DNS MH|A S ALESIX] 2L F7|1Ho 2 IX|S &alstn A= 2
$|% - DNS MH|AE AFB3ID F7|Ho2 HX|E Halsta UK 2= AS
[HloFHo] ZRBHR| B ]
8.4.6, 84.7, 9.2.8-P1, 9.3.4-P1, 9.4.1-P1, 9.5.0a6
(29l )
SUNOS | h\s AHIA AR 9 BIND B{H 29l
LINUX
#ps -ef|grep named
AIX
named —v
HP-UX

"DNS" MH|AS AHESHA| =
"DNS" MH|A AR Al BIND {7 20l = ofzflo] HetaFH | el 24 HE2Z ZH0|E

ok g afe

[Z=X] &
DNS MH|AE AFEOHA| fiE 8% ME|A SX|

=2
[S]

% DNS Al 20| Z2 i o] WHMOIA $19FH0| B1ED 7| HE0) O/s B2, Mel2 X7t T
Mol 2 MHA B3 HES Ferol Tofeto] F7IHel A HE YM +Y 3 S

Atge Z2 oA 22| ME SEOI0 FU|Hez iiX| H

= O™/ | T
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H SunOS, LINUX, AIX, HP-UX
1. BIND= 2| 2= HTO| F oot HEfZA X4 HTH22 HH|O|ETT
2. 22 7 MM 2 BIND FLFHSO[H, FfH 28 HTES AEStE Al
5tofof et
« Inverse Query ¥ 2™ (Buffer Overflow) : BIND 4.9.70|7 B{Z 1} BIND 8.1.2 O™ H7H
« NXTH O (buffer overflow) : BIND 8.2, 8.2 p1, 8.2.1H7%
« solinger H{ 1 (Denial of Service) : BIND 8.1 O| & H{7
« fdmax B{Z1 (Denial of Service) : BIND 8.1 O] &H{H™
« Remote Execution of Code(Buffer Overflow): BIND 4.9.5 to 4.9.10, 8.1, 8.2 to 8.2.6, 8.3.0 to 8.3.3 H{7
« Multiple Denial of Service: BIND 8.3.0 - 8.3.3, 8.2 - 8.2.6 H{ ™
o LIBRESOLV: buffer overrun(Buffer Overflow) : BIND 4.9.2 to 4.9.10 H{™
« OpenSSL (buffer overflow) : BIND 9.1, BIND 9.2 if built with OpenSSL(configure --with-openssl)
« libbind (buffer overflow) : BIND 4.9.11, 8.2.7, 8.3.4, 9.2.2 0|2|9| 2 & HH
« DoS internal consistency check (Denial of Service) : BIND 9 ~ 9.2.0 &
« tsig bug (Access possible) : BIND 8.2 ~ 8.2.3 H{H
« complain bug (Stack corruption, possible remote access) : BIND 49.x 2| 2= HH
« zxfr bug (Denial of service) : BIND 8.2.2, 8.2.2 patchlevels 1 through 6 H{T
« sigdiv0 bug (Denial of service) : BIND 8.2, 8.2 patchlevel 1, 822
« srv bug(Denial of service): BIND 8.2, 8.2 patchlevel 1, 8.2.1, 8.2.2, 8.2.2 patchlevels 1-6 H7T
« nxt bug (Access possible) : BIND 8.2, 8.2 patchlevel 1, 8.2.1 H{T
« BIND 49.8 0| H{7, 8.2.3 O] H{ Tt 2 &l F fH
-TSIG S HIEHHERR FofH
- nslookupComplain() HHLHEZ L FAH

a7
AHOAE B §I0=S

of
- nslookupComplain() input validation F2&

- information leak F|27H

sig bug Denial of service F24H
- naptr bug Denial of service ¥ 2H
- maxdname bug enial of service F2FH

* BIND Vulnerability matrix : http://www.isc.org/sw/bind/bind-security.php#matrix

o

=X B XS HE Al A28 & MH[A B Y& S| L2500 &
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3.16. DNS Zone

Transfer 2%

S

MH|A 22| U-51

CH& OS

SunOS, LINUX, AIX, HP-UX

olad H
o3 2N

oF L
ST

7+ K|

DNS Zone Transfer = Primary Name Server 2} Secondary Name Server 7t0f Zone &
57| ?|5t0] AF238tE 7|52 2 Secondary Name Server 22 Zone HEE
AHEXFO A Zone Transfer & & &%
B ALH FE HERA 74 HEf S92

==
£ Hatles

=2 L-O

710 1O A x

o T O™

g2 oot

= MAaHFO
- O C

|-II
i

Xt Zone M

aro

LS

ot

A O]
™ M

< DNS MH|AE

- DNS AMH|A O|A}2 EE=, Zone Transfer & 6] 7FEl A2 X}oj| A 2t 31
ok - DNS MH|AE

as
P_F

A2351H Zone Transfer & & AFEXI0j|#| 5 &%t

A8E B2 >

SunOS
LINUX
AIX
HP-UX

DNS MH|A AP A| Jetc/named.conf T Q| allow-transfer B! xfrnets 2@l

#ps -ef | grep named | grep -v "grep"
#cat /etc/named.conf | grep 'allow-transfer'

#cat /etc/named.boot | grep "xfrnets"

< DNS AMH|A

"DNS" MH|A AR Al 210 MAIE Tt 2| DNS

2382 BOf et =8t

=2 o=

of2fel 2ordgY

= AF2SIK| &= HS >

LINUX, AIX,
HP-UX, SunOS
5.9 0|5t

=}o|

g 2}l

7o
ST
E
[ |

DNS AMH|A O 2l (DNS &% SID
#ps —ef | grep named
root 3809 3721 0 08:44:40 ? 0:00 /usr/sbin/in.named

SunOS 5.10
ol4 HH

#svcs -a | egrep “dns”

'DNS" MH|AE AHESHA| Ee 32 MHE|A Hl2 SX

HoHM Y

[}_xl I:II-H-I]
DNS AH|AE
MEOA H

=
=

J\
OI:

< DNS MH|AE
B BIND8 DNS £

AESHA &

M
= O

B2 ME~
ki, Ot&Lf ﬂEI SE

= = Sl LiF Zone ItY S

Of

X A

et 32 >

M (named.conf) =8 0f

2ol o|f

Mz
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options {
allow-transfer {£ Tt M &2 {10t St IP);

|3

H BIND4.9 DNS d’d(named.boot) 78 0f
options

xfrnets & &5t X} St= IP

< DNS MH|AE A83IX| b= 22 >

B LINUX, AIX, HP-UX, SunOS 5.9 0|3} H{ZH
DNS MH|A G2 SX|

#kill -9 [PID]

M SunOS 5.10 O] & HH
1. DNS AMH|A G2 =0l
enabled 16:22:31 svc:;/network/dns/server:default

2. svcadm disable "SX|St1X} Sh= 2" @HLE MH|A

ZX QY | Zone I MES 618 (HYS PUNOR S FP UNHOE ¥ g

ajo

I{|O|X] 98 / 150
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3.17. Apache C|H E2| 2[AE X7

FHAHE 2 MH[A 2| gs3c U-52
CHe os SunOS, LINUX, AIX, HP-UX = &
e 2o
Cl2E2] 22 ClaHe 9F Al siE ClE2(o 7|2 M7t EXSHX| ¥ 2% CaHZ| | 2E ot
ol 558 B0 F = 7|5 CIHEHZ| M 7|50 2d3tE0] Aes 9 AR CHZ| o 2& ot
Of CHSF 20| 745510] WEB AH| #X& = ZH#0t ofL|2} M THAUO|L} AAIY § SHEO{ME ¢ &=

%S - CIYEZ| ZY 7|5S A-OHX| Q= B
3o - CIME2) AN 7|58 A8otE BS

[Erol ]
Sun05 Indexes &M AtE O£ =0l
LINUX .
AIX #vi /[Apache_home]/conf/httpd.conf
Options Indexes FollowSymLinks
HP-UX

20l MAlet THAO| “Indexes” &410] 28 & 42 otefel 2ot Y=o w2t M8 28 B

Hor

[ZX] B8]
ClME{2] HM 7|5 H7H (/[Apache_home]/conf/httpd.conf TFUO| MM E @ = C|2E 2|9 Options X|A| X
A Indexes &M H|A)

H SunOS, LINUX, AIX, HP-UX

—_

1. vi HE7|E O|&3}0] /[Apache_home]/conf/httpd.conf TS H =
#vi /[Apache_home]/conf/httpd.conf
2. 4™ & 2 E C|AEH2|9 Options X|A|XFOA] Indexes &M X7
(=™ ™) Option X|A|X}0f| Indexes S40| dH 0] U
<Directory />
Options Indexes FollowSymLinks
AllowQOverride None

Order allow, deny
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Allow from all

</Directory>

(=8 2) Option X|A|Xt0f Indexes &M MH = XM&
<Directory />

Options FollowSymLinks

AllowOverride None

Order allow, deny

Allow from all

</Directory>

=X B

ne
.

4o
02
02
£
ojo
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3.18. Apache ¥ ZZN|A st H|st

FUH 22 MH[A 22| g=E3LC U-53
L4+ oS SunOS, LINUX, AIX, HP-UX LS At

o|lad H
o 2

UNIX A|[AEIS] A2 Web AH 20| root HC 2 2HE Z2 Web Application 2| FUH E&= HI
H 2 (Buffer Overflow) 2 2I5t0 root #HotE &5 = Y282 MH HE0] root '_'146._ 2 2YEX| 8

=2
=5 22|5tojof g

%S - Apache O 20| root HTIC R LFE|X| U= FR
F 2k - Apache HI20| root st 2 1 EFE|E R
[(=hel W)

SunOs Apache O& #& #3HUser & Group) =2l

LINUX #vi /[Apache_home]/conf/httpd.conf

AIX User [root’} OFE Z & A& F)]

HP-UX Group [root 7} OFEl &= A& T

o MAlet 2780] HEE[X| f2 4% oo Eotd ol uet 4 8S HEe
Hotd¥YH

[ZX| )
Apache Cl 22 root 7t Ottl HE AFo2 7&

Hl SunOS, LINUX, AIX, HP-UX
1. H-2 User & Group #4
User & Group £20] rootZ} Ot Ex AP = WY
User [root7t Ot B = AHH]
Group [rootZ} OtEl H AEFH]
2. Apache A{H[A R A[Z}

RX QY | LurHQ FS Y ¢

dlo

o
oT
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3.19. Apache &%| CIHEZ| HZ X

FHd #=2 MH|A 2| gde3ac U-54
& oS SunOS, LINUX, AIX, HP-UX HE= At
e 24

MYIZRE 0[SoHe 20| I FP SHAYR W0 MSIFRE OISHORM Y2 T SIHO|
B2 75 B0 HFOhR|7| 4O 1.1 o L2 HSIFRE O

o

o a

AN

30| 7ts%t ZAALEOl 27ts3te s 28 A . Apache = 57 CIEH EI Lo =5t nt=
o

=

2

S 0 S A5S SYGEE MY 4 U MAAH T WS 0|80 2 04U U Elo[E B2
2 S{7E AFGRIE HsotE 2 KT
A wy

CI#E{2[of o] SH

2l 3t 4 3L
#1oF - 491 CIE2|0) 0| SHIBE QWK 42 B

[=Hel g

SunOS . . N

AllowOverride X|A|Xt Authconfig &4 20l
LINUX _
#vi /[Apache_home]/conf/httpd.conf
AlIX
AllowOverride None

HP-UX

"AllowOverride” &410| "None"2 2 A7 E Z% ofz2fe| Hotd erdHo) el g8 48 HE
HOHd Hi

e
1. AHE X Q15 S St7| fIoiiM 2 CIEE 2| EE httpd.conf It LY AllowOverride X|A|AtS| M8 S HE

(None O Al AuthConfig S+, All 2 #H4)
2. AHEAL 15 A8 C|AHE[0f .htaccess THY 4

3. AFEAE Q1B ATE 4 htpasswd -c <Q1F ThYU> <AFEXF A >

Bl SunOS, LINUX, AIX, HP-UX
1.vi BE7|E O|85l0% /[Apache_home]/conf/httpd.conf ItAS H

ot

#vi /[Apache_home]/conf/httpd.conf
2. MEl B E C|™E2|2| AllowOverride X|AIXFO|A AuthConfig &4 M7

(=™ ™) AllowOverride X|A|Xt0|| None SM0| MHE|0f US
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<Directory "/usr/local/apache2/htdocs” >
AllowOverride None
Allow from all
</Directory>

(=8 2) AllowOverride X|A|Xt0f| AuthConfig &
<Directory "/usr/local/apache2/htdocs”>
AllowOverride AuthConfig

Allow from all
</Directory>
3. AFE R} 2 O
AuthName "C|EE{ 2| AL Xt Q15"
AuthType Basic
AuthUserFile /usr/local/apache/test/.auth

Require valid-user

Mol 2850 UAZ

AFS UMY C|HE2(0f htaccess T A4 (Of2h LhE 42

AuthGroupFile | 1& I YQ| 9IX| (FM)

K| AR} !
AuthName | 215 A9 (& EateXel 215 ol #AlE= 27)
AuthType 01Z YEf (Basic =, Digest)

AuthUserFile | AF&XF ZE(OFO|C| 8! THAQIE) MF MU (K|
=

Require

S
4. NEX QS0 A8
#htpasswd -c /usr/local/apache/test/.auth test
New password:
Re-type new password:
Adding password for user test

[root@localhost apache]#

5. HEE 28 W82 H&3t7| 510 Apache Tl = A%
6. ALEAL 215 S 27t CIHHE| L oY =& ot

| 0| X] 103 / 150
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~
Wmcov /s 2ot =

testQI=2| At 192.168.74.1342(8) AF25I2{ 3 AI2Xt 0|23 =7t
Z2agLc

ZD: 0] MH{OIA OHHSHR| RS WH(S BT 20| 7|2 AF)OZ A
SXt 0|E1 ASE BYSE oxsa s

7

sie 2780 §&& CIE 2| Lf o252 Ofo[C|/If A= ASEKX §l0l= H£0| =
=X 3 7tsotH, thel ME|AQ 2 ofg CIMEC|0f Ciet o/FXAte] Y2 HRds HdE =
H8510{0f ot
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3.20. Apache 2 Z 23 ot XA

Fo4d 7= MH[ A 22| gFIC U-55
& oS SunOS, LINUX, AIX, HP-UX HE= At

olad H
o3 2N

o A A A 7|

O YYE= 0iwd T2 2 F HYXOA ALY FE S Y M BEE MY &
ALz H7Hstofof .

N Y
[BHE 71E]

UB - U THY Y CINEIRITE MAEO YE B
FoF - Y THY U CIMERI7E AR 22 B2

= - O
SunOS
Oi4+ 2 % ClE{2] Zxf of =l
LINUX
#ls -Id /[Apache_home]/htdocs/manual
AIX
#ls -Id /[Apache_home]/manual
HP-UX

0 MAISH Of

=
MH Ee 282 Had

rusz
E_|
9]
>|.EI
o
=
m
L]
N
Ny
=>'.=
r|r

S otzfel ordE Yo mat Y T X Ol Ea)

Of g obe S Cl™EZ A

("/[Apache_home]/htdocs/manual”, “/[Apache_home]/manual” Lt &|7)

H SunOS, LINUX, AIX, HP-UX

1.#ls FEO0| 2 =l Oiw2 CIAE2] 8 ohe HA
#rm -rf /[Apache_home]/htdocs/manual
#rm -rf /[Apache_home]/manual

2. #ls O = YEH HA =2
#ls -ld /[Apache_home]/htdocs/manual

#ls -Id /[Apache_home]/manual

X QY | LurNQ FS I ¢

dlo

o
oT
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3.21. Apache 3 Al X
Fom 2 MH|A Zg| g=E3E U3-56
Cf & os SunOS, LINUX, AIX, HP-UX fEE At
fE &M
22 M= *dZ8 B3 (Symbolic link)E 0|85t 7|E2| & A 0|2Q| mUAAH MHO| 7ISStESE
St A, Ol2{oh HHES Ho|M 2 MIote BHH, 2t AEXEX AAH 58 Yo 2T = A st
Hot ENE LMAIZ. 7Hd A2 XHHCQ| root CIHEHZ| ()0 FAE ZA &[H & MH & ALEXL Aot
(nobody)2 2 B E O A|AHO Tt IS = UAA /0] “Jetc/passwd” Tt Z+2 DIZEst 0iA S &

“4122 Y3 (symbolic link, AZE YAy A=S LEHA 8127t7| ool 2Tt Hle B M Al THY gL EX)
SR QOLt ABAIZH IHUS 2SR A7t 7tal7|3 s URElolE ol HlO[H S JhHet Mt AE 2eg It
2l7|%] %3 Y GO|EIS Jt2l7|E EOIES Axstom N YRUIO[ET} A, 0|, £70| 59X A8 2718

A wy

%5 - MEEl al3 aliases A2 E N|stst AL
FoF - M= 23, aliases AFES HEHSHX| 22 F2

= - O
SunOsS Options X|A|X} FollowSymLinks &4 K7 0] & &}Ol
AL #vi /[Apache_home]/conf/httpd.conf
AIX
HP-UX Options Indexes FollowSymLinks

1o ®MAlgh 540

HEEO Ues BF orafel 2ot Yo mat S9S A

Bl SunOS, LINUX, AIX, HP-UX
1.vi HE7|E O|&3}0] /[Apache_home]/conf/httpd.conf TS H =
#vi /[Apache_home]/conf/httpd.conf
2. 2478 E 2 E ClAEHZ|2| Options X|A|X}0I|A FollowSymLinks &4 K| 7
(=3 ™) Options X|A|XtOf| FollowSymLinks &40 ™0 US
<Directory />

Options Indexes FollowSymLinks
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AllowOverride None
Order allow, deny
Allow from all

</Directory>

<Directory />
Options Indexes
AllowOverride None
Order allow, deny
Allow from all

</Directory>

(=8 F) Options X|A|Xt0]| FollowSymLinks &M MH = X%

=X A Az ol

ox

40
02

0%
g0
ojo

W rzoua
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3.22. Apache It A 2= SICI22E X[t

FUH 22 MH[A 22| sg=s3ac U-57
L4+ oS SunOS, LINUX, AIX, HP-UX LS At

ZRE CI22E Ao iEe] Y2E, CI2RER QIS MH|A SSUE7 2dE &
ZEQI H22E & 5|80 o, & Mo 2o M| =X ZotA ofd, A+SO0[Lf
A

o
=
—

-

fats

4 "
of

Uz - DY YRE W LS ECE MBS FS
$lof - OtY YEE U CH2RCE MK %2 AL
[=Ql 2]
SunOS LimitRequestBody It AtO|= &2 H|ot &7 O F =2l
LINUX #vi /[Apache_home]/conf/httpd.conf
AIX LimitRequestBody 5000000
HP-UX x g2E QI OR=E OO0l sM E EX| =5 47 #gh
flof ®MAleH 20| MEE|X| 2 4% oo HotAPA o et A2 HEy
Hobd
[ZX] 2

o AZE Gl Ch2ZEE 8% XSt (/[Apache_homel/conf/httpd.conf LU0 HHE 2E C|HHZ|9
LimitRequestBody A|A|XtOf| It AtO|= E2F KMot &7

Bl SunOS, LINUX, AIX, HP-UX
1.vi B 7| E 0|85t0] /[Apache_home]/conf/httpd.conf TS H
#vi /[Apache_home]/conf/httpd.conf
2. 48 El B E CIAME 2|9l LimitRequestBody X|A|XIOIA] It ALO|= &2 Aot M7
<Directory />
LimitRequestBody 5000000 (X “/" & BE TtY AtO|=E 5MZ H|stst= d7H)

</Directory>
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3.23. Apache ¥ MH|A Aol 22|
Fo4d 7= MH[ A 22| gFIC U-58
& oS SunOS, LINUX, AIX, HP-UX HE= At

olad H
o3 2N

Apache HX| Al htdocs C|ZE2|E DocumentRoot 2 AFHESt UL htdocs CIHE 2| &=
2(E=, 3ME 287t 8l=) Apache EMET OFLI2} A0 O|&E & A= A& &

ooz 0| HALolo} 3 E3 Clae] YRS CHREE Al MH|A 25 BT 2 +

N Y

[T 7]

%3S - DocumentRoot & HEO| CIHEZ 2 X|Hst AL
o

F|2F - DocumentRoot € 7|2 C|HEZ|2 X|Hot F

= - O
SunOS o
UTVIG7 DocumentRoot2| Hx C|EZ| X|H of&F =0l
AIX #vi /[Apache_home]/conf/httpd.conf
DocumentRoot “/usr/local/apache/htdocs”
HP-UX Just/ /ap /

DocumentRoot 7} “/usr/local/apache/htdocs”?} Ot HEo| CIHHZIZ X|HEX| U2 HL otz
Hotd e o met 48 E HEd

Hor

[Z=X] EH]

rE
oX

DocumentRoot "/usr/local/apache/htdocs”-> DocumentRoot "# & C|HEHZ|" 2

Hl SunOS, LINUX, AIX, HP-UX
1.vi HE7|E 0|83}0] /[Apache_home]/conf/httpd.conf ItAS A =
#vi /[Apache_home]/conf/httpd.conf
2. DocumentRoot A7 220 “/usr/local/apache/htdocs”?}t OFl O] CIMEZ|2 #HZE

DocumentRoot "C| 2 E 2|"

X QE | LurEol A ¥ g

oo
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FUH 22 MH[A 22| g=E3LC U-59
L4+ oS SunOS, LINUX, AIX, HP-UX Y &5
A 2N

Telnet, FTP 52 Y=tE|X| Y2 HEIZ HOHE % %‘- P7| M=ol ID/AE B T2 =7t 72

o
=5 O[5 MO|

"=E AZ. et @A &5 Al ALEAIRE A|A-Dte| 2= S4S ¥ 2315t= *SSH(Secure Shell)
MH|AE MY AE AT
*SSH(Secure Shell): 71 7| &= LAS ALESHY AKX AL F2, 2otE HAIXE HE5h= Al2HEHS 2
L2otE HAIXE TS ZMN LAN 20A CHE A|AER0 2O00g If AL osfM =¥ Est= AE U2 += US.
Y wy
[BE7|F]
%% - Y 4 A SSH ZEEES AI83tE EL
% - 97 T Al Telnet, FTP 5 QHMIX| 22 TEESS AL 32
(gl wh)
MH|A H2 A% ol =0l
SunOS
# svcs -a | grep ssh
LINUX MHIA T2 AlSH ol 30|
-I |— -”|_ = o O:IT B
AlX # | hd
ps -ax | grep ss
HP-UX
MH[A O 20| HAFQ Z2 2t 0S MIHAIZRE SSH MH|A HX| 2HHS Zoot & MHo| dX|g A2
Gink-
HoHIH Uy

[Z=X] EH]
Telnet, FTP S 2TSHX| 2 ME| A AHES SXI5HL, SSH 2% A ALE

M SunOS, LINUX, AIX, HP-UX
1.2t OS MIAFZ R H SSH AH|A AX| WS 2o[h £ AH 0| 2X|

X QY | LurNO FS I ¢

gl

dlo
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3.25. ftp AH|A =0l

FUH 22 MH[A 22| = U-60
L4+ oS SunOS, LINUX, AIX, HP-UX LS 5t
A 2N
FTP AH|AE OfO|C| Y THARQIET AT IHE|X| A2 MZ MSEO| ZHEHSE Snifferd] SISiA = ALIEO|

tsotE R HEA| Hatt 25 NLIStE FTP MH|A ALES HThsHo{OF 2t

—

Ak fip AH|A HZAZ O 20l

# vi /etc/inetd.conf

Sun0s proftpd AMH|A 2 20l (proftpd S& SID 29
LINUX # ps —ef | grep proftpd
AIX root 3809 3721 0 08:44:40 ? 0:00 /usr/local/proftpd/sbin/proftpd

vsftpd AMH| A Hl2 20l (vsftpd S SID &Q)
# ps —ef | grep vsftpd
root 3809 3721 0 08:44:40 ? 0:00 /usr/sbin/vsftpd/etc/vsftpd/vsftpd.conf

HP-UX

= 2% “ftp" MH|A A Al of2fje] 2otE Ao et ME|A K|

[Z=X] &

FTP AMH|A =X

Bl SunOS, LINUX, AIX, HP-UX

°E'H+ FTP MH|A SX| 2 >

. "/etc/inetd.conf” Lt A0 A ftp A{H|A 2FOI #X 2(F A X 2])

(*7‘* ) ftp stream tcp nowait bin /usr/sbin/in.ftpd in.fingerd -a

(=8 =) #ftp stream tcp nowait bin /usr/sbin/in.ftpd in.fingerd -a
2. inetd AMH|A THA[E}

#ps -ef | grep inetd

root 141 1 0 15:03:22 ? 0:01 /usr/sbin/inetd -s
#kill -HUP [PID]
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< ProFTP AMH|A FX| Wt >
proftpd A H|A Ol 2 SX|
#kill -9 [PID]

< vsFTP MH|A FX| gt >
vsftpd AMH|A B2 X
#kill -9 [PID]

S| o S o
=X 4% Autn ol A FE g
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3.26. ftp A% shell H| Tt

FHUHE &2 SLTES =1 gd=3c U-61
CH&F oS Sun0S, LINUX, AlX, HP-UX A= =
g &M

FTP MH|2 2X Al 7|22 2 Y dE= ftp AE2 2010] ERSHK| &2 7|2 AE2 = d2 Hotsto] sig
2ot 7|2 AEof 2 (Shel)S B 2 SAXOIA

AZLzo A28 Y =
T A0l 250 AlAE 2/ R 2T + US.

mjo
>
e
ot
2
=)
oot
Hu
H
o
o

*H(Shell): CHztd AFEXE QIEH O] A2 M, 2EHMA(0S) 7HE 2=AS| EXHsI0] AL XS] OIS ofdlstn ddlst

=

N Y

[EHCH 7| =

%= - ftp AI"H0| /bin/false HO| FH{E[0] A= BF
F 2k - ftp AHoll /bin/false #O0| £0{E|0] %= AP

= - O
ST ftp A8 0l CHst /bin/false £ O =0l
LINUX #eat Jete/ g

cat /etc/passw
AIX P

HP-UX fto:x:500:100:Anonymous FTP USER;/var/ftp.,/sbin/bash

"passwd” It L 201 & AFO| “/bin/false”7t OFl &2 otzfe| 2otd YA &0 ot 25 BHEge

Hotd¥YH

[Z=X] &)
ftp A8 0ll /bin/false & £

Hl SunOS, LINUX, AIX, HP-UX

1.vi HE7[E O[&5}0] "/etc/passwd” IS H =

2. ftp A8l 200 & 220 AF M 0K 0| /bin/false £ & B E
("8 ) ftp:x:500:100:Anonymous FTP USER:/var/ftp:/sbin/bash
("8 F) ftp:x:500:100:Anonymous FTP USER:/var/ftp:/bin/false

=X QY | Yurxoz ¥ ¢

11— o

dlo
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3.27. Ftpusers o} A {X} 5! Ao 4
Hory 78 SEESE g=ac U-62
& os SunOS, LINUX, AIX, HP-UX = 8t
A 24
FTP MO 7EmUS 22|Xtot obl Lk ALASE F2 X HE0| 7tsd d2 HIQAZHAL FTP 22
s A S SESHD M0 §&E510 2EH QA WSS 7155 ot= & HoiAt LI 2l = AS. FTP
THOf 2EMUS LB AEXSO0| =Y = SEE Moot A=K HE.
7wy
[T 7IE]
%S - ftpusers MU & [Xt7} root 0|11, HBHO| 640 0]5}0l A
F2F - ftpusers IHA2| 2 FXt7} root 7t OfL| 7L}, H5HO| 640 0|57} Ol AL
(= ]
SunOS ftpusers IHAOf| Cior ABIALE XL A 7| ATt =240
LINUX #ls —al /etc/ftpusers
AIX #ls —al /etc/ftpd/ftpusers
HP-UX rw-r----- root <ftousers I} 2/>
“ftpusers” LtL2| AFAL7} root 7F OfL| AL} mtA Q| H$HO| 640 O|SH7t O AL ofzfel 2ot gut#of
et 485 HEe
FTP 35 'H ftpusers It $|%|
7|12 FTP /etc/ftpusers EE=, Jetc/ftpd/ftpusers
ProFTP /etc/ftpusers EE=, /etc/ftpd/ftpusers
FTP /etc/vsftpd/ftpusers, /etc/vsftpd/user_list
vs
LE &=, /etc/vsftpd.ftpusers, /etc/vsftpd.user_list
Ho gty
[Z=X] ¥4
FTP N O mhol 27X & Ao HE (2F A} root, #2640 0|5
Hl SunOS, LINUX, AIX, HP-UX
1. "/etc/ftpusers” LU O] AR X} Gl Hot 240l
#ls -1 /etc/ftpusers
2. "/etc/ftpusers” LtAU2| A7 Xt U Aot HE (AT X} root, HTH 640)
#chown root /etc/ftpusers
#chmod 640 /etc/ftpusers
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X vsFTPE ALEE 2<% FTP F2H|0f o

(1) vsftpd.conf Tt Oﬂ)\‘l userlist_enable=YES @l 42 vsftpd.ftpusers, vsftpd.userlist
(ftpusers, user_list Tt 0| SFE 2= A2l H£0| XHtHE)

(2) vsftpd.conf TtAO| A userlist_enable=NO E£+&, &M 70| gl= &2 vsftpd.ftpusers
(ftpusers Lt A0 S=& AEST H£0| XpEHE)

=
—
I =

dlo

XYY | YUNOZ Y ¢
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3.28. Ftpusers o} A%

FHUHE &2 SLTES =1 gd=3c U-63
CH&F oS Sun0S, LINUX, AlX, HP-UX A= =

olad H
o3 2N

FTP AH[A= OFO|C] & AR =7 Y= otE|X]| 2 M= MEE|0f ZHEret ALIT{ o3 A = OFO[C| &L Ij
AQETH EE 5 AL HEA| ERtt ZRE MelstnE FTP MH|A ALES Hetsto{or . =7tm|st
A FTP MH[AE AE5I0J0F St B2 root Al82 Y B&S MEotO root A8 ARE JEI =F
SR R=E e

US - FTP MH| A7} HIZE3} E|0f QUALE, B8t Al root HI” H

M
F o - FTP MH|A7} E43} £[0f T, root AW H&ES 5|28 42

25U S
otzf mAO|M ftpoil CHEE root AITELEL| ML 7ts o F &2
7|2 FTP

#cat /etc/ftpusers EE= #cat /etc/ftpd/ftpusers
SunOS #root (T4 X/ 2)) &£, root A& 0/&=
LINUX ProFTP
AIX #cat /etc/proftpd.con
HP-UX RootlLogin on
vsFTP
#cat /etc/vsftp/ftpusers EE= #cat /etc/vsftpd.ftpusers
#root (T4 X/2]) &=, root A& 0/5%

root A 22 FTP H£0| 7tsot=5F ?[et 20| 28 & E7 otafel 2ot Yo et 28 B

H SunOS, LINUX, AIX, HP-UX

113

< Y4k FTP MH|A root AIH HE Mg &
|

>
1.vi HE7|E 0|835}0] ftpusers TS A F ('

n CCA=

'/etc/ftpusers” L=, “/etc/ftpd/ftpusers”)
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#vi /etc/ftpusers EE=, /etc/ftpd/ftpusers
2. ftpusers L0 root A F7t £, TAXA
(=8 M) #root E£=, root AE O|5F

(=3 ) root
< ProFTP MH|A FX| Wi
#vi /etc/proftpd.conf

(=="8 ) RootLogin on

(=3 &) Rootlogin off
< vSFTP AMH|A SX| qiH >

#vi /etc/vsftp/ftpusers
2. ftpusers Tt O] root AE F7t £, T4
(=8 ™) #root £, root A 0|5 &

=H =) root

M A

X vsFTPE ALEE 22 FTP ™2H|Of oY

(1) vsftpd.conf Tt 0| A userlist_enable=YES Q! 4%
vsftpd.ftpusers, vsftpd.userlist
(ftpusers, user_list Tt L 0| SEE 2= A H2 ©50| KpEHE

(2) vsftpd.conf Tt Al userlist_enable=NO =, &M HHO|
vsftpd.ftpusers

(ftpusers Lt A0 SEE AFYSTH H£0| XpEHE)

-

EI)

M

1.vi HE7|E 0| 83}10] proftpd ALY ("/etc/proftpd.conf)= &H £

2. proftpd ALY (“/etc/proftpd.conf’)0f| | RootLogin off &8

n CCl= n

1.vi HE 7|5 0|83} ftpusers TS A = ("/etc/vsftp/ftpusers” L+,

74

(o] o.
HA oT.

rir

/etc/vsftpd.ftpusers”)

xX Q¥ | Yurxo= ¥ elS
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3.29. At ojd 27X 3 Aot 2%

Hory 78 SEESE g=ac U-64
CHA Os SunOS, LINUX, AIX, HP-UX ST =
o 2N
*at BHO| ALl MoH2 atallow DD} atdeny THUOAM & = Qoo 2 HOotA siT TAO]| CHt
HMoto| Eagh THof at Ao I ol Hot0| HREO US BF HotE 2S5 AR AEE

fat B2 (2B Hel ooh: XIFE AlZio| ofH3 Kelo] AU & ALE A
HZ4. fetc/atallow THUO| SEE ABXITIO| at BHE ABE + 9IS,
A wy

U2 - at Y2H O Tt 2FXH7} root 0|11, ATHO| 640 0]5121 HL2
ok - at M2HOf TS| A FX}E7t root 7t OFL| AL, 2THO| 640 O|5t7} Of Ll AL
[=hel W)
"/etc/cron.d/atallow”, “/etc/cron.d/atdeny” Lt A7 Xt & Ht 20!
SunoS #ls -1 /etc/cron.d/at.allow
#ls -| /etc/cron.d/at.deny
rW-r----- root <If2 %>
"/etc/at.allow”, “/etc/at.deny” LA AFX} A Mot =0l
T #ls -1 /etc/at.allow
#ls -1 /etc/at.deny
W-r----- root <} %>
“/var/adm/cron/at.allow”, “/var/adm/cron/at.deny” Lt&2| AF X} U Aot =0l
AIX #ls -1 /var/adm/cron/at.allow
HP-UX #ls -I /var/adm/cron/at.deny
IW-r----- root <If2 %>
Q1o ®AISH ool AFX7t root 7k OFL[ AL THRO| ATHO| 640 O|SH7t Ot B2 ofzfe| & oHd &
et 482 HEe
Ho gty
[ZX] ]

"atallow”, “at.deny” Tt AFAt 8 Hot HE (AF X root, #3640 0|3}

0| X] 118 / 150

Mz



MEOHsE Unix(Li ot7}o| E2}9l
@ M2y 3o {2CHE R Unix(Linux) 22t7}10| E2}

SEOUL MATIONAL UNIVERSITY _E_A—II:II_-|§ Ver. 3.0 7£er-iC’EIZ 2018. 10. 04

Bl SunOS
1. "/etc/cron.d/at.allow” 3 “/etc/cron.d/at.deny” Lt Q| A

0
>
4o
i
o
rE
N

# chown root /etc/cron.d/at.allow
# chmod 640 /etc/cron.d/at.allow
# chown root /etc/cron.d/at.deny
# chmod 640 /etc/cron.d/at. Deny

H LINUX

1. “/etc/atallow” H “/etc/at.deny” LYo A~F Xt Bl

rd
ro
rE
ox

# chown root /etc/at.allow
# chmod 640 /etc/at.allow
# chown root /etc/at.deny
# chmod 640 /etc/at.deny

W AIX, HP-UX
. "/var/adm/cron/at.allow” % “/var/adm/cron/atdeny” Tt 29| A QX U A3+ BHY
# chown root /var/adm/cron/at.allow
# chmod 640 / var/adm/cron/at.allow
# chown root /var/adm/cron/at.deny
# chmod 640 / var/adm/cron/at.deny

dlo

= 11— o

=k Gk QHIMo z gt 9f
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3.30. SNMP MH|A 7.5 M

FUH 22 MH[A 22| g=E3LC U-65
L4+ oS SunOS, LINUX, AIX, HP-UX Y &5
A 2N

*SNMP(Simple Network Management Protocol)MH| A= A[AEN MEfE HA|ZtS 2 TS LE -S|
21510 AH8SH= MH|AQ. SNMP MH|AE QIS0 A|AHISl Fo HE FE S HEQ| SR4+H0| Wiy

T A2 B2 SNMP MH|AS AESH| e 8% SAIAIZE.

*SNMP(Simple Network Management Protocol): TCP/IP 7|8 HIEQII 40| 2t SAENM FI7|HOZ o2 JEE
S22 =TS HEXT 2[5 7| /et Z2EESE 2|08

Y= - SNMP MH|AE AE5IX| = B2
7 - SNMP MH|AE ALE5H= 82
[ghol )
SunOS #svcs -algrep snmp
LINUX #svcadm disable svc:/application/management/snmpdx:default
#ps -ef|grep *Snmp*
AlX #cat /etc/rc.config.d/Snmp*|grep SNMP_|grep -v '#' (1 Q| B AtEA3)
#ps -ef|grep snmp
#cat /etc/rc.tcpip|grep snmp|grep -v '#'
HP-UX #lssrc -algrep snmp

#stopsrc -s snmpd
#stopsrc -s snmpmibd
=2 Q% 'SNMP” MH|AE AFESHs E2 otafel Eotd |0y ot 485 Bge

[Z=X] &

SNMP MH|AE AMESHA| Ee B9 MH|A SX| 2 A% A3 -E #HY

H SunOS, LINUX
1. Is —al /etc/rc.d/rc*.d/* | grep snmp £ AAMSI0 (X =0l = 0|5 HE
2. #mv /etc/rc3.d /S76snmpdx /etc/rc3.d /_S76snmpdx
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H AIX
1. Is —al /etc/rc.d/rc*.d/* | grep snmp 2 ZAM3BI0] 9{X| =0l = 0|5 HZ
2. #mv /etc/rc3.d /S76snmpdx /etc/rc3.d /_S76snmpdx
Hl HP-UX
1. Is —al /sbin/rc*.d/* | grep snmp 2 ZAMSI0] 2|X| =0l = 0|5 B E

2. CHS THYOM SNMP B S 0202 ®Y
/etc/rc.config.d/SnmpHpunix -> SNMP_HPUNIX_START=0
/etc/rc.config.d/SnmpMaster -> SNMP_MASTER_START=0
/etc/rc.config.d/SnmpMib2 -> SNMP_MIB2_START=0
/etc/rc.config.d/SnmpTrpDst -> SNMP_TRAPDEST_START=0

H SunOS 5.10
1. "svcs -a | grep snmp “HHO 2 {2 20l
2. 4= gd3t =l
Ps —ef |grep snmpl|grep —v “dmi’|grep —v “grep"EE &,

svcs -a | grep snmp | grep -v "dmi" | grep -v "grep"

online 13:17:34svc:/application/management/snmpdx:default
3. "svcadm disable” BHCE O X

(0l) svcadm disable svc:/application/management/snmpdx

X @Y | AWEOR I 9

dlo
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3.31. SNMP A H|A Community String 2| S84 473

FUH 22 MH[A 22| g=E3LC U-66
L4+ oS SunOS, LINUX, AIX, HP-UX Y &5
A 2N

*SNMP(Simple Network Management Protocol) AJH|AE AJAE MEfE MA|ZIO 2 TietstE *NMS(Network
Management System)& ?|5t0] UNIX A|2R0|M 7| 2X 2 2 M| SSh= MH|20|0 HEE 27| fIsh LE52| j
22| E Q1 Community Stringg AHEEH *Community String2 Default£ public, private2 & E 427t Bon,

p
0lZ BIZOIX| YO O] Sting2 OHBoto] AIAHC| £ Y I MHE Tore

s— = 1o

*SNMP(Simple Network Management Protocol): TCP/IP 7|8t HEQII Q| 2t S AENNM F7|Ho R o2 YEE A&
C2 TSI HEHT 22 E ot7| /et Z2EESE 20jg

*NMS(Network Management System): JIEXI &S| BE FH|Q| SY LAl MHE 530 L EHT, Y, 242
Algstn BE GlO|E S BB B S| # 7r S st B2l AAES T,
*Community String: SNMP= MIBEt= EEE F1g7| Q8 215 oM F 2| H|ZHD Q1 '"Community String'S At
a3}
o 0.

A wy

%S - SNMP Community 0| §0| public, private 0] O}l AL
o

F 2k - SNMP Community 0| £0| public, private 9! 4%

SunOS 9 #vi /etc/snmp/conf/snmpd.conf

o|s} A read-community public / write-community private

SunOS 10 #vi /etc/sma/snmp/snmpd.conf

Ol & & rocommunity public / rwcommunity private
#vi /etc/snmp/snmpd.conf
LINUX _ ,
com2sec notConfigUser default public
AIX #vi /etc/snmpdv3.conf
' COMMUNITY public public noAuthNoPriv 0.0.0.0 0.0.0 -
#vi /etc/snmpd.conf
HP-UX . . . .
get-community-name: public / set-commnunity-name : private
o] 281 20| CIZE HFUEIHE "public” £, "private"s Ar&0t= 42 Of2fie] 2 ota g0 et
2488 i
0S¥ snmpd.conf T+ 2| %]
/etc/snmpd.conf
SunOSW
/etc/snmp/snmpd.conf
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/etc/snmp/conf/snmpd.conf

/etc/sma/snmp/snmpd.conf’ (SunOS 10 H7H™ & Z2)

/etc/snmpd.conf
LINUX /etc/snmp/snmpd.conf
/etc/snmp/conf/snmpd.conf

SNMP V1 € A% 4R
AlX, N
=

SNMP V3

/etc/snmpd.conf

o T
A28 H2: Jetc/snmpdv3.conf

/etc/snmpd.conf
HP-UX /etc/snmp/snmpd.conf

/etc/snmp/conf/snmpd.conf

X YR YEHES AL M2 E=, AX| Z20 M2t CHE

30

[Z=X] ¥4

e

HARUEZoR By

H SunOS
1.vi HY7|E 0|8350f SNMp HFLdS & 2
2. Community String 2t 278 #HE& (=53}

- Sun0OS9 0|5} A -

#vi /etc/snmp/conf/snmpd.conf

- SunOS10 O] & HH -

#vi /etc/sma/snmp/snmpd.conf

Bl LINUX

1.vi BY7|E 0|83t SNMP 2E s A =
#vi /etc/snmp/snmpd.conf

2. Community String 2t 278 HE (F55H7| {2 ¢
(=8 ™) com2sec notConfigUser default publ|c

(=3 F) com2sec notConfigUser default <%

(=8 F) read-community <HZ& 2f> / write-community <HZ& Zt>

(=8 %) read-community public / write-community private

It

(=8 ™) rocommunity public / rwcommunity private

(=8 2) rocommunity <& Zt> / rwcommunity <#HZ Zt>

o2 Hd7h)

o>

snmpd.conf TtA0|A HFLIE|FS =HQlot = CIEE HRFLIEIF "public, private"S F537| 0f2{2

Mz
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Bl AIX, HP-UX

1.vi HEH7|E 0[&3l0f SNMP 27Emds o
#vi /etc/snmpdv3.conf

2. Community String 2t 278 B8 (F55H7| AR 422 473)
(== ™) COMMUNITY public public noAuthNoPriv 0.0.0.0 0.0.0 -
(=8 2) COMMUNITY <#& Zf> <#Hd 2t> noAuthNoPriv 0.0.0.0 0.0.0 -

ot

B HP-UX
1.vi 7| 0|850] SNMp HEuts & £
#vi /etc/snmpd.conf
2. Community String ¢t 878 W& (FH5H7| 02 22 4%)
("8 ) get-community-name: public / set-commnunity-name : private

(=8 ) get-community-name: <HZ& 4f> / set-commnunity-name: <#HZ @f>

= 4% SNMP & AFESHH, 7|Ef SNMP & A2 42

NMS O M MHE 2LIHE
Al A8t XL SHE Server/Client 0] 25 ZF2 Community

=X g Community String &4
String & AF&5H0{0F &
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3.32. 22 A 41 HAIX] M-S

FA™ & MH|A 22| gEILC U-67
& os SunOS, LINUX, AIX, HP-UX = 8t
e 24

E|X| EE B B0 MH Os T

S e
SEE Sot0 s Os & MH[£2] FAHZ 0|80 54

F= - M U Telnet MH[20] 232 HAX|7} 2-EE[0] A= BF
FloF - MH AU Telnet MH| 20 22 HIAX| 7} QHEI AX| 2 B2

=L
SunOS
LINUX #vi /etc/motd
AIX NH 232 HAIX| A% o5 gl
HP-UX

o HMAlet ohd Lio| 232 HAX] 20| §EEX| @2 BF otefe HotdFL o mar HAXISE

0|246I-
-1 a

OSE HZ ot ¢|x] A EF 4
#vi /etc/default/telnetd
SunOS
BANNER = "Wl rinrid#n ‘uname -a’ ‘uname -r’ Writintrittin”
#vi /etc/issue.net
LINUX
CentOS release 5.3 (Final) Kernel #r on an #m
#vi /etc/security/login.cfg
AIX
default: 88 Y&
#vi /etc/inetd.conf
HP-UX
telnet stream tcp nowait root susr/Ibin/telnetd telnetd
210l HMA|SH It L Telnet Hi{ H7E0| ?[2t Z2 2% Or2fe| Hota o et 288 Hae
HOoHIT Y

[Z=X] =]

Telnet, FTP SMTP DNS MH|AE At 42 HHOY EX| F inetd Hl2 XHAIE

ot

Bl SunOS

1. M 232 HA[X] 273:vi HEZ|Z "/etc/motd” Y-S A = 22 HA[X] YH
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#vi /etc/motd

(=8 o) g gls

(=8 2) 232 HAIX| ¢
2. Telnet HiLH A7 vi HET| 2 "/etc/default/telnetd” TS A = 202 HAIX| L&
#vi /etc/default/telnetd

(=78 ) BANNER="WWrWnWWritn ‘uname -a' ‘uname -r' WAWrWWNWA AN

(=™ %) BANNER="Z 12 H|A|X| "

H LINUX

1. MH 232 HAIX] 47 vi BEZ|2 "etc/motd” TS A T 22 HAIX] L
#vi /etc/motd

(=8 ) UE gla

(=8 2) 232 HAIX| &

2. Telnet B AN: vi HEJ|2 "fetc/issue.net” LU S A = 22 HA|X| &
#vi /etc/issue.net

(=™ ) CentOS release 5.3 (Final) Kernel #tr on an #m
(=8 2) 232 HAIX| &

H AIX
1. ME 232 HAIX| 27 vi BE7|E "Jete/motd" LS H = 22 HAIX| L H
#vi /etc/motd
(=8 o) g 8ls
(+73 3) 21 HAIX ¢
2. Telnet Bl &7: vi B 7|2 "/etc/security/logincfg” TS A & 212 HA|X| 2
#vi /etc/security/login.cfg
(=38 7) default: 278 F&0 herald 278 812

(=8 2) default: 28 20| herald="232 HA|X|" 23 =7}

H HP-UX
1. M 232 HA[X] 27:vi HEZ|Z "/etc/motd” THYS A = 22 HA[X] YH
#vi /etc/motd
=38 M) UE ela
T8 2) 22 AR 2
2. Telnet HfH &78: vi HE7|E "/etc/inetd.conf’ T P2 A = telnet F20| 201 ot A7

#vi /etc/inetd.conf
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(=8 H™) telnet stream tcp nowait root /usr/Ibin/telnetd telnetd

(=8 =) telnet stream tcp nowait root /usr/Ibin/telnetd telnetd —b /etc/issue

K@% | YuNoz 9w gl

bjo
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3.33.NFS A& oty M2 At

FHUHE &2 SLTES =1 gd=3c U-68
CH&F oS Sun0S, LINUX, AlX, HP-UX A= =

olad H
o3 2N

.|
o
£ 56l O1SIK| %2 ABAE SR6 TRA~E

LS — =2 O™

*NFS(Network File System): ¥ Z HAFEC| LtLALHS 22 A|LHO| OF2ESHY OFX| 22 THEALB-NEY ALY =+

Ue Z2IHW

oA
oY

z
IE

A2 X}7} root 0|11, H$H0| 644 0|3}01 AL

%3 - NFS HIM O dHmn 9l
o Ul 2 FX}7t root 7} OFL| 7L, HBHO| 644 O|5}7} Ol HL

%19 - NFs H2R0| QymAe

= - O
#ls —al /etc/dfs/dfstab
SunOS
w-r--r-- root <nfs & 20 of 2 >
N #ls —al /etc/exports
AIX _
w-r--r-- root <nfs &Z2X0/ of 2/ >
HP-UX

'NFS" F2H 0 AHIAC| 2 QX7 root 7k OFLIZ{LE TIo] [H0| 644 O[S7} OFHl 22 Of2fo| =t
Yol mfet 4HS BEY

oMY

[Z=X] &

NFS HHof 28ntEo| &7A 8 Hot BE (274t root, Mot 644)

Hl SunOS

"/etc/dfs/dfstab” IOl AF X U Ao HP (AKXt root, Mot 644)
#chown root /etc/dfs/dfstab
#chmod 644 /etc/dfs/dfstab

Hl LINUX, AIX, HP-UX
"/etc/exports” THUQ| AF X U Aot HP (AFAf root, Tt 644)

#chown root /etc/exports
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3.34. expn, vrfy 0| H|st

FHUHE &2 SLTES =1 gd=3c U-69
CH&F oS Sun0S, LINUX, AlX, HP-UX A= =

olad H
o3 2N

*SMTP(Simple Mail Transfer Protocol)= 2 F 24
£ M8 58S ZESHH A8Y EL7t gl

Sendmail Abuse £ & X|5H7| /5 Sendmail 2| 7|

rr rr
b

*SMTP(Simple Mail Transfer Protocol) AH: QIE{ A0 A M

i
=at

Ol MH|AQI *VRFY, *EXPN & &t

= 23 U0 HIHL o] =gt MH A SMTP
8% MH|AE MZBHOF 5t0, SMTP AMH[A 2F Al

OfOF &

AR H(E-mai)2 MEY If 0|8SHA Bl EE B4 72

o [==}

*VRFY: SMTP 22}0|AET} SMTP MH{0f| £ Ofo|C|of CHot T 2o| JA=X| AB5H7| 2l 2= BB E 2.
*EXPN(H 2T 2[2E 2H): B2 & Al 25| 2ot YO E 2.

A wy

o

F-';'-

71E]

U= - SMTP MH|A D|AE EEE=, noexpn, novrfy &

il

—

< - SMTP MH|AE AL23}1, noexpn, novrfy SM0| MH™HE|0] UX| &

MO| MME|0] Q= HL

) o
:7C>:|

=L O
SunOS noexpn, novrfy &4 &7 =0l
LINUX #vi /etc/mail/sendmail.cf
HP-UX O PrivacyOptions=authwarnings

#vi /etc/sendmail.cf
AIX
O PrivacyOptions=authwarnings

2| M1t Z0| noexpn, novrfy &M0| FI7HE[X| 2 4% Of2fjel Hotddul

H SunOS

#chown root /etc/dfs/dfstab
#chmod 644 /etc/dfs/dfstab

<MH|A EHQ Al>
Bl SunOS, LINUX, HP-UX

1.vi HE7|E O|83l0] “/etc/mail/sendmail.cf’ TS

"/etc/dfs/dfstab” Lt AO| AFX} Gl Aot HH (At root, HTH 644)

o=

o
- T
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(Th AIX = /etc/sendmail.cf)
#vi /etc/mail/sendmail.cf
2. "/etc/mail/sendmail.cf” Tt Of| noexpn, novrfy &M =7}
(=’8 &) O PrivacyOptions=authwarnings
(=’8 F) O PrivacyOptions=authwarnings, noexpn, novrfy

3. SMTP A{H|A THA|Z}

< MH[A SER Al>
H SunOS, LINUX, HP-UX
1. 2AE 2 MH[A~ FX]|
#ps —ef | grep sendmail
root 441 1 0 Sep19 ? 00:00:00 sendmail: accepting connections
#kill -9 [PID]
2. A28 XHAIZ; Al SMTP ME{ 7 A S E[X| 5 OS B2 ofgfet 20| 28
H SunOS, LINUX
1. fIX =l
#ls —al /etc/rc*.d/* | grep sendmail
2.0|F #3g

#mv /etc/rc2.d/S88sendmail /etc/rc2.d/_S88sendmail

H AIX
1. 91X 22l
#ls —al /etc/rc.d/rc*.d/* | grep sendmail
2.0|8 B3
#mv /etc/rc2.d/S88sendmail /etc/rc2.d/_S88sendmail
3. /etc/rctepip LHYUO|A Of2f LEE #X2[(FAM K2|)
(=8 ) start /usr/lib/sendmail "$src_running" "-bd -q${qpi}"

(=8 ) #start /usr/lib/sendmail "$src_running" "-bd -q${qpi}"

H HP-UX
1. 91%| 2ol

#ls —al /sbin/rc*.d/* | grep sendmail
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2. 0]
#mv /sbin/rc2.d/S540sendmail /sbin/rc2.d/_S540sendmail
3. /etc/rc.config.d/mailservs It A 0| A SENDMAIL_SERVER 2fE "0"'2 =2 B E

#

o

(9.x 0|3}: /etc/netbsdsrc)
SENDMAIL_SERVER=0

H SunOS 5.10
1. #svcs -a | grep smtp
2. 4= gd3t =l
online 13:17:45 svc:/network/smtp:sendmail
3. 82 X
#svcadm disable [A{H|A O 23]

(0l) #svcadm disable svc:/network/smtp:sendmail

X Q¥ | YHHoE gy gl

glo
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3.35. Apache ¥ MH|A HH &
Hoy 72 Ab|2 22 g=3c U-70
& os SunOS, LINUX, AIX, HP-UX ™= =
ol 24
o2 HOlX|, & MH ZF, OS HE, AHEAt A 0|§ S ¥ Mot AHE S E0 YEIL 55X RS
Stojof o 2ERs dEI E5E B2 oY HEE 0|8510 AAHQ FHAMEZ Y = US.
Y wy
[EEh 71F)
k% - ServerTokens X|A|X}0f| Prod SM0| MHE|0| Q= AL
F|2F - ServerTokens X|A|X}0f| Prod SM0| M™HE|0f UX| Y= AL
(gl wh)
SunOS
Prod 84 47 02 2ol
LINUX
#vi /[Apache_home]/conf/httpd.conf
AIX
ServerTokens Prod
HP-UX
"httpd.conf” Tt LHO|| ServerTokens X|A|Xt7} 2|{QF 20| "Prod"2 A E|X| 42 ZF ofzfe| E ot g

of what 2o 27t

Eo}kix I-hé'-l
Xxl HI-H-I]
Ho x|Aste] HEE et & M& (ServerTokens X|A|XI0f| Prod &M A7H)

Hl SunOS, LINUX, AIX, HP-UX
1.vi B 7| E 0|835}0] /[Apache_home]/conf/httpd.conf IS H
#vi /[Apache_home]/conf/httpd.conf

2. MHEl R E C|AE2|9| ServerTokens X|A|XtO| A Prod 273

=9 23

<Directory />
Options Indexes FollowSymLinks
ServerTokens Prod
- O[SHA4Ef -

</Directory>
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ServerTokens X|A| X} &M

719E H3sts EE o2
Prod 4 MH & Server Apache

Prod 7|} E HES £ +
Min Server Apache/1.3.0
o A HHE

Min 7|} E HE EE£ +

(1) Server Apache/1.3.0 (unix)
= A H|
OS 7|9 E H& HE + Server Apache/1.3.0 (unix)
Full
2XE 258820 H) Y PHP/3.0 MyMod/1.2
=X G AutHo = HY 9IS
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4. I X| 2t
4.1. A4 motmjx| W WG ADAE HE
Fofy L& x| e gdE3E U-71
& oS SunOS, LINUX, AIX, HP-UX HE= At
Y 2

F71HQ X HE5 Sot0f 2ot B A" Y E e
Fa I

o — Z‘\I A .
SO AIAEO 32 TX| &0 [ME= 2NEEMN 2832 SEZ2I™9| o|7|X| E2 S|, I{X| &t
Mol M S)it MF 2| o2ls S22 W2 WAE HESts A0 i ofE7| W20l A H& Al B2

%S - K| MG YME +Yol0| FIIMOE HAE B2 otn Y= B
#o - K| Mg YMS US| %D FIIMOE WS oHX| Y= B
[l W]

SunOS

LINUX - N - .

X RE A 4F ol U HMO| 02 K| MG o 2ol
AIX
HP-UX

1o MAlet 40| §&&|0f U= BF ot YU et S9S MAG

X OS XS] B2 XEH2 2 F4F0| FHE[D A7| WI20 O/S 2| A}, ME|A JHEAZL IHX| HE0f K&

H SunOS

1. "showrev —p" & MHO| HEE|0 U&= IHX| 2|AE =0l
2. 0t2f 27§ TIHX| AO|E F StLHE ME & L3510 IHX[E &of &g
«OSY, NZY, 20t 2t J2|1 y2k A2 EF 5|0 IjX| oY XS

http://access1.sun.com/patch.y2k/
< OSEZ FHEE oK 4t XS

http://sunsolve.sun.com/pub-cgi/show.pl?target=patches/patch-access

< X Hgo| of 1>
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#mkdir /var/spool/patch
Qlot Z2 CIAEHZ|E S0 Patch THY S 222 T

==

(YK EX| =AM Of): 107403-02: SunOS 5.7: rimod & telmod Patch € XM&3%t1At &

#showrev -p | grep 107403

Patch: 107403-01 Obsoletes: Requires: Incompatibles: Packages: SUNWcsu, SUNWcsxu
#ls

107403-02.zip

#unzip 107403-02.zip

#patchadd /var/spool/patch/107403-02

erifying sufficient filesystem capacity (dry run method)...

Installing patch packages...

Patch number 107403-02 has been successfully installed.
See /var/sadm/patch/107403-02/log for details

Patch packages installed:
SUNWcsu
SUNWccsxu

#showrev -p | grep 107403
Patch: 107403-01 Obsoletes: Requires: Incompatibles: Packages: SUNWcsu, SUNWcsxu
Patch: 107403-02 Obsoletes: Requires: Incompatibles: Packages: SUNWcsu, SUNWcsxu

X AKX Al Folg H
1. I§X| M8 Z Rebooting0| LR ZAR7} U2 S0 2 README-Patch-ID I &0l Lo
2. {X| M|H YH: #patchrm Patch-ID A3

< IfX] Hg2o| of 2 >

i X| cluster?| 0| &

i X| cluster2t SunO|Al Recommended T§X|Q} HOF 2 XSS EsI0, 2t A|AH
Z2517| 3 If7|X| YElE MSEe X F22 7t2lE

O|= I§X| cluster= Sun2| Web H|O|X|2} ftp MHOME & 4= J OO, ZH2Eo| THX| cluster=2 OF2HQt 22
mgyoz fA-E

-

rk

2| RS Q| Mo

—

i

[version]_Recommended.tar.Z
[version]_Recommended.README
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2.5.1_Recommended.tar.Z
2.5.1_Recommended.README

|2t 20| Zt 0| 2} Recommended.tar.Z2t 22 HtO|LH 2| THX| FS 1t S THX| clusterdf| CHE =M 2
Bt Q= README LIt0| MESEEZ ZF A|AES HE|XIE2 Sun AO|EO| H&510] IHX| clusterlt
README I} CHR2ZE 10 A|A”I0| X[ = AS

http://sunsolve.sun.com/pub-cgi/show.pl?target=patches/patch-license&nav=pub-patches

< IjX] Hg2| 0f 3 >
Automate patch management toolE AF&3H0] SXf A|AEIO|AM HOIE IiX| R HX|E IHX|E 24150
YA X+S2Z patch listE CH2EFOFA A X[

= OIE AliE‘II%% EI-%_TI_I- 7t

X Automate patch management tool2® AMESHY MEE = Ql 2 A

djo

#gunzip -dc pproSunOSx865.9jre2.2.tar.gz | tar xvf -
#zcat pproSunOSsparc5.6jre2.2.tar.Z | tar xvf -

#cd pproSunOSsparc5.9jre2.2

#./setup

< A2" S >
SunOS 2.6 - 9, Sun Cluster, Network Storage, and E10Ks and Star Fires
< Patch management tool download >
https://sunsolve.sun.com/patchpro/patchpro.html

H LINUX

Linuxe MB{O| SX|E T{X| 2|AEQ| 2|7t E7HSSIER rpm IH7|X] & BT} FixEl =4 HE AX[7}
ol Q &k

= [=]

Linuxe & &[1, HAHOO|Y & OSO|EZ LinuxE 7Yt MIEO et rom T{7|X| 7t CHE = Y2,
Otz o] AFO|E = RedHat LinuxOi| CH$ B Fix 22 AIO|E Y

<Red Hat ¥ Z 2>
Step 1. LS9 AIOJEO|M SiE HTES &5
http://www.redhat.com/security/updates/
http://www.redhat.com/security/updates/eol/ (Red Hat Linux 9 0|5} H{ )
Step 2. ZHE Update T oI AHE SQ £+ 23 Update 20t 3 Update Download
Step 3. Update & X|

#rpm —-Uvh <pakage-name>
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H AIX
“instfix -iv | grep ML"2 MH0| M&E|0] /U= IiX| 2[AE =0l
HT4.32] 4% Ofef AIO|EO|NM Ct2at 242 o= X

o A Olo
;JET}VIKI:I

T
r
mjo
n
Mo
ne
mjo
als
30
kl
o
Ot
rr
o

£
I
<
—
il

X currentE A I level2 SE5t1, update toS Z[A1Q| CHet X M2 MEH

http://techsupport.services.ibm.com/server/mlfixes/43/

< I{X| g2l off 1>
Click on the package name below.
Put the package (a tar.gz file) in /usr/sys/inst.images
Extract the filesets from the package.
cd /usr/sys/inst.images
gzip -d -c 4330910.tar.gz | tar -xvf -
Back up your system. 0
Install the package by creating a table of contents for install to use. Then update the install
subsystem itself. Run SMIT to complete the installation.
inutoc /usr/sys/inst.images
installp -acgXd /usr/sys/instimages bos.rte.install
smit update_all

Reboot your system. This maintenance package replaces critical operating system code.

< Security Patch Check Z+# ALO|E >

http://techsupport.services.ibm.com/server/nav?fetch=pm

Hl HP-UX
'swlist —| product’'2 AMHO0| &=l TfX| El E Z9l
HP-UX= Chgt StEQIo] E3E1 O QI8 General $F Security Patch7t S7HE|0f RUX| LS,

A
security_patch_check Z= 12 (E —ﬂu—)% ME o MX|- M350l MH 2| F At Security Patch EmE%

(=R el K=)
O-IE_I_NEE

security_patch_check= ®M HEE|D A= TiK| 2|2ES 2435t= 22M, HE 75 TiX|t X FX|
2 X YEE 2|xE Aoz M5t EoF miX|of Ciet 7 YEE Xf%gi MAsto] ZEE

security_patch_check Z21H#Z AE3}7| 9

i
(security_patch_check At & L{&2 H|1' FX)

< Security Patch Check Z+# ALO|E >
http://www.software.hp.com/cgi-bin/swdepot_parser.cgi/cgi/displayProductinfo.pl?
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productNumber=B6834AA

of elet x| M2 Chsdt 22 THA O ofsl A
En

http://support2.itrc.hp.com/service/patch/mainPage.do &%
HP-UX M E45HO] Si'E T O[X| O] &

)
2)
3) SHEEl= H/W, OS &l
4) 7| E, Patch-ID, Patch 2|AE M2 MESI0] A
5) A At 2ol
6) 2% X E MESO] CHREE WS
7) I{X| 7+2| dependencyE -I-E=|0P04 Mg x| 273

oz S|
CPM(Custom Patch Manager)2 Si 2 A|ARIOf Mgt THX[E MEISI D CIREE
i

CPMZ 0| 85}0] 2o 28 & L 7| UHHE=2 I S
A0 Tl Ats 24 E 20E @0l 8 oK YEE =AolE + U
CPM= O|&3t= HHA = Chaa &2 Ao Qs +=d &

1) ITRC & AO|E http://itrc.hp.comZ 0|55t0f 2190l

4
5
6
7

cpm_collectsh A3 ZEE A
Perform Patch AnalysisE 22/5t0f 273} candidate patch listE &
Medst x| 7| conflict7t SEX HA
o
=

MEisto] CHRRE e 3 Ijx| 4|

)
)
) C
)
)
) MEdSH I X| £ Package HHE

2) maintenance/support 235 &% 2 customized patch bundlesE 41&H

3) cpm_collectsh 23 EHEE CH22E &0 AW = X configurationdi CHH 7
i
o

H
= configuration0f| CHet Z1tE ITRC | O X|Of &

2 QE 2 Bt

32t
1=

=
=
=

=0/,
11 dependency ALt conflict

X Q¥ | UHHoE ¥ als
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5.2. 880 mE AL 2H 478

S ERET g2ac U-73
CH & oS SunOS, LINUX, AIX, HP-UX FEE st

%% - 21 7|8 FHo| WA mat LHEO SO A= FL

| I A
o - 21718 YA 05, £, WMol M2t QYE|O] K| %2 B

H

HU
]
A
1z
]
Jlot
4
L]
ke
Sl
sl
HU
]
Ar
1z
[N
i=
=2
=
rot
oz
oY

20 7|5 S +E-StD, MO W2t syslog.conf(EE& rsyslog.conf) TS 47

1

Hl SunOS
1.vi HEY7|E O|85}0] "/etc/syslog.conf” Lt YS AH =
#vi /etc/syslog.conf

2. Of2jet 20| +7H E, A A

mail.debug /var/log/mail.log
*info /var/log/syslog.log

* alert /var/log/syslog.log
*alert /dev/console

* alert root

*.emerg

3. 9IQF 20| ©™ = SYSLOG H|2 XHA|Z

| 0| X| 141 / 150

Mz



Unix(Linux) EQt7}o| =20l

SEOUL NATIONAL UNIVERSITY (=] =
) =AHZ

R e R

Ver. 3.0

Xt
A

‘d4:2018. 10. 04

- SunOS 9 0|5} B -
#ps —ef | grep syslogd
root 7524 6970 0 Apr 23 - 0:02 /usr/sbin/syslogd
#kill -HUP [PID]

- SunOS 10 O] &} B -
#svcs -a | grep system-log
online 16:23:03 svc:/system/system-log:default

#svcadm refresh svc:/system/system-log:default

l LINUX
1.vi HEI|E 0|83t “/etc/syslog.conf” TIPS & =
#vi /etc/syslog.conf

2. Of2fiet 20| =73 £, A &Y

7 =

*info;mail.none;authpriv.none;cron.none /var/log/messages
authpriv.* /var/log/secure

mail.* /var/log/maillog

cron.* /var/log/cron

*alert /dev/console

*.emerg *

3. 92t ZH0] M7 = SYSLOG Ol2 XHA|Zf
#ps —ef |grep syslogd
root 7524 6970 0 Apr 23 - 0:02 /usr/sbin/syslogd
#kill -HUP [PID]

H AIX

-|0}

1.vi HE7|E 0| 8310 “/etc/syslog.conf” TS A
#vi /etc/syslog.conf

2. Of2fet 20| & Ei, Al A

I

*.emerg *
* alert /dev/console

* alert /var/adm/alert.log
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*.err /var/adm/error.log

mail.info /var/adm/mail.log
auth.info /var/adm/auth.log
daemon.info /var/adm/daemon.log

* emerg;*.alert;*.crit;*.err;*.warning;*.notice;*.info /var/adm/messages

3. #I2t 20| 23 = SYSLOG Hl= MAIZ
#refresh —s syslogd =&,
#ps —ef |grep syslogd
root 7524 6970 0 Apr 23 - 0:02 /usr/sbin/syslogd
#kill -HUP [PID]

Bl HP-UX
1.vi HE7|E 0|88} “/etc/syslog.conf’ LY & =
#vi /etc/syslog.conf

2. Of2fiet 2ol =78 £, M &

]

*notice /var/adm/syslog/syslog.log

*alert /dev/console

*.emerg *

3. 9[eF 20| 87 = SYSLOG H|l&2 XHA|Z

#ps —ef |grep syslogd
root 7524 6970 0 Apr 23 - 0:02 /usr/sbin/syslogd

#kill -HUP [PID]
HAIX| B/
| A X| 29
auth 200 52/ 25 Z2aHW FHO| LM HAX|
authpriv Jfol oI5 S QFstE T2 QUWO0| EAlist HA|X]
cron cron, at O 20{A 25 HIA|X|
daemon telnet, ftpd St 22 20| L st O A|X|
kern 70| Lot A[X]
lpr T2 RS == O] Lot HiA|X]|
mail O Y A|ARIOA LS HA|X]
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news FZU 72 T2 FHO| LT A|X]|
syslog syslog T FHO| Lo HA|X]|
user AHE R ZEM A ZHA HA|X]|
uucp A AEO] Lot O ALK
local0 zoz HAE 7Y
HAIX] M2
H A X| a4y
alert SAXo 2 XX E FojoF & &
crit 2o &8 OtLX[EH X|HE QI A|A” ZH| 'L Al
deberg T2 A A Elrs 2F 2W Al
emerg o ot o2
err O] 2 2l Al
info Cheot T2 20| CHo HE OAX|
notice ofl2{7F ot Lof 2tot HiA|X]
warning FO|E 25t= HA|X]|
=X g LEHH Ol A Fek 93

B Hea=a
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[No Name] - VIM

File Edit View Search Terminal Help

HUSQA 2 M Al "w'E gEHoIL, 8 22 = "g"E Y 221" S =8

o
oo 7| Hsto] l2 [ 'readonly’ option gis set (use ! to override)2t= HA|X|7F 28 0| E|HA X ZEO|

e
aul
rir
N
1o
N
30

=0 o= A 42 1 F7t2 20 M ZHE HEE.
snmp.conf (fetc/snmp) - VIM

File Edit View Search Terminal Help

# As the snmp packages come without MIB files due to licens
e reasons, Loading

# of MIBs is disabled by default. If you added the MIBs you
can reenable

# loaging them by commenting out the following line.
mibs

"fetc/snmp/snmp.conf" 5L, 213C

d7l= otefel "3 7k RE'2 FEE.

X
<. |
rel

1. YYD 7|2 Y HAE BHE 27/ YO 2
2 BYBE: GAE YD 75
3. SYBE SROIL HYO| TH53 B I|5 4+
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03. find BHOIS ALB5}0] Y A= ol

find B0 = Bots LS AL EHET SHHA HotE = A=E o1, H#X +8 & ot

=1 =2
FEOHA AMEE. F A TIT Al 2 2 SHF
o

O
O
30
rir
i)
-
>
o
08 NE
o
L H
i
o
oo
Of
2
E_l
ne
o
do
>t
rot
oy
Hu
i
o>
il

of
Ol f =210 of2{2 417

f
find B0l 7|28 131 28,
#find . -name 'pattern’

<find EO| A Of|A|>
01. #find . -name "*.html’
V2 WM CAEZ|0M BT, Jusr 2F 20| EF AX0M R 2B H #find /usr -name *.html’
-name 2 It O|FL 2 Hodts RO 2 YAt html 2 Lt LTS A
02. #find . -type d
CIZE 22 ZA
03. #find . -group admin -type |
=0| admin O|EAM =5 AT =3
04. #find . - user icocoa -maxdepth 1 -type d
SAX Cl2E2| WOl M 2] X7t icocoa OO, CIRE{ 2|9 ZADHS ZH A
05. #find . -name "*.jpg' -0 -name "*.html’
-0 M2 OR SHLE =AFAI} jpg A3t html ©f THAS HAY
06. #find . -atime -2
2 Y SO AM AT LOILER] B2 THY HM
07. #find . -atime +3
AM27F Lo = 3 L o
08. #find . -mtime +7
79 G- E HALDX| 2 0t HM (m: modification time)
09. #find . -mmin +30 -maxdepth 1 -type f
SR CIEEHEZ| oM HEO0| A2 £ 30 & At Tt HM(+,- 7|= ALE)

oY
1=

10. #find . -name "*.xml' -exec grep -l 'Version' {} W,
A Tl E 2| LOIA Version Ol2hE EHO{7F S0{Zh xml SRS 7HE THL AH A
11. #find . W! -name "*jpg"
jpg 2 BLIA| = It A
12. #find . -newermm test.txt
testtxt 2Lk LISO| =& Tt HM (-newermm 2 -newer 2 5 )
13. #find . -size +100c(+,- 7|Z A})
ARO[ =7} 100 HIO|E O] &2l Th& HM(c: bytes) (-2l &2 100 BIO|EEL 22 Hpel HAM)
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04. /etc/passwd, /etc/shadow, /etc/group ot 7=

me Por
/etc/passwd AHE XL ID, Shell & AFEAL AE & M&
/etc/shadow root £, AFEAF A7l &= M
/etc/group Z 08 S50 oot B2 ME

M /etc/passwd

root@localhost:/etc

oId(E) EEE =221V ZEMO HoEd =8H)

games: x: 12: 100: games: /usr/games: /sbin/nologin [~
gopher: x: 13: 30: gopher: /var/gopher: /sbin/nologin

ftp: x: 14: 50: FTP User: /var/ ftp: /sbin/nologin

nobody: x: 99: 99: Nobody: /: /sbin/nologin

dbus: x: 81: 81: System message bus: /: /sbin/nologin
usbmuxd: x: 113: 113: usbmuxd user: /: /sbin/nologin

vcsa: x: 69: 69: virtual console memory owner: /dev: /sbin/nologin

rpc: x: 32: 32: Rpcbind Daemon: /var/ cache/ rpcbind: /sbin/nologin

rtkit: x: 499: 497: RealtimeKit: /proc: /sbin/nologin
avahi-autoipd: x: 170: 170: Avahi IPv4LL Stack: /var/lib/avahi-autoipd: /sbin/nologin
pulse: x: 498: 496: PulseAudio System Daemon: /var/run/pulse: /sbin/nologin
haldaemon: x: 68: 68: HAL daemon: /: /sbin/nologin

ntp: x: 38: 38:: fetc/ntp: /sbin/nologin

apache: x: 48: 48: Apache: /var/www: / sbin/nologin
saslauth: x: 497: 76: "Saslauthd user": /var/empty/saslauth: /sbin/nologin
postfix: x: 89: 89:: /var/spool/postfix: /sbin/nologin

abrt: x: 173:173:: /fetc/abrt: /sbin/nologin

rpcuser: x: 29: 29: RPC Service User: /var/lib/nfs: /sbin/nologin
nfsnobody: x: 65534: 65534: Anonymous NFS User: /var/lib/nfs: /sbin/nologin
gdm: x: 42: 42: : /var/1ib/gdm: /sbin/nologin

sshd: x: 74: 74: Privilege- separated SSH: /var/empty/sshd: /sbin/nologin
tcpdump: x: 72: 72:: /: /sbin/nologin

namegpark: x: 500: 500: namegpark: /home/namegpark: /bin/bash |
TToot@locathost etcl# B

AEE OAQJE | UID GID AELY Z CI3dEzZ| Shell §&

namegpark X 500 500 namegpark /home/namegpark /bin/bash

H /etc/shadow
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oiId(E) HIUYE® =221V HMOS EHogD =S| HH)

[ root@ocalhost etcl# cat shadow '

root: $687Qkazvftw. YzV1e3s$Uv. dfOkernCEleHyF 201S7NTQbdqQpI5xdDuYmDToOD55b. mNIc8Ql

lePSc‘):aoMicipo bDmDDaBGWT/NN. : 15788: 0: 99999: 7: : :

bin:* 1 7628: 0: 99999: 7: ::

daer*on : 15628: 0: 99999: 7: ::

adm: *: 1 .h)H 0: 99999: 7:

VveSa:il: 15788228 3

rpc:!!:15788:0:99999: 7:::

rtkit:!!:15788::::::

avahi-autoipd:!!:15788:::::: (v
™Y YAQE | AS MHUXL | HATMS XA S87|2 AnYys

root $6$7 ~ 15788 0 99999 7

H /etc/group

root@localhost:/etc

o) EHFUG =221V FME Eolgd =8%H)

stapdev: x: 158:
sshd: x: 74:
tcpdump: x: 72:
slocate: x: 21:
hamegpark: x: 500:

AEdY GjAQE GID a1 484

root X 500 -

05. A’ 84Y

Ip:x:4:7:1p:/var/spool/lpd:/sbin/nologin =24 ZZE MH
sync:x:5:0:sync:/shin:/bin/sync = H4%| MH 57|22t
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown = soft A|AHEl Z&
halt:x:7:0:halt:/sbin:/sbin/halt = 4H A" =
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin = ¥ MH|A AE

news:x:9:13:news:/etc/news:/sbin/nologin

uucp:x:10:14:uucp:/var/spool/uucp;/sbin/nologin = FEA A|AH Zt THAS SAt ZEEES
operator:x:11:0:operator:;/root:/sbin/nologin = A7-0| et Ch2 X[ 2t /etc/syslog.conf Of CHSH A
daemon.err operator 2t11 E7|E|0f QUCHH G| 2 23 02| S operator 82 0|83 Z&st2t= Q0|
games:x:12:100:games:/usr/games:/sbin/nologin

gopher:x:13:30:gopher:/var/gopher:/sbin/nologin = #(www)0| L}27| M CHEXM QI MH|A F S}LIZ
gopher AFO|E F& = & FE|E HFE 0|83HM & MBS E7|=5F o MH|&

ftp:x:14:50:FTP User:/var/ftp:/shin/nologin = ftp AFHE Al 282
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squid:x:23:23::/var/spool/squid:/sbin/nologin = ZEA MH
named:x:25:25:Named:/var/named:/sbin/nologin = L2 AHIA G2 AH
mysql:x:27:27::;/home/mysql:/bin/bash = mysql AMH|A AZF Al A SE= AITE
nscd:x:28:28:NSCD Daemon:/:/sbin/nologin = HJMH| A0 CHSE 7HA| 7|5 WS

rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/sbin/nologin
rpcx:32:32:Portmapper RPC user:/:/sbin/nologin = |4 & A 02
netdump:x:34:34:Network Crash Dump user:/var/crash:/bin/bash = U E3I @F ot MZ AHlA

rpm:x:37:37:/var/lib/rpm:/sbin/nologin = | =3 mj7|X] OjL|{X
ntp:x:38:38:;/etc/ntp:/sbin/nologin = AFH 7t A2t S7]2} Network Time Protocol

gdm:x:42:42:/var/gdm:/sbin/nologin x-window At&
xfs:x:43:43:X Font Server;/etc/X11/fs:/sbin/nologin = X 1% EEAH
mailnull:x:47:47:/var/spool/mqueue:/sbin/nologin = 0| & 7

httpd AHE

smmsp:x:51:51:/var/spool/mqueue:/sbin/nologin = root 7} OtEl smmsp 2 O Y A&

apache:x:48:48:Apache:/var/www:/sbin/nologin

pegasus:x:66:65:tog-pegasus OpenPegasus WBEM/CIM services:/var/lib/Pegasus:/sbin/nologin

= System Center Operation Manager 7} 0|7|5 2td 2t2|E ?I3H Cross-Platform Extension XS

webalizer:x:67:67:Webalizer:/var/www/usage:/sbin/nologin =¥ 212 o2
haldaemon:x:68:68:HAL daemon:/:/sbin/nologin = C|HIO| A ZHK| Q14 4|2
vcsaix:69:69:virtual console memory owner:/dev:/sbin/nologin = 7ta 22| Md Al AE
sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin = 20 & A
pcap:x:77:77:/var/arpwatch:/sbin/nologin = T2 YA 23 2ol AE

dbus:x:81:81:System message bus:/:/sbin/nologin = A|AE HA|X]
ident:x:98:98::/home/ident:/sbin/nologin = inetd oA &&= O
nobody:x:99:99:Nobody:/:/sbin/nologin = A AR MH|A & £7LE HZ 7+s8H MH|A AFE A

nfsnobody:x:65534:65534:Anonymous NFS User:/var/lib/nfs:/sbin/nologin
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